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1.EIXAIQrH
1.1. IKOTIOC TNC TEXVLKIC €kBeanc

H tmrapouca Ttexvikr €kBeon ouvidyxOnke KATOTTIV ypaTrToUu QITAUATOG Tou K. BaoiAgiou
KokoTodkn  TeXVIKOU  OUMBOUAOU  OIKOYEVEIWV  BUPATWY, MEOW  NAEKTPOVIKAG
aAAnAoypagiag pe nuepopnvia 2 AtrpiAiou, 2025, kal CUPQWVA PE TO ETTIOUVOTITOUEVO
Mapdptnua A.

O k. Kokotodkng, wg TeXVIKOG OUPPBOUAOG Blopiopévog atmd Toug avTidikoug oTnv
uttéBeon Tou duoTuxAuaTog Twv TeuTtwv TNG 28n¢ Pefpouapiou 2023, {NTd OTNV €V
Aoyw emmoToAr; TN ouvdpour Tou Federico Carrasco kal Twv ouveEPYATWY TOU yid TNV
agloAdynon Twv duo ekBéoewv NG AieuBuvong EykAnpatoloyikwyv Epeuvwyv (AEE) Tng
EA.AZ., OTTWG TTEPIYPA®OVTAl TTEPIANTITIKA TTOPAKATW:

Ap16. Mpwr.: 3022/21/8925/5-y’ (6-0€NIdN ). AvaAuel éva Kataypa@iko Kal TOUG TOTTIKOUG
oKANpoug diokoug, e¢eTalovTag Tn d1adikaoia aTToBnKeUoNG KAl ETTAVEYYPAPNS BivTeo.

Ap16. Mpwr.: 3022/21/8925/4-071'(30-0€AIdN ): Apopd TNV avaAucon TpIWV apxeiwv Bivieo
TTou TTapaddbnkav oe USB stick kal Tn oUykpion) Toug Pe Ta dedopéva atmobBnkKeupéva
OTOUG servers Kal Toug okAnpoug diokoug Tng etaipeiag Interstar, wote va egakpiBwoOei
av Ta apxeia gival auBevTikG Kal avTIOTOIXOUV O€ eyypagég NG 28-02-2023.

O k. Kokotdkng ¢nTa améd Tov Federico Carrasco va a&loAhoyael TNV TeXVIKA apTidTNTA,
TNV 0pBOTNTA TNG AVAAUCNG KAl TWV CUUTTEPACUATWY TWV EKBETEWV, KABWG Kal TUXOV
emmTAéov dIOTTIOTWOEIG | TTapaTnPAoElG. ETITTAov, Tou ¢nTd va ouvTdgel €I0IKr €KBEoN
ME TTANPN TEKPNPIWON, WOTE VO EVOWPaTWOEI oTn dikoypagia.

EmimmAéov o K. KOKOTOAKNG onueiwvel OTI av Kal EQOooV dIaTEBOUV Ta TTPWTOTUTTA BiVTEO
TNG UTTOBEONG, Ba ATTOCTAAOUV YIa TTEPAITEPW EEETACT UE TO iDIO AVTIKEIMEVO £PEUVACG.

O kog. Federico Carrasco, EmoTtAuovag MNMAnpo@opikAg Kal Etixeipnuartiag, ATo@oITog
Tou  TuAuatog  Mnxavikwv  HAekTpovikwv  YTroAoylotwy  Kal  [TANpo@opIKAG,
MavemmoTtnuiou Matpwyv, ue €geidikeuon otnv Texvnth Nonuoouvn, Ta lMoAupéoa, Tnv
KuBepvoao@aAeia kal 1o Metaverse, amodexduevog TNV aitnon Tou Kou. Kokotodkn,
TIPOXWPNOE OTN CUYKPOTNON OPAdAG ETTIOTAPOVWY KAl TEXVIKWY EUTTEIPOYVWHOVWY, VIO
TNV OUyypPA@r TOU TTAPOVTOG TEXVIKOU UTTOUVANATOG UE ATTOKAEIOTIKO OTOXO TNV TEXVIK
Kal €mMoTNPoVvIKA digpelivnon TNG opBOTNTAG TWV SEOOPEVWV KAl TWV CUUTTEPACUATWY
ATTOKAEIOTIKA Twv avwTépw ekBéoewv TnG AlelBuvong EykAnuatoAloyikwv Epeuvwv
(A.E.E.) NG EA.AX.
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1.2. AnAwan Mapadoxwyv kat Meploplopwyv (Assumptions and
Limitations) kat Evoexopevwyv MNMapaAaywyv

H mmapouca avdAuon BacifeTal atToKAEIOTIKG OTa OUO (2) KEiPEVA TTpayaTOYVWHOOUVNG
NG Ai€Buvong EykAnuaTtoloyikwyv Epeuvov TG EAANVIKAG ACTuvOpiag:

1. Api@. MNpwr.: 3022/21/8925/5-y’, ue nuepounvia 27-03-2025 kai
2. Api6. Mpwr.: 3022/21/8925/4-07', ue nuepounvia 27-03-2025

H peAétn digdyetal €11 Twv eyypd@wyv autwv wg £xouv ("AS IS"), xwpic TpdoBeTEg
TPITEG AVELAPTNTEG TTNYEG ETTAAABEUONG ) TTEPAITEPW TEKUNPIWOT).

Baoixoi lNepropiouoi

1. Atrouadia AveEdptntng ETTaABguong
Emonuaivetar pntd  om dev  umdpxel  diaBefaiwon, eykupotnta, diac@daAion
ETTAANBeUONG ATTO TPITN AVEEAPTNTN APXI) OXETIKA WE:

e Tnv akpifela Twv eupnudATwy TTOU QQOPOUV TO TTEPIEXOMEVO TWV UTTOAOYIOTWV,
OKANpwv OioKWV Kal Kataypa@ikwyv Kabwg kal KaBe aAAou eupUuaTog TTOU
ava@épeTal oTa v AOyw keipyeva tng AEE

e Tnv auBevTiKOTNTA Kal OKEPAIOTNTA TWV TTAPATIOEPEVWVY TTANPOPOPIWV OTTWGS YIa
TTOPAdEIYUA TO OUVOAO TWV TTIVAKWY, TTAPAPTNUATWY, EIKOVWY, apXEiwv, dIadpouES
apxeiwv (paths), k.a.

e Tn dlao@aAion OT11 Ta 0edouEVA OEV £XOUV UTTOOTEI AAAOIWON ] TPOTTOTTOINON

3. Mepikn Mapouaiaon AedouEvwv

AlamoTwveTal OIOTTIOTWVETAI OTI OPICKEVOI TTIVOKEG TTAPATIOEVTAI PJOVO TUNUATIKA
(evdeikTikd o TMivakag 10), yeyovog 1Tou duoxepaivel TNV OAOKANpwuévn agloAdynon Tou
TTEPIEXOPEVOU TOUG KAl TWV CUPTTEPACHATWY TTou £€AyovTal atrd auToug.
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lNapadoxéc AvdAuong

MNa Toug OKOTTOUG TNG TTAPOUCAG TEXVIKAG TTPAYUATOYVWHOOUVNG, YivovTal ol akOAouBeg
TTAPADOXEG:

1.

2.

3.

H avdAuon Treplopidetal  ATTOKAEIOTIKA OTO  TTEPIEXOPEVO Twv OUO  KEIMEVWV
TTpayuaToyvwuoouvng 1ng EAANVIKRG AoTuvouiag.

Aev €xel payparorroin@ei e€éraon amd Tpitn avegdptntn Kai agIOMoTn apxry Tou
TIPWTOYEVOUG BIVIEOANTITIKOU UAIKOU TO OTTOIO aVAPEPETAI OTA KEIMEVA.

Aev €xel TTpayuatoTToindei aveEdpTnTn €EETACN TWV TTPWTOYEVWV WNQIOKWY PHECWV
Kal 0edouéVwyY (UTTOAOYIOTEG, OKANPOI OIOKOI, KATAYPAQPIKA) OTa OTToia ava@EpovTal
T KEipEVQ.

. Ta oupmrepdopara trou e€dyovral Baoifovral atrokAEIOTIKA OTIS TTANPOPOPIES TTOU

TTApEXOVTAI EVTOC TWV EYYPAPWY AUTWV.

. Aev utrdpyxel duvatdTnTa emmaAnBeuong TnG peBodoAloyiag auAloyrg, atToBrAKkeuong

KAl avAAUONG TWV WYNPIOKWVY TEKPNPIwV atrd pépoug TNG EAANVIKAG ACTUVOIaG.

Evoexoueves lNapaliayég kar Emmrwoeis

1. MapaAhayég Asdopévwv
AOGYyw TwvV TTPOAVAPEPBEVTWVY TTEPIOPICHWY, TTPETTEI va An@Bouv utTOWn o1 aKOAOUBES
EVOEXOMEVEG TTAPAAANAYEG:

1.

AMoiwon Wnoeiakwv lMeiotnpiwv: Aev ptropei va atmokA€IoTel TO evOeXOUEVO Ta
Ynoloka dedopéva va €Xouv UTTOOTEN aAAoiwon TIpIv 1 Katd TN dIAPKEIA TNG
aTTOKTNONG TOUG.

. ENNTi¢  Karaypa@r kai lNMapouciaon: Yoiotatar 10 evdexOUeEVO N KaTaypa®n

KPioIJwV wnolakwv i dAAwv TTAnpogopiwyv va eival EANITTAG fi/kal n TTapouaiaor)
TOUG VA PNV €ival ETTAPKWGS TEKUNPIWMEVN 1) aVOAUTIKN. AUTO TTEPIOPICEI OUTIWOWG TN
ouvatoéTnTa yia TTARPN KAl akpIfry Katavonon Twv OXETIKWV YEYOVOTWYV A TEXVIKWYV
EUPNUATWV.

. EmAekTiky 1} Tupnuarikp Mapouciaon Aedopévwyv: Eivar evdexduevo 10

TTapoucialdopeva oToIxeia va €xouv eTTIAeyEl 1 a1Tod00ei KATA TPOTTO ETTIAEKTIKO N
ATTOOTTIAOUATIKO, YEYOVOG TTOU UTTOPEI va OONYeEi O€ TTAPAUOPPWUEVH EIKOVA TNG
OUVOAIKAG TTpaydaTikOTATAS. MapdAAnAa, yevvatalr TTPoBANUATIONOS WG TTPOG T
KPITpIa  €mMAOYAG Twv  TTEPINAUPAVOPEVWY  OEBOPEVWV KAl  TIG EVOEXOMEVEG
TTOPAAEIYEIS ONPAVTIKWY TTANPOPOPIWV.

. MNepiopiopévn Alapdveia ZuAhoyrig kai Emegepyaoiag: H éAAeiwn TTAnpo@opiwyv

OXETIKA PE TOV TPOTTO CUAANOYNG Kal eTTeEepyaaiaog Twv dedopévwy TTePIOPICEl TV
agloAdynon TnG agloTmoTiag TOuG.
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2.ETuntwoelc ota Zudnepaopata

O1 rapatrdvw TTEPIOPIOUOI KAl TTAPAAAQYEG EXOUV TIG EENG TTIBAVEG ETTITITWOEIG:

1. Ta ouptrepdopaTta TToU  €gayovTal evdéxeTal va Pacifovral o€ eANTTH 1 PN
eTaAnBeupéva dedopéva.

2. Agev ptropei va dIACQOANIOTEI N AKPIBEId TWV XPOVIKWV OCUCXETIOPNWY METAEU
YEYOVOTWYV KOl EVEPYEIWV.

3. Ymapxel mepiopiopévn duvatotnTa d1IacTaupwong TWV EUPNPATWY PE AANEG TTNYEG
TTANPOPOPIWV.

4. H atroucia eTTaABeuong atrd avecaptnTn TPITN apxr MEIWVEI TO ETTITTEDO AEIOTTIOTIOG
TWV Kelpévwy TG AEE.

H TmapoUuca TeEXVIKA TIPAYMOTOYVWHUOOUVN €EKTTOVEITAI WE TTIARPN ETTiyvwon Twv
TTPOAVOPEPBEVTWY TTEPIOPICPWY. KaTd CUVETTEIQ, YIO TO CUPTTEPACUATA TTOU £EAyOVTal
Ba Tmpémel va AapPavetal uttdwn o1l Bacidovial aTTOKAEIOTIKA OTa OUO KEipeva
TTpaydatoyvwpoouvng TG  EAANVIKAG  AOTuvopiag wg  €Xouv, Xwpic va  €xEl
TTPayHaToTToINOEi dlacTaupwaon TNG AKPIBEIOG KAl TNG AKEPAIOTNTAG TWV OTOIXEIWV TOUG
aTTo AVELAPTNTN TPITN aPXN.

2.1. AnAwaon amomnoinanc VOULKC I ELTTOPLKAC aXEaNC

Ourte o k. Federico Carrasco, oUTe OTTOIO0ONTTIOTE ATTO TOUG CUVEPYATEG TOU €ixav TTOTE
oTO TTAPEABOV, oUTE £XOUV ONUEPQ, OTTOIOOATIOTE VOMIKN 1] EUTTOPIKA OUVEPYQODia — €iTE
ME TN HOP@r UTTEPYOAQRBiag €iTe e OTTOI00MTTOTE AAAO £pYO — pE TOV K. KOKOTOOKN A YE
KATTOIOV ATTO TOUG OUYYEVEIG TWV BUUATWY TOU dUOTUXNMUATOG OTA TEUTTN, TOUG OTTOIOUG
0 K. KOKOTOGKNG EKTTPOCWTTEI WG TEXVIKOG OUMBOUAOG.
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2.2. YUVOTITLKA guPTiEpacpata tne napovoac €kBeanc

Me Béon Tnv avaAuon KABe piag atro TIg dUo ev Aoyw ekBéaeig TNG AEE [6-0€Aidn (ApiB.
Mpwr.: 3022/21/8925/5-y’) ka1 30-c€Aidn (ApiB. Mpwrt.: 3022/21/8925/4-07')] aAAG Kal
a1rdé TNV oUuvOUOOTIKI) TOUG avaAuacn, n TTapouoa €KBeon XapakTnpilel TO CUUTTEPACUA
NG AEE TTepi akpifwv avtiypd@wy (yvroia) TTPOEPXOMEVA OTTO OCUYKEKPIUEVES KANEPEG,

w¢ apdoiyo, arekunpiwTo Kai aubaipero.

EmTTAEOV N OUVOAIKR} €KTINNON TNG ETMOTNUOVIKAG Ouadag yia Tn dour Twv Ouo
eKBEoewyv gival OTI TTPOKEITAI YIO TEXVIKA KEIUEVA HE QVETTAPKEG TEXVOAOYIKO KOl
epeuvnTIKG UTTORABPO, ANITTA KaTaypa@ry dedouEVWY, AOUVETTEIA OTN PO TOU VO UATOG
KAl TTEPIOPICPEVN ETTIMEAEIQ OTN AETTTOUEPEIA — OTOIXEI TTOU QQrVOUV Kpiolua
EPWTAMATA AVATTAVTNTA.

Baoikég EAAeipeIc Twv ekBEoewv TNG AEE

O1 Baoikég kal  ouoiwdelg  eAAeiwelc TTOU  UTTOVOPEUOUV TNV AIOTTIOTIA  TWV
OUNTTEPACUATWY ouvowilovTal oTa £EAG:

1. ATtrouadia rnyaiou UAIKOU pE TEKUNPIWPEVN NUEpounvia dnuioupyiag 28-02-2023:
MNa 1a dUo KaTaypaPIKAd TTou Ba PTTopoUcav va TTEPIEXOUV TO TTNyaio UAIKO, 10xUoUV

Ta €ENG:

e 370 Kataypa@ikd "P1-KATAIP", poviého «DS-7216HQHI-SH», pe
ocIpIoKO apIBud «526438145», OGS TrEPIypAPETal 0TV 60EAION
¢peuva NG AEE pe apiBud mpwtokoAAou 3022/21/8925/5-y' kai apopd
TNV Tepiox «MAaTapwvacy, eV EVTOTTIOTNKE KAWia KaTaypa@rj TTou va
agopd TNV nuepounvia Tou duoTtuxfuarog, 28-02-2023. EmirAéov, Kal
ol dUo okAnpoi diokol (P1-HD ka1 P2-HD) apxikotmmoijénkav o€
nUepounvieg yeTayevéoTepeg TnNG 28-02-2023.

e Agv €ZeTAOTNKE KOVEVO KATAYPOQPIKO TIOU va a@opd Tnv TIEPIOXN
«Payavnpy.

2. Amoucgia ava@opdc, Trepiypa Karaypa ATTEIKOVIO eTadedOUEVWV
(metadata) o€ kavéva atrd Ta ava@epopeva Yn@iaka BivieoAnTTika dedopéva.
Ta peradedopéva Traifouv kabopioTiké poAo oTnv Tautotroinon evog PIVIEO KAl OTNV
€MAAOeuon TWV BACIKWY TOU XAPAKTNPIOTIKWY, OTTWS N NUEPONVia dnuioupyiag, ol
TTANPOQPOPIEC TNG OUOKEUNG KAl Ol TEXVIKEG TTPOdIAYPAPES, OTTwWS N avdaAuon, o
PUBUOC KapE Kal O TUTTOC KWOIKOTTOINONG. AUTEG Ol EVOWMATWHEVES TTANPOPOPIES
AgiIToupyoUlv wg éva Yn@Iakd atroTUTTWHA TTou BonBd aTov TTpoadiopIoud Tou TTOTE,
TTOU KaI TTWG KATaypapnKe 1o Bivteo.
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3. Ze TePITITWOEIS OTTOU N AUBEVTIKOTNTA €ival Kpioiun — 6TTwg oTn dnuooioypagia, o€
VOUIKEG dIadIKaoieg i TNV Yn@Iakr) eyKAnuaroAoyia — Ta HeTadedopEva TTapEXOUV
onUavTika oToixeia TTou evioxUouv i au@iopnTouv TV aglommoTia Tou UAIKOU. Xwpig
afiémoTta petadedouéva, kadiotarar TTOAU O OUOKOAO va emBeRaiwdel n
TpoéAeuon i n yvnoiétnra evog Bivreo, yeyovog tmou SIEUKOAUVEL TNV aAAoiwon, TV
TraparrAdvnon fj T 31adoon Yeudwyv TTANPOPOPIWV.

4. Amouoia tekunpiwong, amédeifng kai moTotroinong Tng diadikaoiag HETaPOPTWONG
TOU BIVTEOANTITIKOU UAIKOU TToU TTaprixbn oTig 28-02-2023.

5. Amoucia amodeifewv yia tTnv Omrapgn Kai Tn AEITOUPYIK KATAOTAON KAPEPWV TNV
28-02-2023, kabwg Kkal EAAEIYN TEKPUNPIWHPEVOU CUOXETIOPOU KABE KaTayeypappévou
BIVTEOANTTTIKOU UAIKOU:

o ME TN QUOIKN KAPEPQ TTOU TO TTAPHYAYE,

o ME TO QVTIOTOIXO KATAYPOAPIKO.
2e kavéva atmmod Ta Keigeva Oev avagépovral oUte pia Kapepa, o TOTTOG TNG, O
TIPOUNOEUTHG 1} O OEIPIAKOS APIOUOG.

6. Atmoucia ETIKUPWHEVOU TOTTOYPA@PIKOU OlaypAUUATOS TOU GUVOAIKOU AEITOUPYIKOU
e€OTTAIOMOU  (KAPEPEG, KaTaypagikd), kabwg kal PePaiwon TOU Ouvélou TNG
UANIKOTEXVIKAG UTTOBOMNG TTou A€IToupyouoe Trpdyuar Tnv 28-02-2023.
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Baoikd avamrdvinta epwrtriuarta amo Ti¢ ekBEoeic Tng AEE

EmimmAéov, T0 oUvoAo Twv ekBEoswyv TNG AEE agrvel avatmavrnTta —heTagu AAAwv— Ta
€€NG BaoIka epwTAuaTA:

1. Nari, yetagl 02-03-2023 kai 03-03-2023, OTTWCS KATAYPAPETAI OTO APXEIO
oupBavtwy, ol xprioteg INTERSTAR2\administrator (avwvupua) kai
INTERSTAR2\frazeskou (emwyvupua) diéypagav apxeia amé Toug servers Aiyeg
NUEPEG HETA TO BUOTUXNHA, ONUIOUPYWVTAG UTTGVOIa OTI N EVEPYEIQ AUTH
QTTOOKOTTOUCE OTNV ATTOKPUWN KPIoIUOoU UAIKOU?

2. hari dev Trapéxeral kapia amrédeign | Tnyaio UAIKS TTou va TTpoépxeTal atréd fdn
EYKATEOTNUEVN KAPEPQ, MWE oa@r Tautotroinon (o€iplokdG  apIBPOg)  Kai
nuepopnvia kataypa@rg Tnv 28-02-2023;

3. Nari dev Ttekunpiwveral, pe Paocn apxeio ocuuPaviwv 1 aGAAn péBodo, n
peTa@épTwon (download) Tou TmMyaiou PIVIEOANTITIKOU UAIKOU ammd Ta
KATAypAPIKA O€ KATTOIOV Server;

4. TNari dev Treplypd@etal pe akpifeia o TPOTTOG, 0 XpAvog Kal N TTARPNS WNPIAKHK
Sladpopr Twv TPILV apxEiwy, oUTE avapEéPETal TTOIOG Ta EVTOTTIOE — TOOO GTOV
server 600 kal oto USB-Stick;

5. Tari Oev €yive evOeAeXiG €EAEYXOG (OUMPTTEPIAGUBAVOPEVWV TWV  apXEIWV
OuuBdavTwy) oTov €ikoviké okAnpd dioko pe ovopacia «HYPER-V 2.vhdx», o
otroiog @épel eykateatnuévo Acitoupyiké Windows 10 Pro, évoua utroAoyioTh
«HV-OSE-Ol» kai 1510k1ATN Tov XproTn «FRAZESCOUy;

To ev ANoyw ouvotnua di1aBétel duvatoTNTEG AVTIOTOIXEG TNG  €QAPMOYNG
«iVMS-4200» kal €xel Tn duvaTOTNTA ATTOPAKPUOHEVNG dlaXEIPIONG KATAYPAPWY
amé TIC ouokeuéc «2546 KEK PAWANH» kai «2554 TMAATAMQNAZ NOTIA
2HPAITA», kaBuw¢ Kal TwV KAPEPWYV TTOU CUVOEOVTAI O€ AUTEG.

MNa Ttolov Adyo ugiotaral €va TETOI0 «TTAPAAANAO» OUOTNUA Kai  yiaTi
EYKATOOTAONKE vedTEPN €Kkdoon Tou Aoyioupikou iIVMS, Trpoopiouévn  yia
QATTOKAEIOTIKI)  XPAon atrd  €TMAEyPEVO  XPNOTN, OTO OTI0I0 TO TIAAAIOTEPO
KATAYEYPOAUMEVO OTOIXEIO UE PUBUICEIC KATAYPAPIKWY KAl KAPEPWY —OXETICOMEVO
ME TIC OVOMOOIES TWV ETTiHaXWV Bivieo— @Epel nuepounvia 22-07-2023;
YTapxouv €TTionMEG, Katayeypauuéves OIadIKaoieg €viOG TNnNG ETalpEiag TToU
TIAPEXOUV O CUYKEKPIUEVOUG XpROTEG augnuéva dikaiwuara kal duvardértnreg; H
HATTWG €va TETOI0 OUOTNHA TIPOVOMIWV AEITOUPYEI AVETTIONUA, €KTOG TWV
KaBIEpWHEVWY ETAIPIKWY dIAdIKATIWY;

6. Nari dev digpeuviiONKe N dPACTNPIOTATA TWV AVWVUPWY XPNOTWV, aAAG Kal Tou
INTERSTAR2\tsamis, o1 omoiol —katd 10 OidoTnua amd 08-02-2025 £wg
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10-02-2025 kai Kupiwg TIG TIPWIVEG WPEG— TTPAYUATOTTOIOUCAV ATTOMAKPUOHEVN
mpéopaon otoug servers TNG INTERSTAR;

. Nari dev avaldnmbnke e€€Aynon vyia TN «OUUTITWON» TNG TeAeuTaiag
KATAYEYPAUMEVNG QTTOPOKPUOPEVNG TTPOoRaoNg TOU XPAOTN
INTERSTAR2\administrator otic 04:37 .. TNG 10-02-2025, TNV idia nuépa TTOU
TpaypaTtotroidnke €@odog TNG AEE, mapoucia cicayyeAéa, ota ypageia tng
eTaipeiag eUAagng Interstar Security;
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2uvoTrTIKK) agloAdyion Tn¢G 3022/21/8925/5-y’ ava@opikd e Ta KaTtaypa@ika

ZUppwva pe Tnv evotnta “TEXNIKEX MAPATHPHZEIX KAI AIANIZTQXEIZ TIA THN
EKOEXH ZXETIKA ME TA KATAIPA®IKA” Tou TapdVTOG KEINEVOU, UTTAPYXOUV
ONMAVTIKEG EPWTACEIG KAl TTAPATNPACEIS OXETIKA UE TA TTEICTAPIA KOl TA KATAYPAPIKA
Bivteo.

TiBetal T0 BacikG epwTNUa yIaTi atToucIddel aTTd Ta TTEICTAPIA TO KaTaypa@ikd Tou KEK
Pawavng, dedopévou 611 dUo atrd Ta Tpia eTTipaxa Bivieo agopouv auTr) Tnv TOTToBEaia.
MpoBANUOTIONOG UTTAPXEl Kal  yia Tov Oeutepo Oioko P2-HD pe Ttnv  évdeign
«MAATAMQN» kal Tn oxéon Tou JE TO KOTaypa@ikod, KaBWS Kal yia To TTOTE Kal yIaTi
QVTIKOTAOTABNKE O apXIKOG dioKOG.

Emonuaivetar o011 n dIKTUAKA CUYXPEOVIOUEVN WPA TOU KATAYPA@PIKOU eV ATTOOEIKVUEI
TNV KaTdoTtaon TG wpag oTig 28-02-2023, kabwg utrdpxel duvardtnTa XEIPOKIvNTNG
puBuiong. H nuepoxpovoAoyia apxikotroinong Tou OiOKOU &VIOG TOU KATAYPOPIKOU
(3-12-2024) uTtrodeikvUel avTIKOTAOTAON KOl €ENyei TNV aATToucia eyypa®wv atrd TIg
28-02-2023. AvrioToixa, n apxIKoToinon Tou OIiOKOU €KTOG TOU KATAYPAQIKOU OTIG
23-11-2023, evw TrepIEiXE eYYPaPESG PEXP! TIG 24-07-2022, eyecipel epWTAPATA yIA TNV
OKOTTIMOTATA  TNG EVEPYEIOG QUTAG Kal TNV ATTWAEIQ TTIBavVWY OTOIXEIWV yIa Tnv
28-02-2023.

YTTIApXouv €TTiONG  EPWTAMUATA  OXETIKA WE TNV  TPOTIOTTIOINON  OVOPATWY  Kal
NUEPOXPOVOAOYIWV TTAAAIOTEPWYV EYYPAPWY, KABWG KAl yIa TNV EPUNVEIA TNG MEPIKAG
AVAKTNONG WG EVOEXOUEVO ETTAVEYYPAPWY Kal OXI wg TeXVIKA BePaidTnTa. H duvatdtnta
METOYEVEDTEPNG EYYPAPNAG ME TTAAQIOTEPEG NUEPOMNVIEG dNUIOUPYEI AvNOUXIES yia Tnv
auBevTIKOTNTA TWV PivTeo TNG 28-02-2023.

EmmmAéov TiBeTan TO epwTtnua yiati n €kBeon dev KATAAyeEl 0 EEKABOPO CUUTTEPACHA
Tapd TNV ATTOUCIa €yypa@WY Yia TnVv ETTiJOaxXn nUEPOMNVIa Kal av n artouacia
TTPWTOYEVWYV UETOPOPTWOEWY aTTOdEIKVUEI OTI Ta Bivieo oto USB stick dev Trpoépyovral
QTTO TO KATAYPOAPIKO KAl TIG KAPEPEG.

Emiong diamoTtwveral n téAeon ev duvdauel coBapwv TrOIVIKWY adiknudtwy Ta otroia
AETITOPEPWG KAl AVAAUTIKWV TTEPIYPAPOVTAl OTO KEPAAAIO 4 TNG TTAapoUong EKBETEWS
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2UuvoTITIKI) agloAdyion Tn¢G 3022/21/8925/4-01’ ava@opikd Ye Tnv
TauTotroinon Bivreo

ZUppwva pe Tnv evotnta “TEXNIKEX MNMAPATHPHZEIX KAI AIANIZTQXEIZ TIA THN
EKOEXH XXETIKA ME THN TAYTOMNOIHZH TQN BINTEO INTERSTAR” Tou TTap6vTog
Kelyévou, uttdpxouv PAOIPEG AMPIBOAIEG OXETIKA HE TNV AUOEVTIKOTATA TWV APXEiWV
BivTeo KaBWG Kal onNUAVTIKEG EVOTACEIC OXETIKEG WE TN dlaxeipion Twv apxeiwv PBivreo
TTOU OXETICOVTAI JE TO dUOTUXNMA.

“Y1romrteg evépyeieg diaypa@rig Kai aAAayriG ovOUATwY QakéAwv OTov server amé Toug
xproteg "frazeskou” kai "administrator" kai “tsamis” (karémv Trpookopicewg Tou USB)
META TO duoTUXNUA TTPOKAAOUV avnouyieg. Mapduoleg UTTOTITEG EVEPYEIEG EVTOTTICOVTOI
KOl OTO QVTiypa®O ao@PAAEiag.

Ymapxel mpoBANUATIONEG yia TNV YEVIKEUHEVN KaBuoTépnon oTnv TTapddoon Twv Bivieo
Kal TNV apxIKr dpvnon tng eraipeiag yia Tnv Ummapén Toug.

EyeipovTal epwTrpaTta Kal au@iBoAieg TTou a@opoUlV KUpiwg TIS NUEPOUNVIES dnuioupyiag
6oov agopd ot Ta apxeia urrmkav otov USB tov NoéuBpio Tou 2024 kai 6x1 KovTd oTnv
nuepounvia TTpookouiong Tou USB, kal n nuepounvia TEAEUTAIAG TPOTTOINONG TTOU EVW
gival Kovté oTnVv nueEpounvia Tou ducTuXHaTOG dev TTapaddbnKav eyKaipwe.

Agv TTEPIYPAPETAI TTEIOTIKA KAl TEKUNPIWHPEVA O TPOTTIOG, O XPOvog, n dladikacia Kal o
EVEPYWV TNG METAPOPTWONG TWV ETTIHAXWY OPXEIWV ATTO TO AVTIOTOIXO KATAYPAPIKO,
OTOV aVvTioTOIXO server. OPoiwg dgv ONAWVETAI UE TOAPAVEIA KAl TTEIOTIKOTNTA O TPOTIOG, O
XPOVOG, n O10dIKOCIa KAl O EVEPYWV TNG QVTIYPAPAG TWV ETTIHAXWY APXEiWV ATTO TOV
avTioToixo server oto USB stick.

Emonuaivovial avwpalieg ota wn@iakd udaTtoypa@iuata Kal Tnv TmoidétnTa Twv
OTIYMIOTUTTWV.

H €ékBeon B€tel epwtuata OXETIKA PE TN XPAON TPIWV OIOPOPETIKWY AOYICHIKWY
dlaxeipiong Bivreo. MNarti dev eAéyxOnkav 6Aa TTANPWG, yiaTi n EEoPoiwan YETAPOPTWONG
EYIVE PJOVO HE €va TTAAQIOTEPO AOYIOMIKO, KABWG Kal yiaTi €QapuOOTNKE CUVOUQOTIKNA
AOYIKI]  TTQipvOVTOG  IOTOPIKO  PETAPOPTWOEWV aTtd TO TraAId  Kal  puBuicelg
KATAYPAPIKWV/KAPEPWY aTTd Tov véo. EmimTAéov n Ommapén, n un agiotroinon Kai n pn
dlepelivnon Tou VEOTEPOU AOYIOPIKOU OIOXEIPIONG EYEIPEI EPWTAMATA VIO TN OUVOAIKN
EYKUPOTNTA TNG €KBEONG.

YTTAPXOUV ACUPQWVIEG PMETAEU TWV OVOPACIWY TWV KATAYPAPIKWY OTNV £QAPUOYN Kal
TWV apxeiwv Bivrieo. ZnUavTikd €ival TO yeyovog OTI OEV EVTOTTIOTNKE N TTPWTOYEVIG
METAQOPTWOTN TWV ETTIHAXWYV BIVIEO OTO IOTOPIKO EVEPYEIWV.
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Eyeipovral coBapég au@IBoAieg yia Tnv TautoTToinon Twv Bivieo TOU server ue autd Tou
USB stick, kaBwg Ta Bivreo Tou KEK Paydvng eixav diaypagei kai dnuioupynei Eava.

ETriong diamoTwveral n TEAeon ev duvauel coBapwV TTOIVIKWYV adIKnUdTwy Ta oTroia
AETITOPEPWG KAl AVAAUTIKWV TTEPIYPAPOVTAl OTO KEPAAAIO 4 TNG TTApoUonG EKBETEWGS
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3. TEXNIKEX NMAPATHPHXEIX KAI AIAMNIXTQXEIX T'IA
THN EKGEXH IXETIKA ME TA KATAIPADIKA

3.1. Ewoaywyn

H mapouoca evotnta agopd Tnv avaAuon Tng KATwO! eKBEOEWG €PyaoTnPIOKAG
TTpayuatoyvwpoouvng G  EAAnvIKAG AoTtuvopiog (EA.AZ.), 1Tng AIEYOYNZHX
EFKAHMATOAOIIKQN EPEYNQN (AEE), TMHMA 7° E=ZETAZHX WYWHOIAKQN
MEIZTHPIQON, kai ApiB. Mpwrt.: 3022/21/8925/5-y’, katdtmIv aitrioewv Tou E@eTeiou
Napioag / EQETNg AvakpITAG ME TO AKOAOUBA OXETIKA £ypaga:

a. Hut apiB. 41 amd 10-02-2025 mrapayyeAia Tng airouoag Apxng.

B. YT apiB. 1019/21/1-0&y’ amd 13-02-2025 avagopd Tou TuAuatog Tpoxaiag Adpioag.
y. Y1 apiB. 51 amoé 13-02-2025 mrapayyeAia Tng airoloag Apxng.

P L

A@fva, 27 MapTiou 2025

YMOYPTEIO NMPOZTAZIAZ TOY MOAITH
APXHIEIO EAAHNIKHE AZTYNOMIAZ
AIEYOYNZH EFTKAHMATOAOTIKQN EPEYNQN
TMHMA 7° EEETAZHZ WHOIAKQN MEIZTHPIQN
A, ABnvav kai AvTiyovng 2-6, T.K. 104 42, ABiva
Apuadiog: A/B' MATAACMOYAOE Avdpeag
ThA.: 2105103327, POL: 1727427
e-mail: dee7@astynomia.gr

Ap19. MNpwT.: 3022/21/8925/5-y"

EKOEZH EPFASTHPIAKHE MPATMATOINQMOZYNHZ

A. SYNTAKTEE: a. AcTuvopog A’ [E.K.] KIOYAADA XprioTog, Mnyavikog NAnpogopiakawv kai Erik. ZuoTn-
paTwv, MSc, ESeTaoTig Wngiakdv MeoTnpiwy.
B. AcTuvopog B' MAMAAOMNOYAOE Avdpéac, TTuxiouxog MANPoPOPIKAG Kkal TNAENIKOIVK-
vitv, EEeTaaTng Wn@lakmv MeioTnpiov.

B. AITOYZA APXH: Egeteio Aapioag/ EQETNG AvakpITiG
.SXET.: a. Hun'ap. 41 and 10-02-2025 napayyelia Tng arroloag ApxG.

B. Yr' apiB. 1019/21/1-08y" and 13-02-2025 avagopa Tou Tunuatog Tpoyaiag Adpioad.
y. Yn' apib. 51 and 13-02-2025 napayyehia Tng arrodoag ApxnG.
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3.2. KaBuots gvn MNapsuPBaon tnc Alkaloguyv

EOpnua 3.2.1.:  TloAUxpovn (2 xpbévia) kabBuoTépnan oTnv €I0aYYEAIKN
TTapayyeAia €peuvag TTnyaiou BIVIEOANTITIKOU UAIKOU.
e-mail: dee7@astynomia.gr

Api0. Npwr.: 3022/21/8925/5-y"

EKOEZH EPTAZTHPIAKHZ MPArMATOINQMOZYNHZ

A. ZYNTAKTES: a. Aotuvopog A’ [E.K.] KIOYAA®A XpiioTog, Mnxavikog MAnpopopiakwv kai Enik. ZuoTn-
pdarwv, MSc, ESetaoTiic Wn@iakav Meiotnpiov.
B. AoTuvopog B' MATAAOMOYAOE Avdpéag, MTuxiolxos MAnpopopIkig kal ThAEMIKoIV®w-
viv, EEeTaoThg Wngiakav MNeioTnpiov.

B. AITOYZA APXH: Egeteio Adpioag/ EQETNG AVaKpITHG,

[.EXET.:. a. Hun’ api6. 41 and 10-02-2025 napayyeAia TG Giroloag ApxIic: :
B. Y’ api@. 1019/21/1-08y" and 13-02-2025 avapopa Tou Tunuarog Tpoxaiag Aapioac.

AQopa ZeAideg otnv 'EkBeon: 1

Mepiypagn: Kataypd@etal onpavTik XPOVIKA KabuoTépnon avdaueoa oTnv nUepounvia
Tou duoTuxipaTtog (28-02-2023) kai Tnv 10-02-2025, nuepounvia katd tnv oTroia n
airovoa  apxy (Eogeteio Adpioag / E@émg Avakpitg) Oiétage Tn  dievépyela
TTPOAVOKPITIKAG €PEUVAG KAl TNV TTPOOKOMICT TOU OXETIKOU Wn@IOKOU UAIKOU.

Texviki Zuvemeia:

OTtr0100ATTOTE YNPIOKO UAIKO TTPOOKOWICETAI OXEDOOV dUO XPOVIa PETA TNV TTIBAVA
TTapaywyr Tou, Oev_PTTOPEl va BewpnOei agIOTNOTO ATTODEIKTIKO OTOIXEI0, 10iWwg
orav__dev_TeKUNpIwvovTal ol O1adIkagieC  ag@alouc @UAAENC Tou Tou Ba

TTopoucav va dIao@aAicouV TnV akepaIOTNTA Tou (T1.X. ammo@uyn aAAoiwo
TapaTtoinong f diaypagng).

To ¢ATnua €ival akéua TTo Kpiolpo, dedopévou OTI To UAIKG auTd evToTTiETal O€
WYNQIOKEG OUOKEUEG TNG eTaipeiag Interstar, n otroia diatnpei ocupBarTikr oxéon Pe
TNV Katnyopouuevn etaipgia Hellenic Train.
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3.3. Xtowela mpoc e€étaon KaL mMeELgTpLa

Elpnua 3.3.1.: Amoucia aToixeiwv TTpog €€£Taon oTa TTEICTAPIA

E. MEPITPA®H MEIZTHPION

P1-KATAIP. | Kataypagiko, papkag «Hikvision», povrélou «DS-7216HQHI-SH», oeipiakoly apiBuou
«526438145», PETA TOU TPOPODOTIKOU Tou. EVTOG Tou neloTnpiou aveupédn okAnpog diokog
onpaveeig wg [P1-HD].

P1-HD SkAnpog diokoc, pdpkag «Western Digital», povrédou «WD43PURZ-74BWPYO», ogipiakou
apBpol  «WX42D5439VRF», XwpnTikotTnTag ~4TB. H  aApapibunTikh  TautéTnTa
povadikoTnTag (SHAL) unoAoyioTnke oe: [ac07ec3e893a7caa48970d07718c65e6870aedcf].

P2-HD SkANPOC diokog, papkag «Western Digital», povréAou «WD40PURZ-85TTDY0», oeipiakou a-
pIBLol «WCC7K7EL3CPH», xwpnTiKOTNTAG ~4TB, e avaypa@opevn évdeign "MAATAMON".

A@opd ZeAideg otnv 'EkBeon: 1

Mepiypa@n: E¢eTdleTan pévo 10 KaTaypa@ikd oeipiakol apiBpol 526438145 atrd tnv «N.
2npayya NMAATAMQNA» xwpig:

e Na e¢etaoTei To Kataypa@ikd atrd 10 «KEK PAWANH» ceipiakou apiBuou
526438191

Texviki Zuvemela: Asv UTopoUV va TAUTOTToINBOUV OI TIPWTOVEVEIC EYYPAQEC O€ 2
a1rd 1a 3 apxeia Bivieo Tou TIpookouioTnkayv o1o USB stick kal apopouy 10

«KEK PAWANH)».
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3.4. Kataypadiko kat diokol kataypagLKkou

Elpnua 3.4.1.: Amoucia atmddeiENg cuyXpovIoUEVNG WPAG OTO
kataypa@ikd (P1-KATAIP.) katd Tnv oTiyur Kataypa@ns Twv Bivreo

Aldpoppuwan SuoTnuarcs

% Tonka Tevikd  TipooBuon MAargéppag PPPOE DDNS  NTP  E-mall  NAT  Meproodrepeg pudplosic

NTP
- AwTuo >
Necpredog (Ao 60

A Karaypagr Tuvaycp... Aaxomorrs NTP time windows.com
Mopra NTP 123

A@opd ZeAideg otnv 'EkBeon: 2,3

Meplypa@ni: ATroTuTtwvETAl N TPEXOUTA PUBUION WPAG o€ dIadIKTUAKK UTTNPETia
XPOVOOUYXPOVIOHOU KATA TNV OTIYUA TNS £EETAONG TOU KATAYPOPIKOU EVW:
e [lapatiBeTal eIKOVA yia TNV duvVATOTNTA ATTEVEPYOTTOINONG AUTHG TG pUBUIONG.

Texvik] Zuvémela: Asv utropei va atroteAéoel atrddein 0TI TO KATAYPAPIKO EiXE

OUYXPOVIOPEVN WEA KATA TNV OTIVUI KATAYPAQNS EVW AVTIOETWC AUTO UTTOPEI va

NTav pubuIouévo o€ eTTIAEYUEVN NUEPOXPOVOAovia o€ TTapeABOVTIKO XpOVo.

EUpnua 3.4.2.: ATtroucia kaTtaypa@wy TTou va agopd tnv 28-02-2023
oTov dioko Tou Kataypa@ikou (P1-HD) trou BpéBnke evidg Tou
KATaypagIikou

Huepoxpovoloyia évapEng ka- | Huspoxpovoloyia AiEng kara- | Huepoxpovoloyia Ap)gxonoin-
Taypagig: YPaQiiG: OfG CUOTIHATOG ApXEiwWV:
30-01-2025 12:14:08 11-02-2025 19:32:31 03-12-2024 09:22:38
lMivaxacg 1

22.2 ANO TNV VAKTNON TV SBOUEVIV MPoEKUWaY eyyPAPES NAAIOTEPWY KaTaypapaV BivTeo, ol onoieg
(EpOuV Tporonoinpévo Gvopal, NUEPoXPOvoAoyia EvapEng kal ANEnG eyypadng. H naAaidTepn npepo-
xpovohoyia évaping kataypageral Tnv 03-12-2024 kal wpa 14:07:41, evid dev evronioTnke kata-
ypagn nou apopd Tnv 28-02-2023.

A@opd ZeAideg otnv 'EkBeon: 4,5
Mepiypa®n: Pn1d avaeépetal 611 SV EVIOTTIOTAKE KATAYQAQI] TTOU VA AQOopd TNV

28-02-2023 oToV 0ioKO TOU KATAYPAPIKOU VW TAUTOXPOVA:

e EpuoavifeTal nuepoxpOvoAoyia apXIKOTToiNONG CUCTAUATOS ApXEiwv Tou dioKou
€VTOG Tou KaTaypa@ikou oTig 03-12-2024 09:22:38, nuepoxpovoloyia Evapgng
kataypaeng 30-1-2025 kal nuepoxpovoloyia AREng kataypapng 11-02-2025.

Texvik Zuvémela: O diokog TTou BpEBnke eviOG TOU KaTaypa@IKoU avTIKATEOTNOE
ToV Trponyouuevo dioko aTig 03-12-2024, 10 O110i0 £XElI WG ATTOTEAECUA TOV [N

EVTOTTIONO TOU TIPWTOYEVOUS UNIKOU.
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Elpnua 3.4.3.: ATtoucia kataypa@wyv TTou va apopd tTnv 28-02-2023
oTov dioko Tou Kartaypagikou (P2-HD) pe tnv €vdeign «NMAATAMQNAZ »
TTOU BPEONKE EKTOC TOU KATAYPAYIKOU

Huepoxpovoloyia Evap&ng ka~ | Huepoxpovoloyia AijEng kata- | Huepoxpovoloyia Apyikonoin-
TAypapenc: ypamng: oNG OUCTHHATOC APXEiMV:
21-11-2024 22:41:10 03-12-2024 06:58:23 23-11-2023 10:57:30

Ano TV avakThon Twv Bséouevwv NPoEKUYAav EyypapES NAAAIOTEPWY KaTaypap®v Biveo, ol onoieg
(PEPOUV TPOMOMOINKEVO OVOLd, NUEPOXPOVOAOyia evcan,r]q Kal Anéng ayypaq)nq H nalaidéTepn nuepo-
Xpovohoyia évapgng evronioTnke Tnv 24-07-2022 kai Gpa 16:08:48, evi dev npOEKuqu syypa(pn nou
va agopa Tnv 28-02-2023. Eniong, yia TI avwTépw EYYPAPES, avaKTnenKov OMou KATEDTN EPIKTO,
oplopsva OTIYMIOTUNA ano TIG AYEIC TWV KAUEPMV. Enlonpalvsml OTI, N MEPIKR avAKTNON TWV €yypa-
PV Kal TOV Blwso EVOEXETAI VA OPEIAETAI OTIC ENAVEYYPAPES MOU npayparononénkav oTo dioko
anod To KGTOVpCI(pIKO EvdeikTikG napatibevral kaTwi, og PopQr €IKGVAG, To NAAAIGTEPO OTIyHIOTUNO

A@opd ZeAideg otnv 'EkBeon: 4

Mepiypa@n: Pn1d avagépetal T dev TTIPOEKUYE KATAYPOAQPT TTOU va apopd TNV
28-02-2023 atrd TNV avakTtnorn dedoPEVWY OTOV DiOKO EKTOG TOU KATAYPAYIKOU EVW
TauTdxpova:

e Euoavifetal nuepoxpovoloyia Angng kataypa®nig otov dioKo TTou BPEONKE EKTOG
TOU KaTaypa@ikou aTig 03-12-2024 kai nuepopunvia apxIKoTroinoNg CUCTAPATOG
apxeiwv 23-11-2023.

Texvik Zuvémeia:

O diokog TToU BPEOBNKE EKTOG TOU KATAYPAPIKOU ATTODEIKVUETAI OTI AVTIKOTEOTNOE
otmig 03-12-2024, tov dioko TToU PBPEONKE €VTOC TOU KaTAYPAPIKOU KABWGS N
nuepoxpovoAoyia Afgng karaypa@ig Tou Trpwrou gival oTig 03-12-2024 06:58:23
Kal N nuepoxpovoloyia évapgng karaypagric Tou deutepou eivar 03-12-2024
09:22:38 dnAadr TrepITTOU 2 WPEG Kal 24 AeTITG apyoTEPQA.

Emmpdobeta evy 0 Siokog TTou BPEBNKE EKTOG TOU KATAYpAPIKOU TreavéTaTa
givat o Oiokog Tou BpiokéTav OTO Kataypa@ikd omg 28-02-2023, yiveral
apxikotroinon oTo cuoTnUa apxeiwv Tou oTig 23-11-2023.

O1 evépyeleg  apxIKOTTOINONG Kal AVTIKATAOTAONG TOU OpPXIKOU OiOKOU Tou
KOTOYpa@IKoU, Kal n €TMTTPOCOETN apXIKOTTOINGN TOUu OTIOTEAOUV EVEPVEIES

AIKOU, Kafu 1LOVOUV i
otroladrroTe TOaveTnTa EUPEONG TOU TTPWTOYEVOUG UAIKOU.
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EOpnua 3.4.4.: Mn eviomouog kataypa@ng yia Tnv 28-02-2023 oTig
QVOKTNMEVEC EYYPAPEC TTOAQIOTEPWYV KATAYPAPWYV Bivieo aTTd TOV dIOKO
EKTOG TOU KATAYPAPIKOU

08-28-2023 Aru 20:47:48

Fixova 3
Ovopaoia: Huepoypovoloyia EvapEng kara- Hpepoyxpovoloyia AfjEng xara-
ypapng: YPaQIiG:
255_20230828204749_202308282047 21-11-2024 22:41:10 03-12-2024 08:58:23
49.mp4

A@opd ZeAideg otnv 'EkBeon: 5

Mepiypa®n: Pntd avagépeTal 0TI TIPOEKUYWAV £YYPAPES TTAAQIOTEPWV KATAYPAPWV
BivTeo, oI OTTOIEG PEPOUV TPOTTOTTOINUEVO OVOUA Kal NuEPOoXPovoloyia Evapéng kal AREng
EYYPAPNG EVW TAUTOXPOVA:

e [lapatiBeTal o popr eikovag (Eikova 3) 1o TTaAaIdTEPO OTIYUIGTUTIO TTOU
avaokTAOnke ato Tnv Kapepa 03 TTou ATTOdEIKVUEI AUTHV TNV ACUVETTEIQ OVOUOTOG
apxeiou Bivreo/eppavous nuepopnviag (28-08-2023) oe oxéon HE TIG
nuepoxpovoAoyieg Evapgng/Aigng kataypa@ng Toug (21-11-2024) .

Texvikn Zuvemeid: AtmodeikvUeTal n diaypagn TTAAAIOTEPWY KATAYPAPWYV, WG
QATTOTEAECUA TNG APXIKOTTOINONG KAl TWV VEWV KATAYPAPWY TTOU aKoAouBnoav.

o Ava@épetal pnta OTI ATTO TNV avAKTNON 0€O0UEVWY EVW N TTAAAIOTEPN
nUepoxpovoloyia évapéng kataypa@ng evioTtioTnke oTig 24-07-2022, dev
EVTOTTIOTNKE KaTaypa®n yia Tnv 28-02-2023.

Texvikn Zuvétreia: MNapdTi o diokog TTou BPEONKE EKTOG TOU KATAYPAPIKOU PAivETal
o6m Bpiokétav evidég Tou Kataypa@ikoU TOUuAdxiotov amd 24-07-2022, Oev
EVTOTTIOTNKE KATAYPAPH TTPWTOYEVOUG UAIKOU Yia Tnyv 28-02-203.
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EOpnua 1.1.1.:  Etmaveyypa@éc véou UAIKOU TTAVW O€ EYYPAPES
TTOAIOTEPWYV KaTaypa@wyV Bivreo atrd 24-07-2022

fivarag 3

Z3.2  Ano Tnv avakrnon oV Bedopévav Npoékuway eyypagés NaAIGTEPWY KaTaypagv BivTes, or onoiec
(PEpouV TpononoINpévo dvopa, Nuepoxpovohoyia evapEng kai ARENG eyypagiis. H nahaistepn nuepo-
xpovohoyia évapgng evronioTnke Tnv 24-07-2022 kai tpa 16:08:48, e Sev npodkuype EyYpap Nou
va -::up?pa ™y 2.8’02'2023‘ Eniong, yia Tig avwTépw eyypapes, avakTiBnkav, Bnou kaTéoTn eQIKTS,
OPICHEV OTIYUIGTUNA ano TiG AMYEIS Twv Kapepdv. Enionpaiveral o, N PEpIK avakTnan Tov eyypa-
@ov kar Twv Bivreo evdiyeTal va opelheTal oTIG enaveyypagps nou npaypaTonoifBnkav oTo Sigko
and To KaTaypapiko. EvBeikTikd napariBevTal kiTwEI, OE Lop@N EIKOVAS, TO NAAAIBTEPD OTIHIBTUND
nou avakTABke and Tnv kapepa 03 (BA. Eikdva 3) kai ol Smdexa (12) NAAGOTERES EYYPagEs kata-
ypapav Bivreo (BA. Eixdva 4).

SE-ZA-2023 Agu ZO:47 48

Emova 3

Ovopaoia: Huepoypovohoyia £vapEng kara- Humaﬁ::po\rmﬂn ARENG xara-
i YpoprG:

Ypaprng: i
255_20230828204749_202308282047 21-11-2024 22:41:10 03-12-2024 08:58:23

49.mp4
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Agpopd ZeAideg otnv ‘EkBeon: 5

Mepiypa@n: Pntd avagépetal 6T €yive avaKTNon OeSONEVWV Kal TTPOEKUYWAV EYYPOAPEG
TTOAAIOTEPWYV  KATAYPOPWYV BiVTEO, O OTIOIEG @QEPOUV  TPOTTOTTOINUEVO OVOMPA KAl
nuepoxpovoloyia €vapéng kar ANENG eyypa@nsg evw n TTaAaIOTEPN NUEPOXPOVOAOYia
évapéng evrtomtiotnke Tnv 24-07-2022. EmitAéov emonuaiveral 6m, n PYePIKA avakTnon
TWV EYYPAPWV KAl TWV Bivieo evOEXeTal va OQEIAETAl OTIC ETTAVEYYPAPEG TIOU
TTpayuparotroiiénkav oto dioko amé 1o KaraypaPIko.

EvdeikTIKa TTapaTiBevral oTnv Eikéva 4, dwdeka (12) TTaAaIOTEPES EYYPAPES
Kataypapwy Bivreo.

Texviki Zuvemeia:

1. O diokog P2-HD, o omoiog evrtoTrioTnke €KTOG TOU KaTAyPOQPIKOU, QAiveTal va
BpiokdTav €viOg autoU TouAdyioTov atd Tnv 24-07-2022. >1ic 23-11-2023, o diokog
apxIKoTroIOnke, pe amotéAeopa Tnv  €mavadnuioupyia Tou OeikTn apxeiwv TOU
AeiToupyikoU CUCTAMATOG Kal TNV ATTWAEIA TWV KaTayeypauudévwy dedouévwy atrd Tnv
24-07-2022 kai ETTEITO.

ATTé 1O £VYXEIPiBIO Ao TOU KaTtaypa@ikoU MAatauwva emmiReBaiwVveTal OTI

apXIKOTroinon S1aypd@El Ta TTAVTA KAl PAAIOTO eV UTTOPEi va yivel Katd AdBog
oAAdQ PE OUVAIVEOTH TOU XPAOTN OTTWG PAIVETAI TTAPAKATW:

2. Select HDD to be initialized.
3. Click the Init button.

Inthialize

Initialization will erase all data on the HDD

A Continue?

Cancel

Figure 10. 2 Confirm Initialization

4. Select the OK button to start initialization.

HDD Information

>eNida 26 | 90



TEXNIKH EKOEZH 2XETIKA ME TIZ EKOEZEIZ NMPATMATOMNQMOXZYNHX THZ A.E.EE.TIATA
BINTEO INTERSTAR

21NV TIPayuaTikotnTa ofrjvovral ammdé 1o dictionary kal PEVOUV PN OPATEG ATTO TO
Karaypa@ikd. H avaktnon eyypa@uwyv YETA TNV apxIKOTIoinon MUTTOPEI va Yivel JOVO ME
eIdIk& epyaleia tou €ixe n AEE kai pe TNV TTpoUTToBeon 611 véa Bivieo dev €xouv
eTaveyypawel maAidtepa data blocks.

2uventwg oTig 23-11-2023 trou €yive format otov dioko Tou MAatapwva kal av Gviwg
utmjpxav oe autév Bivieo amd tnv 28/02/2023, n evépyeia auti OUOKOAEUEI TnVv
avakrnon.

EmirAéov, éva xpovo oxedbv HETA, KaTd To didaTnua atrd 21-11-2024 £wg kai
03-12-2024, kataypagpnkav véa dedopéva oTov dioKo, 0dnNywvTag o€ ETTAVEYYPAPN
(overwriting) TunudTwWyY TOU, YEYOVOG TTOU KABIOTA aduvarn TNV avakTnon TTaAQIOTEPWY
eyypagwv. Evw apéowg petd 8606nke o AioKog yia egETaon.

Ooov agopd 1o BivTeo TTOU AVAKTABNKE Kal YIa TO OTTOI0 UTTAPXEI TO QVWTEPW
oTIYMIOTUTIO, aUTO apopd eTraveyypa®r. H eyypaen Bivreo trou Aappdavel xwpa oTIG OTIG
23-11-2024 (kai diapkei péxpr 3-12-24) ypagperal Tavw otnv 28-08-2023 kail atroTeAei
YneIakr «emyxwudrwon» (1)

H katdotaon auth atreikovietal otnv Eikéva 4, kai 1o ouykekpipéva otn otrAn «File
Type», 61rou ep@aviletal n €vdeign «Overwritteny.

E@boov oTov dioko pepIkWG avakTRenkav eyypagés amd 1o 2022, onuaivel 611 o diokog
TrePIEiXE BIVIEOANTITIKO UAIKO yia Tnv 28-02-2023 kai péow Tou format kai Twv
ETTAVEYYPAPWYV £EAPAVIOTNKE.

O1 emmepBAaoeIg AUTEG, OTTWG ATTOTUTTWVOVTAI OTNV £V AOYyW TTapAypaPo Kal
Kartaypdagovtal otov [NMivaka 4 KatadeIkvUouV EOKEUMEVES EVEPYEIEG OAAOIWONG TNG
KaTdoTaong Twv Tou diokou P2-HD, ev yéow avakpitikAg diadikaaoiag, TTou atroTeAolv
ev duvapel copapd Troivikd adikruara.
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1.2. Yuumepaopata

Edpnua 1.2.1.: Amoucia ZupTrepacudTwy (UTTAPYXOUV TTAPOKATW
OUUTTEPACHATA)
A@opa ZeAideg otnv 'EkBeon: 6

Mepiypa@n: MapdTi dev evioTTIOTNKAV KATAYPAPESG TTPWTOYEVOUG UAIKOU yia TNV
28-02-2023 o€ kavévav aTrd Toug dUOo dICKOUG TOU KATAYPAPIKOU:

e A&V QTTOTUTTWVETAI EPJPAVES CUUTTEPACHUA OTO TEAOG TOU TTOPICHATOC WG €iBioTal.
Texvikil Zuvemela: Acv yivetal AUECA GAPEC OTOV AVAYVWOTN TOU TTOPICHATOG TO
adIaTTPAYMATEUTO YEYOVOG QTTOUCIAG TTPWTOYEVOUG UAIKOU OTA KOTAYPOAQPIKA.

Elpnua 1.2.2.: Amoucia EpwtnudaTtwyv
A@opd ZeAideg otnv 'EkBeon: 6
Mepiypa@n: Evw katd Tnv €€£Ta0N TWV TTEICTNPIWY TTPOKUTITOUV EVEPYEIEG ATTOKPUWNG

TOU TTPWTOYEVOUG UAIKOU, KAl TEXVIKEG OUVATOTNTEG KATAOKEUNG TTAPEABOVTIKWV
KATAYPAPWYV PE METAYEVEDTEPO XPOVO :

e Agv JIATUTTWVOVTAI EPWTAMATA OXETIKA UE TO TTOIOG KAl JE OKOTTO
TTPAYHATOTIOINCE QUTEG TIG EVEPYEIEG.
Texvikn ZUvETeld: Aev epeuvdATal To GUVOAO TwV eUupnuUaTWY, 6TTWGS Ba dPeIAe, va
TTPAgel hia d1euBuvon TTou N aTTO0TOAN TNG €ival n épeuva Kal n e€ixviaon
EYKANUATIKWY TTPAEWV.

2. TEXNIKEX NMAPATHPHXEIX KAI AIAMNIXTQXEIX T'IA
THN EKBEXH XXETIKA ME THN TAYTOIOIHXH
TON BINTEO INTERSTAR

2.1. Eloaywyrn

H TTapouca evotnTa agopd Tnv avaAuon TG KATwOI EKBECEWG EpYacTNPIAKNG
TTpaypaToyvwuoouvng TG EAANVIkiRg AoTtuvopiag (EA.AZ.), TnG AIEYOYNZHZ

>eNida 28 | 90



TEXNIKH EKOEZH 2XETIKA ME TIZ EKOEZEIZ NMPATMATOMNQMOXZYNHX THZ A.E.EE.TIATA
BINTEO INTERSTAR

EFKAHMATOAOIKQN EPEYNQN (AEE), TMHMA 7° EZETAZHZ WH®OIAKQN

MEIZTHPIQN, ka1 ApiB. Mpwr.: 3022/21/8925/4-0T°, KaTOTTIV QITHOEWYV TOU E@eTEiou
Napioag / EgETng

EAAHNIKH AHMOKPATIA
YNOYPIEIO NPOZTAZIAZ TOY NOAITH
APXHIEIO EAAHNIKHZ AZTYNOMIAZ
AIEYOYNZIH EFKAHMATOAOITIKOQN EPEYNON
TMHMA 7° EEETAZHZ WYHPIAKQN NEIZTHPION
A. ABnvav kal Avtiyovng 2-6, T.K. 104 42, ABrva
Apuodiog A/A' Tnavvng ANTONATOS
TnA.: 2105103354, POL: 1727454
e-mail: dee7@astynomia.gr
Api8. Npwr.! 925/4-o1’

A8njva, 27 Maptiou 2025

EKOEZH EPFAZTHPIAKHZ NPATMATONQMOZYNHZ

A, ZYNTAKTEE: a. Actuvdpog A’ Iwavvng ANTQNATOZ,

EidikeuBeic oTa Eqpappoopéva MAnpo@apiaka ZuoThpaTa MSe, EEsTaoThic Whpiakdbv
MeicTnpiny

B. Actuvopog B' [E.K.] HAIAAHZ ZTépavoc,

HAekTpovikog pnyavikdg T.E. MSc, EEeraathic Whgakdv Neiotnpiwv
Y. YnaoTuvopog A’ MAPKANTQNAKHE Tetpylag

NTuyoUxog Minxavikog Minpopopikic, EEsTaaThc Wnepiaky NeioTnpinv
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2.2. KaBuotepnuévn NapépPaon tng Atkatoouvng

Elpnua 2.2.1.:  TloAUxpovn (2 xpbévia) kabBuoTépnan oTnv €I0ayYYEAIKN
TTapayyeAia €peuvag TTnyaiou BIVIEOANTITIKOU UAIKOU.

EAAHNIKH AHMOKPATIA A8nva, 27 MapTiou 2025

YNOYPFEIO NPOZTAZIAZ TOY MOAITH
APXHIEIO EAAHNIKHE AZTYNOMIAZ NPOZ: EDETEIO AAPIZAZ
AIEYOYNZH ETKAHMATOACTIKQN EPEYNQN [E®ETHZ ANAKPITHE]
TMHMA 7° EEETATHX WHOIAKON NEIZTHPION
A. ABrvav kai AvTiyovng 2-6, T.K. 104 42, ABAva Mey. AAeEavBpou & Kalpa, T.K. 41 334

Apuodiog: A/A' Indvvng ANTONATOZ
TnA.: 2105103354, POL: 1727454
e-mail: dee7@astynomia.gr

ApiB, Npwr.: 3022/21/8925/4-T

AAPIZA

OEMA: «AnooToAN EKBECEWG EPYATTNPIIKAG NPAYRATOYVRLOOUVIG».
EXET.: a. Yn' ap®. 41 and 10-2-2025 napayyehia Zac.

A@opd ZeAideg otnv 'EkBeon: 1

Mepiypa@n: Kataypdgetal onuavTik XPOVIKH KaBuoTépnon avaueoa oTnv nuEpounvia
Tou duoTuxAuatog (28-02-2023) kai Tnv 10-02-2025, nuepounvia katd Tnv oTroia n
airovoa  apxy (Egeteio Adpioag / E@éng Avakpitig) Oiétage T1n  dievépyeia
TIPOAVAKPITIKAG £PEUVAG KAl TNV TTPOCKOUIOT TOU OXETIKOU WN@IOKOU UAIKOU.

Texvikiy Zuvétteia: OTro100ATTOTE WNPIOKO UAIKO TTPOCKOMIZETal OXEOOV BUO XPOVIa PETA
TNV mMOavr) TTapaywyr Tou, dev utropei va BewpnOei agiOTToTO ATTOSEIKTIKO OTOIXEIO,
1I0iwg oOtav Oev  TeKUnplwvovTal o1 dladikaoieg aoc@aAloUg @UAAERS Tou Tou BOa
MTTOpoUcav  va Olao@aAicouv TNV  akePAIOTNTA Tou (TT.X. atmouyr aAAoiwong,
TTapatroinong i diaypagng). To {ATnUa gival akdua 1o Kpioiuo, 6edouévou OTI TO UAIKO
QUTO EVTOTTICETAI O WNQIAKEG OUOKEUEC TnNG eTaipeiag Interstar, n omoia diarnpei
oupBarTikr ox€on JE TNV Katnyopoupevn etaipeia Hellenic Train.
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2.3. Xtowxela mpoc e€étaon KaL mMeELOTpLa
Elpnua 2.3.1.: Amoucia aToixeiwv TTpog £€£Ta0on oTa TTEICTAPIA

Ev ouvexeia kan npokeipévou va SianioTwBel n Xprion kai n AeiToupyia autol kai 1Biwg doov agopd
oTn pETAPOPTWaN (download) apxeiwy, npayuaTononBnke eykANPATOAOYIKY EXKiVNOT EIKOViKOU a-
vTiypdipou Tou «P1-SSD» neioTpiou okAnpol Siokou Kai Tou «P2-KATATP» nsigTrpiou kaTaypa-
PIKOU TNG avwTEPW (OT") OXETIKAG, Ta onola cuvBEBnkav PeTagl Toug. AKoAOUBWE, NPayHATONOINBNKE
eEopoiwon TG PETAPSPTWONG apyeiou BiVTES and TO KATAYPAPIKG Gs TONIKS BiaKo, PE TR XPRON TG
epappoync «IVMS-4200». Katwtépw neprypdgovtal Ta fuaTta nou akohouBsi o xprioTag WOTE va
HETOWOPTWOE ENIAEYPEVO JiA0TNHA anoBnkeupévou BivTEo O KATAYPAPIKO, PE TN XPOn TNG £pap-
HOYNG:

Agpopd ZeAideg otnv ‘EkBeon: 2,3,10

Mepiypa@n: MepiypdgeTtal n TPayUATOTIOINGN £YKANUOTOAOYIKAG £KKIVNONG TOU
«P2-KATATP» 1Te10Tnpiou Kataypa@ikou TNG (0T’) OXETIKAG XWPIG:

e To treiotApIo «P2-KATATP» va gival atmroTuttTwpéVo oTnv AioTa TTEICTNPIWY TNG
(OT’) OXETIKAG.

Texvik) Zuvémela: Asv ptropei va utrdpéel BeBaidTNTA yia TO TTOIO KATAYPAPIKO
XPNOIMOTTOINONKE YIO TNV OUVOEDH TOU PE TO AVTIYPAPO TOU AOYIOMIKOU dlaxEipiong
BIVTEOANTTITIKOU UAIKOU YIQ TNV £E0UOIWAON TNG HETAPOPTWONG ApXEiwV Bivieo pE aAuTo.
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2.4. MNMeprexdpevo USB Stick

El0pnua 2.4.1.:  Mn avauevouevn nUePOXPOVoAoyia dnuioupyiag Twv
apxeiwv Bivreo evriog Tou TreioTnpiou «P16-UsbStick»

Z. ATOTEAEFMATA EPFAXTHPIAKHE ESETAZHZ
Z1.Kard Tnv epyaoTnpiokn GETacn Tou neioTripliou «P16-UshStick» evroniotnkav Tpia (3) apyeia Bivrso kal
&va (1) apyeio kewEvou, Pe Ta KETWO oToIxE !
a/a Ovopugia apxgiou TEXVIKA XQPAKTIPIOTIKG
1 | Camera3_2554 MAATAMQNAS NOTIA ZHPAIT_2554 NAA- | Size: 151 MB
TAMQNAS NOTIA SHPAIT_20230228230000_ | Created: 20/11/2024 11:31:58 LT
20230228230459_22155295.mp4 Modified: 09/03/2023 14:08:16 LT
Accessed: 05/02/2025 LT
MDS: 8434DFFC70005D259907FSE1ADS8327E
SHA-1: 0B86B4934A4DELF3BC20AADARI799F4107F54
2 | Camerad_2546 KEK PAWANH 2546 KEK PAWANH_ | Size: 1,0 GB
20230228230821_20230228234202_34661767.mp4 Created: 20/11/2024 11:29:50 LT
Modified: 02/03/2023 21:54:46 LT
Accessed: 05/02/2025 LT
MDS: A3BFAC254651C5RB41EA3ABF26668F6E
SHA-1; D54B2FSDCB33C5BDG0DBEGG6ES007BF35EFS3B9F
3 | Camera5_2546 KEK PAWANH_2546 KEK PAWANH_ | Size: 1,0 GB
20230228231246_ 20230228234628_28577453.mp4 Created: 20/11/2024 11:30:56 LT /
Modified: 02/03/2023 21:00:00 L/

]

rl.‘ ‘ a&’ Iy A
ARQYOPSUETQI Ny pEpikT) ovanapaywyR TAg napoucag ‘EkBeong Xwpig Tn ypanTr ddeia TnG AisiAUVenG EykAnUaToAoyIkty Epsuviv, (2YD

ApiB. Npwt.: 3022/21/8925/4-0T', EeAia 4 and 29

"EAeyyal
Ap. Mov. 881-4

A@opd ZeAideg otnv 'EkBeon: 4,5

Mepiypa@n: Q¢ nuepounvia dnuioupyiag Twv apxeiwv Rivieo 6TTwG autd
TTpooKopioTnkayv £vtog Tou USB stick atmmotutrwveral n 20-11-2024 cvu:

e Ta apxeia Ba avapévaue va gival TotroBeTnuéva eviog Tou USB stick kovtd otnv
nuepounvia mpookoéuiong Toug 05-02-2025, epdoov eixav evioTTIoTEI TTOAU KOVTA
oTNV NUEPOUNVia TTPookOuIoNG.

Texvikn Zuvémeia: MpokaAouvTal eUAOYEG ATTOPIEG KAl EPWTHMATA YIa TO YEyovog 6Tl Ta
emipgaya Bivreo mpookouioTnKav Uveg HETA TRV TotTroBéTnNON Toug oTo USB stick. Mari
Oev mrpookopioTnke To USB stick apéowg perd tnv TomroB€TnONn TWV apXEiwv ot auTo,
woTe va dIEUKOAUVEEI n épeuva Twv ApXwv;
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EOpnua 2.4.2.: Mn avauevopevn nuepPoXpovoAoyia TEAEUTaIAC
TPOTTOTTOINONG TWV APXEiWV BIVTEO EVTOC TOU TTEIOTNPIOU
«P16-UsbStick»

Z. ANIOTEAEZMATA EPFAZTHPIAKHE EZETAZHE
Z1.Katd Tnv epyaoTnpiaki eE£Taon Tou NeloThpiou «P16-UshStick» evroniotnkav Tpia (3) apyeia pivreo kai
éva (1) apyeio keévou, e Ta KGTwO oToIE !
a/a Ovopagia apxeiou TeXVIKQ XapaKTrpIoTIKG
1 Camera3_2554 MAATAMQNAZ NOTIA ZHPAIT_2554 NAA- | Size: 151 MB
TAMQNAZ NOTIA ZHPAIT_20230228230000_ | Created: 20/11/2024 11:31:58 LT
20230228230459_22155295.mp4 Modified: 09/03/2023 14:08:16 LT
Accessed: 05/02/2025 LT
MDS5: 8434DFFC70005D259907FSELADS8327E
SHA-1: 0B86B4934A4DE1F38C29AADABI799F4107F54
2 | Camerad 2546 KEK PAWANH_ 2546 KEK PAWANH_ | Size: 1,0 GB
20230228230821_20230228234202_34661767.mp4 Created: 20/11/2024 11;29:50 LT
Medified: 02/03/2023 21:54:46 LT
Accessed: 05/02/2025 LT
MDS: A38FAC254651C5B41EA3ABF26668F6E1
SHA-1: D54B2F5DCB33C5BD60DBEGG6ESO07BF35EFS3BSF
3 | Camerab_2546 KEK PAWANH_2546 KEK PAWANH_ | Size: 1,0 GB
20230228231246_ 20230228234628_28577453.mp4 Created: 20/11/2024 11:30:56 LT /
Modified: 02/03/2023 21:00:00 LT/

#/ a}ot/ R, =
4 Y I 0 - Py - , s I3 LY
ARQYOPEUETQI N PEpiKN Quahapaywyn TAG Napousas EkBEong Xwpig T ypanTn adeia Tng AiciBuvang EykAnpatoioyikioy Epeuviy, (2YD

ApiB, MpwT.: 3022/21/8925/4-01°, EeAifa 4 and 29

"EAEYYGI
Ap. MoT. 881-4

A@opa ZeAideg otnv 'EkBeon: 4,5

Mepiypa®n: Q¢ nuepoxpovoAoyia TEAEUTAIOG TPOTTOTTOINCNG TWV APXEiWV BivTeo OTTWG
auTd TTpookopioTnkav £vtog Tou USB stick atmotutrwvetal n 02-03-2023 yia ta 2 Bivieo
Tou KEK Pawdvng kai n 09-03-2023 yia 1a Bivreo Tng N. ZApayyag MAatapwva.

e 2Ta apxeia Bivreo n nuUEPOXPOVOAOyia TEAEUTAIAS TPOTTOTTOINONG TTAPATTEUTTEI
(oUpewva pe TNV e€opoiwan Tou TTpayuartotroinoe N A.E.E.) o€ autA Tou
NAEKTPOVIKOU UTTOAOYIOTH TOU XPriOTN TNV OTIYUN TTOU N HETAPOPTWON
OAOKANPWONKE.

Texvik Zuvémeia: MNMpokaAoUvTal EUAOYEG ATTOPIEG KAl EPWTHMATA YIA TO YEYOVOGS OTI Gv
Ta emipaxa Bivreo HETa@oPTWONKAV EAAXIOTEG HEPES HETA TO SuOTUXNMA, YiaTi OEv
TIPOOKOUIoOTNKAV AUéCWS HETA TNV HETAPOPTWOT) TOUG, WOTE VA BIEUKOAUVOEI N épeuva
TWV ApXWV;

Tautdxpova TO eUpnua TnNG egopoiwong OTI N  nueEpoxpovoloyia  TeAeuTaiag
TpoTtroTroinong €€apTaTal atd auTr) TOU NAEKTPOVIKOU UTTOAOYIOTH TOU XPrOTN TNV OTIYKNA
TTOU N METAPOPTWON OAOKANPwWONKE, TTPOadidel TNV TEXVIKN duvatdTnTa OTOV XPAHOTN va
TPOTTOTIOINCElI TNV NUEPOXPOVOAOYIQ TOU NAEKTPOVIKOU TOU UTTOAOYIOTA UE OKOTTO va
KATOOKEUAOEI TNV NUEPOXPOVOAOYIa TEAEUTAIAG TPOTTOTTOINONG.
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EOpnua 2.4.3.: Kakng To16tnTag ameikdévion yneiakou udaToypa@iuaTog
Kol TTANPEAAG EAEYXOG TWV BiVTED

Watermark

CameraS_2546 KEK PAWANH_2545 KEK PAWANH_ 20230228231246_ 20230228234628_28577453.mp4
02-28-2023 Tpl 23:13:54

Watermark
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Agpopd ZeAideg otnv ‘EkBeon: 5,6

Mepiypa@n: O1 €IKOVES TWV YNPIAKWY UdATOYPAPNHATWY AVAKTABNKAV JUE TO
TTpoypauua Hikvision VSPlayer aAAd:

o E&etaotnke amrd v EA.AZ. pdévo n uttapén wyneiakwy udatoypa@nudtwy oTa
BivTeo, kai OxI TUXOV QCUVEXEIEG XPOVOOHUAVONG ETTI AUTWY f/Kal Tuxouoag
aoupQwviag pe TNV opaTr Xpovoaoruavaon. O karaokeuaoTrg Hikvision opilel
YPaTITWG Kal Je Trapadeiypara, otnv IotooeAida Tou Understanding Digital
Watermarks yia 10 Trwg Yivetal o éAeyXog TnNG akepaidTnTag £vOg Bivreo HEow TOU
wneIiakou udaroyparparog, diadikaoia TTou oTnv OUYKeKPIPéVn e€éTaon dev
eQapuooTnKe amré TNV EA.AZ.

o FEival eCalpeTIKA XAUNANG TTOIOTATAG KAI O AvayvwaoTng OEV UTTOPEL va DIAKPIVEL TIG

NUEPOXPOVOAOVYIEC KAl TIC CUOKEUEC TTPOEAEUONC.

Texvikiy Zuvémela: Aev ptmopei va TauTioTei dla yupvoUu o@BaAPoU n nuepounvia
onuioupyiag 28-02-2023 kabwg kal o oeiplakdg apiBudés kai n MAC address Tou
Kataypa@ikoU. EmITTAéov OEv €xouv eAeyXBei Kal TUXOV QOUVEXEIEG XPOVOOTiUavong ETTi
QUTWV KAl TUXOV QOUPQPWVIEG WE TNV OPaTH XPOovoonuavon, i avakoAoubia k&dpou
(frame) ue TOV Katayeypaupévo xpovo ato udatoypagnua (GTime).

2TNV AVWTEPW AVOPEPOPEVN 1I0TOOEAIDA TOU KATAOKEUAOTH dideTal TTAPAdEIYUa OTTOU N
MN TAUTION TNG €MQAVOUG NUEPOXPOVOAOYIOG BIiVIEO PE TNV NUEPOXPOVOAOYIQ OTO
wnolokd udatoypdenua ,dnAwvel o011 KATTolI0 AANO Bivieo €xel yivel €vBeon (_video
merge ) EVIOC ToU apxIKoU BivIeo.

To wnoiakd udatoypaenua ( Hikvision watermark) 8a utropouce va atmmoTteAéoel OeikTn
auBevTIKOTNTAG/AKEPAIOTATAG KAl TTPOEAEUCNG TTEPIEXONEVOU EQOOOV:
e H EAAX Tmpayparorololoe TNV  €vOEDEIYUEV ATTO  TOV  KATAOKEUQOTH
pMEBodoAoyia avaAuong Tou Bivieo o oxEon YE TO wnelakd udatoypdenua
e O XPNOTnG TIOU €KTEAEI TNV HETAPOPTWON Oev  €XEl TPOTTOTTOINCOElI TNV
NUEPOXPOVOAOYIQ TOU NAEKTPOVIKOU TOU UTTOAOYIOTH,
® TO KATAYPAPIKO TNG OTIYMUA TNG KATAYPAPNG £XEI CUYXPOVIOUEVN NUEPOXPOVOAOYIT
Kal OxI OTATIKA NUEPOXPOVOAOYiIQ,
® OAeC OI evEpYEIEG METAPOPTWONG YivovTal atmd TO €EOUCIODOTNUEVO KEVTPIKO
AoyiopIkG dlaxeipiong PBIVIEOANTITIKOU UAIKOU TTOU QPEPEI TIC OWOTEC OVOMNOOIES
KOUEPWV/KAPEPWYV, KAl OXI aTTO EVOAAOKTIKGA AOYIOUIKA TTPOCWTTIKAG XPNong.
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2.5. EEétaon Aoylopikou Alayeiplonc BuvteoAnmTikou uALkou

Elpnua 2.5.1.:

XWPIG TAUTION KATAYPOPIKWY KAl KAPNEPWV

[MaAaid Aoyiopiko Alaxeipiong BivieoAnTrTiIKoU UAIKOU

2. Eykateornuévo orn &iadpopn «\Program Files\iVMS-4200 Station\iVMS-42004iVMS-4200 Client\ivMS-
4200.exe», T0 AOYIGHIKG Biaygipiong BrvTeohnnmikol uhikoU & kapepdv acpaleiac Y ovopagia «ivMS»,
lMa tn katavonon Tng AsToupyiag Tou v Adyw Aoyiopikod To NEIOTAPIO eKKIVIIBNKE eykANpaToAayika kai
OTIYIGTUNO EKKIVIONG TOU anEKovIETAl OTOV KaTwTEPw Mivaka 1,

NINAKAE 1

Name: iViS-4200

Version: V2.8.2.2 build20120128
Home Page: www.hikvision.com

2002-2019 @ Hangzhou Hikvision Digital Technology Co., Ltd. All Rights Reserved.

T s ki L miinied e decms e s Brwomem e e ®oa o L. -
i NINAKAZ 3
Ovopaoia ornv | Tunog anopaxpuoud- | MAebSuvon anopa- Iapoxog ap9pts karaypapl-
spappoyn Vg oUv3zong Kpuoptvng olvieons | ko Device Serial No.
AfA | (Nickname) {Connection Mode) romkol Sikrioy
{Network parame-
ters)
(b 62a Nomio Zupay- | TCR/IP 192.168.15.2 526438145
yag, MiaTaydwvasg
I 2. 58 K.E.K PAWANH TCP{IP 192,168.19.210 526438191
NINAKAZ ¢
1. Kopepas_62a Nomia Zupayyag NAarapwac,
2. Kopepab_62a NoTio Zupayyag NAcTapuwvac
3. Kopepa7_62a NoTio Zupayyac Niarauovas
4. KapepoB_b2a NoTma Iupayyag [Tharapwvac
KaTaypagixd e ovopagia oTo Aoyiguikd BIOXEID- | 5. Kapepa9_62a NoTia Zupoyyac Miataywvac
one kapEply «62a Notia Eupayyac MAaTapm-
Btne (10) sy REEE TR OVOIDEEN 6. Kopepal_62a Notia Zupayvag Miarapuwvag
7. Kopepa2 62a Noma Zupoyyog Miatapwvag
8. Kapepa3_62a Notia Zupayyas NiaTapuwwva
9. Kopepad_62a NoTia Zupayyac Miarapwvag
10. Kavah pndevl_62a Nama Zupayyac MhoTauwvag
1. Kapepal 58
Kotaypapikd pe ovopacia oTo Aoviouixd Sigxeip | 2, Kopepo2_58
ong kopEpiv «58 ILE.K PAWANH» névre (5) &- 3. Kapepa3_S8
PEPES PE OVOOTIES: o
. 4, Kapepod 58
5. Kavah pndevi_SB

2eAida 36 | 90



TEXNIKH EKOEZH 2XETIKA ME TIZ EKOEZEIZ NMPATMATOMNQMOXZYNHX THZ A.E.EE.TIATA
BINTEO INTERSTAR

Agpopd ZeAideg otnv ‘EkBeon: 6,7,8,9

Mepiypa@n: To Aoyiouikd diaxeipiong Tou e€etdleTan ival To Hikvision iVMS-4200
v2.8.2.2 ( Tou 2019) eykateoTnuévo oTo TreloThpIo «P1-SSD» tou H/Y «P1-TOWER»:

e EvVTUTTWON TTPOKAAEI N TTOPOUTia Kal Xprion MIag T000 TTaAIdg €kdoong
AOYIOUIKOU €VTOG £VOG aUYXPOVOU AgIToupyiKoU ouoTruatog «Microsoft Windows
11 Pro» teAeutaiag €kdoong, KE IOIOKTATN TOV AVWVUNO «USer.

Texvikn Zuvémela: Aev ouvadel PE TIS CUMHOPPWOEIS AOPAAEIag TTou TTPETTEI va
TNPEi TAvroTe pia etaipeia TTOU EIOIKEUETAI OTNV TTAPOXH] OAOKANPWHEVWV
UTTNPECIWV aoPAaAeiag uywnAwv Trpodiaypawy, OUUQWVA ME TIS OTIOIEG TA
AOYIOMIK@ TTPETTEI Va €ival TTAVTOTE ETIKAIPOTTOINKEVA KAl TA UNIKA va €Xouv wg
IBIOKTHTEG ETTWVUHOUG XPIOTEG.

e ‘ExtrAngn mpokalouv, 1600 n amoucia tng Kauepa 5 KEK Paydavng 6co kai 61i o1
OVOUAOiEG TWV KATAYPAPIKWY ( AAAG Kal TWV KAMEPWY ) OTO AOYIOHIKO
Slayeipiong Trou eEETAOTNKE €ivail:

o 62a Noma Zupayyag NAarapwvag
o 58 K.E.K PAWYANH

Texvikil Zuvémela: O1 ovouaaoieg TwV KATAYPA@IKWY KAl TWV KAUEPWY PETAPEPOVTAI TNV
OVOMOCIia TWV KATAYPAPWY KATA TNV OTIYUA TG HETAPOPTWONG. O1 SIaQOPETIKES
OVOUAOCIES TWV KATAYPAPIKWY TOU AOYIOUIKOU Kal n atroucia Tng Kauepa 5 odnyouv oTo
OUNTTEPAC A OTI BEV XPNOIMOTTOINONKE TO €V AOYW AOYIOUIKO YIO TV HETAPOPTWON TWV
emmipgayxwv Bivreo, pe Aoyikd eTrakéAoubo 6TI KAKWE XpnoihoTroidnke autd yia TNV
e€opoiwon UETAPSPTWONG Kal TNV EEAYWYI) CUUTTEQAOUATWY.
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Elpnua 2.5.2.: Mn eviomoudg TTpwToyEVOUC HETAPOPTWONG KATA TNV
€CETAON TOU IOTOPIKOU KATAYPAPNG EVEPYEIWV OTO AOYIOUIKO dlaxeipiong
BIVTEOANTTTIKOU UAIKOU

H. ZYMNEPAIMATA

H diaxgipion Twy cuoTNPATWY KATAYPAPAG / KaPEPGY NpaypaTonoieital Siapéan Tou AOYIoHIKOU BIaXEipIonG
BivTeoAnnTikoy vAikoU & xapepGv aopaAeiag «iVMS», n AsiToupyia Tou onoiou NapoudAZETal AVaAUTIKG aTny
Napaypago Z2 Tng napolong. And TNV avaAucn Twv apxEI®V KaTaYPaQriG EVEPYEIV TOU &V AOY AOYIONIKOU,
now EVTONIOTNKE OTOV EIKOVIKG Sioko «HYPER-V 2,vhdx» (BA. nap. Z5), Npoékuye 4TI 1} OVOLATIa TWV KaREPMY
n onoia anodideTal auTopara ané To cUoTNPA OTA NPOG HETAPOPTWON BivTes, ouvade kat avTigToiyia pe auTr)
TWvV NEPIYPAPOUEVWY OTNV Napaypago Z1, Tpitv (3) opxeiwv Bivreo. And Tnv avaAuon Tou TUVOAOU Twv ap-
XEiwV KaTaYPAPAG EVEPYEIDV TOU Ev Adyw AOYIoRIKOU, OTO GUVOAO TWY NEITTNPIWY, SEV EVTONIOTAKAY EYYPAPES
01 onoieg va kaTadeikviouv TNV NPWTOVEVH HeTapdpTwon (download) Twv avagepduevwy TpIGV (3) apxeiwy
Bivreo kaBdaov £xE1 NOPEABE! peyAAD Xpovikd BIGoTAA and auThv.

A@opd ZeAideg otnv 'EkBeon: 10,26

Mepiypa@n: H utnpeoia e €101kd €yKANUATOAOYIKO AOYIOUIKO OTTOKPUTITOYPAPNOE
ETTITUXWG TIG EYYPAPES KATAYPAPNG EVEPYEIWV OTIC OTTOIES TTEPIYPAPOVTAI Ol
METOQOPTWOEIS TOU BIVIEOANTITIKOU UAIKOU TTOU TTPAYUATOTTOINONKAV UE TV XPrON TOU
Aoyiopikou «iVMS-4200» oTto didotnua 28-01-2020 £wg kai 22-01-2025, eviouToig:

® >TU CUMTTEPACUATA TOU TTOPIOHUATOG AvA@EPEL, OTI aTTd TNV avaAuon ToOu CuvOAou
TWV APXEIWV KATAYPAPRS TOU €V AOYWw AOYIOUIKOU, OTO OUVOAO TWV TTEICTNPIWY,
OEV EVTOTTIOTNKAV EYYPAPES Ol OTTOIEG VA KATADEIKVUOUV TNV TTPWTOYEVH
METAPOPTWAN TWV AVAPEPOUEVWY TPIWV apxeiwv Bivieo. KataArjyel oto
auBaipeto cuptrépacua 61 0 AGyog eivail 6T £xel TTAPEABEI HEYAAO XPOVIKO
SidoTnua amrd autrjv.

Texvikn Zuvemreld: Edoov uttdpxel I0TOPIKO KATaypaPng HETAPOPTWOEWYV aTTé To 2020,
Kl OEV EVTOTTIOTNKAV OTO IOTOPIKO EYYPAPES OI OTTOIEG VA KATADEIKVUOUV TNV TTPWTOYEVH
METAPOPTWON TWV AVAPEPOUEVWV TPIWV apXeiwv Bivreo TTou agpopouv Tnv 28-02-2023,
TO TTpayuaTiké oupTtrépacpua ival 61l o Abyog eivai 611 dev TTpayuaToTroIifidnkav Toté
HETAPOPTWOEIG TWV TPIWV apXeiwv Bivreo he TNV Xprion Tou AoyiopikoU «iVMS-4200». H
Otrapén eyypagwyv evepyelwv atréd 1o 2020 dev ouvadel He TO TTAVTEAWS AuBaipeTo
oupTrépacpa Ot dev UTTAPXE! EYYpagég Tou 2023 AGyw TrapéAeuong HEYAAOU XpovIKoU
diaoTrjuarog.
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EOpnua 2.5.3.: To Bivreo atd tnv Camera 3 NMAATAMQNA dev cival
TTPOIOV PETAPOPTWONG
Neprypaen: Omwg @aivetal atov MNMINAKA 7, 1o Bivreo Tng kauepag 3 Tou MNMAatapwva

TautotroINONke atrd TNV AEE evidg @akEéAOU e ovopaoia wg akoAoUuBwg:
20230228230330-20230228235959 NOTIA ZHPAI'TA MAATAMQNA

To 6vopua Tou Bivreo kauepag 3 NMAaTapwva QEPEI NUEPOPNVIEG OTO OVOUA TOU WG
OKOAOUBWG:
20230228230000_20230228230459

e T e T PR

NINAKAZ 7

Target file size 157892832

[Target created 09/03/2023 14:11:26 +2

Last written 09/03/2023 14:08:16 +2

Last accessed 30/01/2025 14:26:21 +2

Network share name \\192.168.1.33\0ZE-2

Working directory \\192.168.1.33\00!-:-2\2023\AYE|'Y)<HMA\2023022.20230228235959 NQTIA IH-
PAITA MAATAMQNA

Target path \\192.168.1.33\00:-2\2023\AY2TYXHMA\20230mz30228235959 NOTIA
EHPAITA NAATAMQNA\Camera3_ 2554 MAATAMQ A ZHPAIT_2554 NAATAMONAZ
NOTIA ZHPAIT 20230228230000 20230228230459 22155295.mp4

YIRS DR LYY

To 6voua Tou @akéAOU TTEPIEXEI TIG NUEPOMNVIES TTOU BIAAEEE O XpNOTNG yia
TIPOETTIOKOTTNON OTNV LOPYN:
EEEEMMHHQOANAAA-EEEEMMHHQQANAA

2€ Kapia mTepitTrTwon dev Ba ETTPETTE va UTTAPYXEI OTO Gvoua Tou pakéAou To NOTIA
ZHPAITA MAATAMQNA

Texvikn Zuvemeid: To dvopa Tou BivTeo TTEPIEXEI TIG NUEPOUNVIES TTOU BIAAEEE O XPrOTNG
YIO JETAQOPTWON TO OTTOI0 OQEIAEI VO Eival EVTOG TOU SIOCTHMATOG
TPOETTICKOTTNONG ATTO TNV OTToia TTPOEPXETAI APOU 0 XPHoTNG BAETTEI TO Bivieo OoTnV
TIPOETTIOKOTTINON KAl OTNV CUVEXEIQ DIOAEYEI Eva UTTODIACTNUA TTOU ETTIBUEI yIA va KAVEI
METAQOPTWON.

TPOETTIOKOTTNONG TOU 23:03:30, OTTOU EUTTEPIEXETOI OTO OVOUO TOU PAKEAOU TTOU
mwepPIEXEl TO Bivreo

Apa 1O Bivieo amd TNV KApepa 3 dev PETAPOPTWONKE OAAG pe BefaidTnTa
OnuIoupyRONKE PE ovopaTodOCOia TTOU EEUTTNPETEI KAl TOTTOBETHONKE OTOV PAKEAO
TTou BPEOBNKE.
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EOpnua 2.5.4.: Mn €&étaon evaAAakTIKOU Aoyiopikou Alaxeipiong
BIvTeOANTITIKOU UAIKOU

3. EykaTeoTnuévn £pappoyn pe ovopaoia «IVMS-4200 Site». And Tnv epyacTnpiakr avaiuon Tng enolac
NPOEKUWE OTI NapEXEl SUVATOTATES KOl AEITOUPYIEG TAUTOONMES PE QUTEC TNG QVWTEPW NEPIYPAPALEVNC
£(pappoyng «iVMS-4200» (BA. nap. Z2), xwpig va evroniaTolv NEpaTépuw oToiyeia.

A@opa ZeAideg otnv 'EkBeon: 11

Mepiypa@n: Bpébnke eykateaTnuévo eVAAAOKTIKO AoyIoIKS dlaxeipiong TTou eE€TAleTal
gival To Hikvision “iVMS-4200 Site” eykateotnuévo oto treioTtrplo «P1-SSD» tou H/Y
«P1-TOWERW:

e [lpaypartotroiibnke epyacTtnpiakni avaAuon atrd TNV OTToia TTaPOTI TIPOEKUYE OTI
TO EVAANOKTIKO AOYIOMIKO TTAPEXEI OUVATOTNTEG KAl AEITOUPYIEG TAUTOONES PE TO

KUpiwg AoyIopIkO dev TTapaTiBevtal AeTTTONEPEIEG £EKOOONG AOYICHIKOU OUTE TO
IOTOPIKO PETAPOPTWOEWYV TOU KAl N OVOUATOdOCIa KATAYPAPIKWV/KAUEPWV.

Texvikn Zuvémeid: H rapouaia evaAAakTIKWV AoyigpikoU dlaxeipiong divel Tnv

duvaToeTNTa 0€ XPAOTEG VA KAVOUV JETAPOPTWOEIG JE OVOUOTIEG KAOPEPWV/KATAYPAPIKWV

KATd TO BOKOUV KAl XWPIG 01 EVEPYEIEG TOUG VO KATAYPAPOVTAI OTO IOTOPIKO EVEPYEIWV
TOU KUPIWG AOYIOUIKOU TTOU €CETAOTNKE.

2eNida 40 | 90



TEXNIKH EKOEZH XETIKA ME TIX EKOEZEIX MPATMATOINQMOZYNHX THX A.E.E. TIATA

BINTEO INTERSTAR

Elpnua 2.5.5.:

NedTepo AoyIoUIKO dlaxeipiong BIVIEOANTITIKOU UAIKOU
EVTOTTICETAI KATA TNV £EETAON €IKOVIKOU diOKOU Kal TTApATUTTA
OUOXETICETAI OTA ATTOTEAEOUATA TNG £PEUVAG

AINAKAEL 21

MINAKAE 22

‘Ovopa Zuoxeung
Koraypapixol

Zapraxog ApiBpidg Zuokeung Koraypaixod

Ovépara cuvdepivov Kopepiow

2546 KEK PAYANH

526438191

Camera 01
Camera 02
Camera 03
Camera 04
Camera 05
Camera 06
Camera 07
Camera 08
Camera 09
Camera 10
Camera 11
Camera 12
Camera 13
Camera 14
Camera 15
Camera 16
Channei-zerol
1P Camera2

IPCame;-:"m
'd
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: Camera 01

! Camera 02
Camera 03
Camera 04
Camera 05
Camera 06
Camera 07
Camera 08
Camera 09
Camera 10
Camera 11
Camera 12
Camera 13
Camera 14
Camera 15
Camera 16
Channel-zerol
IP Cameral
IP Camera2

2554 NAATAMOQNAZ 526438145
NOTIA EHPAIT

EninAéov orn  Sadpopry dickou  «\Users\Public\ivMS-4200 Site\UserData\Backup\AutoBackup\
ivms4200_config_2023722_17399637.zip» evroniaTnkav GupniEcpéva apyeia, Ta onoia nepiExouy Kpu-
NTOYPOYNpEVa avTiypapa acPAALIag apxeiwv TNG v AOYw £Qappoyic via To xpoviké didaTnua «22-07-
2023 éwq 30-08-2023». Ané TNV avAucn Tou RAAQKITEPOU XPOVOAOYIKA QpYEIOU pE ovopadia
«ivms4200_config_2023722_17399637.zip» kal nuepopnvia dnuioupyiac «22-07-2023», 10 o-
noia anoteAei avTiypapo aoaAsiag puBHICEWS TOU AOVIOHIKOU Yia TNV £V ASy@ NUEPOUNVIO, NPOEKUWE
OTI O OXETIKEG WE T, CUOKEUEG/KATAYPAPIKA KOt TIG KAPEPEG PUBHIOEIG, NOU ANEIKOVIZOVTAI OTOV QVWTEPN)
Mivaka 22, ioxouv kai yia TNV nuepounvia 22-07-2023, xwpic va EVTORIZovTal OXETIKES £YyYPaPEC
NPOYEVEGTEPNG NPEPOHNVIaG.

A@opd ZeAideg otnv 'EkBeon: 24, 25, 26

Mepiypa@n: Bpébnke o€ €ikovikd dioko n UTTapgn vedTepou Aoyiouikou iVMS-4200
v3.10.1.7 o€ mmahidtepo utroAoyiotry Windows 10 Pro (2022) kai 1810KTATN
‘FRAZESCOU» o€ avavTioToixia e To AOyIOUIKO TTOU XPNOIUOTTOINBNKE yia TNV
eCopoiwan kal TNV ouvoAIkr ékBean TTou ATav iIVMS-4200 v2.8.2.2 eykaTeOTNUEVO O€
veoTepo uttohoyioty Windows 11 Pro. € auTto:

e EVTOTTIOTNKAV EYYPOPEG OXETIKEG PE TA KATAYPAPIKA KAl TIG KAPEPES TTOU N
epappoyn ATav pUBPIOUEVN KAl CUYKEKPIMEVO OUOKEUEG KATAYPAPAG HE
ovopaaoieg «2546 KEK PAWANH» kai «2554 MAATAMQNAZ NOTIA ZHPAIT »

e EvroTmrioTnKav avtiypa@a ac@aleiag apxeiwv TG ev Adyw £Qapuoyng yia 1o
didotnua 22-07-2023 £wg 30-08-3023, PE TIG OXETIKA PE TIG
OUOKEUEG/KATAYPAPIKA KAl TIG KAPEPES PUBMIOEIG va 1I0XUOUV Kal yIa TV
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nuepounvia 22-07-2023 xwpig va evroTri(ovTal OXETIKEG EYYPAPES TTPOYEVEOTEPNG
nuepounviag.

Texvik Zuvémeia:

-Nari n eTaipeia diarnpei evaAAAKTIKO o0yXpovo AOYIOHIKG O€ HOPQPr| EIKOVIKOU dioKou
aTToKAEIOTIKA yia Tov XprioTn «FRAZESCOU» oTo didotnua 22-07-2023 éwg
30-08-3023;

-Molov okotré eutTnPETNOE Apaye N eyKATAOTAOT TOU VEOTEPOU AOYIOUIKOU ME TIG
€mMOUMNTEG PUBUIOEIS YIA TIG CUOKEUEG/KATAYPAPIKA KAl TIG KAPEPES YIA éva TOOO HIKPO
XPoVIKG didoTnua;

-Nari dev éyive eEopoiwon peTaPépTwong armmd autd To AOYIOHIKS;

-MNari dev ATTOKPUTITOYPAPiONKE TO IOTOPIKG EVEPYEIWV HE TO APXEIO HETAPOPTWOEWVY Kal
atré autd To AOYIOHIKG;

-Mwg n A.E.E. atrokAeiel TNV JETAYEVEOTEPN EYKATAOTACT) TOU VEOU AOYIOUIKOU O€ HOPPI)
€IKovikoU diokou PE OKOTTO va dnuioupynBouv ol TTANPOPOPIES TWV KATAayPAPIKWV Kal
TWV KAPEPWV TOUG KAl VA XPNOILOTIOIEl AUTG KAKOBOUAA yIa HETAPOPTWOEIS ATTO
KaTaypa@Ikd, yvwpifovrtag 6Tl QUTEG OEV ATTOTUTTWVOVTAI OTO APXEIO EVEPYEIWV;

-Nari TeAikd €yive ouvBeon TTAnPoPopPIWY atrd 2 dIaPOPETIKA AoyIoUIKE yia va
KataAR§ouv ouvdUAOTIKA O€ CUUTTEPACUAT;
2.6. EE€étaon server anoBrkeuanc tou BuvteoAnTTLKOU UALKOU

EOpnua 2.6.1.: Mapdrtutreg TpooBAaceig Kal dIaypaPEéS KPIOIMWY apxEiwy
OTO QpPXEiou KAaTaypaPns ocupBAavTwy OoTov server atrodrkeuong Tou
BIVTEOANTTTIKOU UAIKOU

Last recorded
Path
access
08/02/2025 W1192.168.1.33\00e- 2\ 202 3VAY ETYXHMA\ 202302 28230330-202302 28235950 NOTIA THPAITA NAATA-
12:06:13 +2 MOMALVCamera3_2554 TAATAMONAZ NOTIA IHPAIT_2554 NAATAMONAE NOTIA IH-
PAIT_20230228230000 20230228230459 22155295, mp4
2001172024 11192.168.1.33\00e- N 2023\ AY ETYXHMA20230228230330-202302 28225950 NOTIA THEATA
11:33:31 +2 MATAMONAYCamera3_2554 NAATAMONAE NOTTA THPAIT_2554 NAATAMONAZ NOTIA
EHPAMT 20230228230000 20230228230459 22155295 mp4
2001152024 \\192.153.1.33"1.008-2\2023‘|.M:E|_'\0{H MAVT, KEK PAWANHIVBINTEO\20230228230011-
10:32:11 +2 202302282355 O0ACamerad_2546 KEK PAWANH_2546 KEK
PAWANMH 20230228230821 20230228234202 34661767.mp4
20/11/2024 W1192.168.1.3300e- 2\ 202 NAYETYXHMANZ. KEK PAWANHI\BINTEQ\20230228230010- E
11:30:40 +2 20230228235900\Camera5_2545 KEK PAWANH_2545 KEK Pa-
WANH _20230228231246 20230228734628 28577453.mp4
2041172024 D:\Dropbox\Interstar DropboxiInterstar Team Folder\Néag oakeioc\Cameras_2546 KEK PA-
10:31:57 +2 WANH_2546 KEK PAWANH_20230228231246_20230228234628 28577453.mp4
03/03/2023 14192.168.1.33\00e- 21202 \AYETYXHMA\S. KEK PAWANHEY20230228230010-
, 15:94:11 +2 202302282359000Camera5_25496 KEK PAWANH _2546 KEK PAWANH_20230228231246
| 20230228233628 28577453.mp4 1
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And Tnv avahuan Twv avwTépw OTOXEIWY, NPOKUNTEN 4TI Ta &v Adyw apyeia Siaypdenkay, pEaw Tou npw-
TOKOMOU «SMB®», and xpnoTn pe ovopacia «INTERSTARZ\frazeskou» Kkal nAgktpoviki BietBuvan
«192.168.1.189» Tnv «20-11-2024 11:56:27» (BA. Mivaka 11). ZNPEVETal OT1 01 GVOPAGIES Twv apxEiwv

Bivreo Tauriovral kat’ avTioToNiG PE QUTEG TNC napaypagpou Z1,

NINAKAZ 11

Log

Time

lF IP address

User Event

File/
Folder

File size

File name

SME

11:56:27

2024111720

192.168.1.1
89

INTERSTARZY
frazeskou

Delete

Fils

1015.34
M8

fOZE-2/2023/AYETYXHMA/7.
KEK PAWANHE/BI-
NTED/20230228220011-
20230228235900/Camerad_254
6 KEK PAWANH_ 2546 KEK PA-
WANH_20230228230821_20230

| 228234202 34661767.mp4

sSme

l

2024/11/20
11:56:27

192.168.1.1
89

INTERSTAR2),
frazeskou

File

141.24

{OZE-2/2023fAYITYXHMA/T.
KEK PAWANHE/BI-
NTEO/20230228230011-
20230228235900/Camerad_254
& KEK PAWANH_2546 KEK PA-
WANH_20230228230821_20230
228234202 34661767.jpg

|
SME |

2024/11/20
11:56:27

192.168.1.1
89

| INTERSTAR2Y

frazeskou

File

1015.37
MB

fOZE-2/2023fAYETYXHMA/7.
KEK PAWANHE/BI-
NTEOQ/20230228220010-
20230228235%00/Cameara5_254
6 KEK PAWANH_2546 KEK PA-
WANH_20230228231246_ 20230
228234628 28577453.mp4

2024711720
11:56:27

192.168.1.1
g9

INTERSTARZY
frazeskou

Delete

File

137.42
KB

SOZE-2{ 2033/ AYETYXHMAS?,
KEK PAMANHE/BI-
WTEC/20230228230010-
20230228235900/Camera5_254
6 KEK PAWANH_2546 KEK PA-
WANH_20230228231246_20230
228234628 28577453.jog
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4_20230228212959_202302282
23000_749037.jpa

SMB 2023/03/02 192.168.1.1 INTER- Delete File 86.38 | JOIE-2/2023fAYLTY-
13:43:50 8BS STAR2\ad- MB | XHMA/S20230228 AAPIEA - KEK
miristrator PAWANHE/Camera2_68 L.I Ao-

piooac 4_68 1Y Aapiagag
4_20230228212955_202302282
23000 743784.mp4

SMB 2023/03/02 192.168.1.1 INTER- Delets File 186.41 | JOZE-2/2023/AYITY-
13:43:49 59 STAR2\ad- KB | XHMAS20230228 MAPIZA - KEK
mirtistrator PAWANHE/Camera2_68 I.E Ao-

pogac 4_68 L2 Aapiooag
4_20230228212955_202302282
23000 743784.0pa

SMB 2023/03/02 | 192.168.1.1 INTER- Delete File 84.28 | /OLE-2/2023/AYETY-
13:43:49 a0 STAR?\ad- ME | XHMA/20230228 AAPITA - KEK
ministrator PAWANHE/Cameral_68 Z.I ha-

macac 4_68 LT Agpigoag
4_20230228212950_202302282
22000 733134.mpd

SMB 2023/03/02 | 192.188.1.1 INTER- Delete File 203.45 | fOLE-2{2023/AYETY-
13:43:48 89 STARZ2\ad- KB | XHMA/20230228 AAPIZA - KEK
ministrator PAWANHE,/Cameral _68 I.I Ao-

piogar, 4_68 I.Z Aomooac
4_20230228212950_202302282

23000_733134.jpa
sMB 2023/03/02 | 192.168.1.1 INTER- Delete File 196,44 | JOZE-2/2023/AYETY-
13:43:48 B89 STARZ\ac- ME | XHMA/20230228 AAPIZA - KEK
ministrator PAWANHE/Camerad_68 2.7 Aa-

piogag 4_68 LI Aoplocag
4_20230228212945_202302282
23000 757588.mp4

sMB 2023/03/02 192.168.1.1 INTER- Delete File 251.25 | fOEE-2/2023/AYITY-
13:43:4% 89 STAR\ad- KB | XHMA/20230228 AAPIZA - KEK
ministrator PAWANHEI/Camerad 68 L.Z Aa-

plogag 4_68 Z.I Aomaaac
4_20230228212945_202302282

23000 757588.ipg
SMEB 2023/03/02 | 192.168.1.1 INTER- Rename | Folder NA | JOZE-2/2023/Néag garehog ->
12:47:12 89 STARZ\ad- JOZE-2/2023/AYITYXHMA

ministrator
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Mivaka 10.
NINAKAZ 10
Log Thme 1P address User Event Fitef File size File name
Folder
SMEB 2023/03/03 | 192.168.1.1 INTER- Rename | Folder NA | fOZE-2/2023/AYETYXHMA/NA-
14:10:27 89 STAR\ad- AAIODAPIAANA -> JOZE-
ministrator 2/ 2023/ AYETYXHMASS,
NAAAIODAPIANA
SMB 2023/03/03 | 192.168.1.1 IMTER- Rename | Folder NA | /OEE-2/2023/AYITYXHMASATA-
14:10:10 89 STAR2\ad- MNOKAAAT -> fOZE-2/2023/AY-
ministrakor ZTYXHMAM, ATANOKAAAL
sMB 2023003403 192.168.1.1 IMTER- Rename Folder NA | JOZE-2/2023/AYITYXHMA/TI-
14:09:49 89 STAR?Mad- QOPEA -> JOZE-2/2023/AYETY-
ministrator XHMAS3. TIGOPEA
SME 2023/03/03 192.166.1.1 INTER- Rename Folder NA | JOZE-2/2023/AYETY-
14:09:40 89 STARZ\ad- XHMAQINOH -> fOZE-
ministrator 2/ 2023/ AYZTYXHMA/2. OINOH
SMB 2023/03/03 162.168.1.1 INTER- Rename Folder NA | fOEE-2/2023/AYZTY-
14:09:29 89 STAR\ad- XHMAS20230228 ZTABMOZ A-
ministrator GHNSIN -> fOIE-2/2023/AYETY-
XHMA/L. TTAOMOEL ASHNON
SMB 2023/03/03 | 192.188.1.1 INTER- Rename | Folder NA | JOZE-2/2023/AYETYXHMA/NECG
14:06:40 89 STAR2\ad- phxehog == fOZE-2/2023/AY-
ministrator ITYXHMA/TIOOPEA
SMB 2023/03/03 | 192.168.1.1 INTER- Rename | Folder NA | fOZE-2/2023/AYITYXHMAS NED:
14:05:17 89 STAR2Vad- plkeAos - = JGIE-2/2023/AY-
ministrator ITYXHMASATANOKAAAT
SHB 2023103703 | 192.168.1.1 INTER- Rename | Folder NA | fOZE-2/2023/AYITYXHMA/NEOC
14:04:40 89 STARNad- pdkehog -> JOZE-2/2023/AY-
> ministrator ZTYXHMASOINOH
SMB 2023/03/03 | 192.168.1.1 INTER- Rename | Folder NA | JOZE-2/2023/AYITYXHMA/NEOS
11:45:43 89 STAR2\ad- pdrehog -> JOZE-2/2023/ Y-
ministrator ITYXHMA/KEK PAWANHE
SHE 2023/03/03 192.168.1.1 INTER- Rename Folder NA | JOEE-2/2023/AYZTY-
11:37:31 89 STARZ\ad- XHMA/20330228 -> jQIE-
ministrator 2/2023/AYITYXHMAS 20230228
ABPLIA
SMB 2023/03/02 | 192.168.1.1 INTER- Rename | Folder MA | JOZE-2/2023/20220302021623-
15:03:29 89 STARZ\ad- 20230302030000 pevn Ba-
ministrator Wia/PENTH 02032023 -> fOZE-
2/2023/20230302021633-
20230302030000 pevTn Bo-
Wi/ PENTH 02032023 DRONE
SMB 2023/03/02 | 192.18B.1.1 INTER- Delete File T2.57 | JOZE-2/2023/AYZTY-
13:43:51 a9 STAR2\ad- MB | XHMA/20230228 AAPIZA - KEK
ministrator PAMANHE/Camera3_68 Z.Z Aa-
plagag 4_58 LI Aopiooag
4_20230228212959_202302282
23000 749037 mpd
SME 2023/03/02 | 152.168.1.1 INTER- Defete File: 238.30 | fOZE-2f2023/AYITY-
13:43:50 £9 STARZ\ad- KB | XHMA/20230228 AAPIEA - KEK
ministrator PAWANHE/Camera3_68 L.Z Ao-
mogos 4 613_1.2 hapiogac
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Agpopd ZeAideg otnv ‘EkBeon: 12,13,14,15

Mepiypa@n: EvToTriCovtal eyypagég dIadIKTUAKNG TTpOoBac OTWV Kal
OUYKEKPIYEVA:
o Eyypagég diadiktuakng TTpoéoBaong Tou xpriotn INTERSTARZ2/frazeskou o€ 3
OIOKPITEG NUEPOMNVIEG:

o 20-11-2024 - 61ou kaTadeikvUovTal EVEPYEIEG DIAYPAPG TWV ETTIHAXWY 2
Bivreo amé 1o KEK Pawdvng

o 08-02-2024 - — xwpig ava@opad yia TO TI EVEPYEIEG EKTEAECTNKAV AUECTWG
META TNV TTPOCKOMION TWV ETTINAXWYV PBivTeo

Texvik] Zuvemeia:

H mapoucia diadikTuakig TPOCoRAONS XPNOTWV OTO server auéowg META TO
duoTuxnua, otn ouvéxela n diaypa@n emmipgaxwv Bivreo améd Tov server, Kai TEAOG
n emavaAnyn tng TpbdoPaong HETA TNV TTPOOKOUIoON Twv Bivieo Ba Tpémel va
OikaioAoynBouv, OXETIKA UE TOV OKOTIO TOUG YId TO OUVOAO TWV EVEPYEIWV Kal
e10IK6TEPA yIa TNV diaypa®r KPIoIoU avakpITikoU UAIKOU Tnv oTroia Tnv KaBioTa
agiétroivn Tpagn.

EmmpdoBeta n diaypaen Twv emigayxwyv Bivreo, divel TNV TeXVIKA duvaTtdtnTa
OTOUG BIaXEIPIOTEG VA TA AVTIKATAOTACOUV PE apxeia Tautéonua e autd oto USB
stick, pe pévn diagopd TNV vedTEPN nUEPOMPNVia dnuioupyiag, kAT TTou dev Ba
emmnpéade Tnv TaUTIoN PETAEU Toug. Evépyela TTou Slaaiveral va eKTEAEOTNKE O€
NUEPOUNVIES AUEOWS PETA TNV TIPOOKOMION TWV ETTIHAXWV BivTeo.

e Eyypagég diadikTuaknig TrpoopBaong Tou xpriotn INTERSTARZ2/ administrator o€
2 DIOKPITEG NUEPOUNVIEG:

o 02-03-2023 — 6110oU KaTAdEIKVUOVTAI EVEPYEIEG DIAYPAPAG PAKEAWYV KOl
apxeiwv oxeTika pe AAPIZA — KEK Pawdvng atrd dIaQopeg KAPEPEG 2.3
Napiooag

o 03-03-2023 - 6tou kaTadeikvuovTal eVEPYEIEG AAAAYAG OVOUATOG QOKEAWY
OXeTIKWV pe To AYZTYXHMA.

Texvik Zuvémeia:

2€ AVTIOIOOTOAN ME TNV TTOAITIKI) ACQOAEIAG TWV ETAIPEIWV TTOU ATTAITEI ETTWVUMEG
TIPOORACEIC O€ CUCTHUATA TTPAYUATOTTOIOUVTAl AVWVUUES TTPOCRacn OIaxEIpIoTh
oTtov server. 'ETol dgv uTTOpOUPE va yVwPICOUPE TTOIOG Kal yiaTti dlaypd@el Kal
TpotrotTolei dedopéva oXeTIKG pe TNV 28-02-2023 Aiyeg pNEPEG PETA TO duaTUuxnua. Ol
TPALEIC auTéG Ba TTpétrel va OIKaloAoynBouv, OXETIKA UE TOV OKOTTO TOUG YIA TO
oUVOAO TWV EVEPYEIWV Kal €I0IKOTEPA YIa TNV dlaypa®n KPIoIUoU avakpITikoU UAIKOU
1NV otroia TNV kaBioTd agiémoivn PAEn.
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2.7. EEétaon avtiypagou aodaleiac tou server amoBrikeuonc
TOU BLvteoAnTITLKOU UALKOU

Edpnua 2.7.1.: TMapdtutreg TPooBACEIS KAl dIaypaPES KPIaIUOoU UAIKOU
OTO AVTiYyPA@OU a0PAAEiag Tou server atmoBAKeuong Tou BIVIEOANTITIKOU
UAIKOU

2. ZTOV KOIVOXPNOTO (PAKEAD pe TV ovopacia «ActiveBackupforBusiness», evronioTnke -peTatl aAwy-
éva (1) apxeio pe TV ovopacia «RS819SYN_33_DataFiles.hbk», To onoio gpépel nHEpopnvia dnpioup-
yiag «08-07-2024 10:37:19» kai nuepopnvia Tpononoinone «10-02-2025 03:01:43» ka apopa apyeio a-
vTiypagou aopakeiag (Backup File) e xprion Tng epappoyig «Active Backup for Business», n onola Bpé-
Bnke EykaTeoTnUEVn OTO &v AGyw neioTiipio. AnoTeAsi avriypapo acpalciag 6m}2{oxmﬁq dnuioupyiag

P~ v

2
ook b -
AnavopeueTar n pepixf) fvenapaywyl NG napodong ExBEONS xwpis T YonTa 63eia Tg AisiBuvang Eykhuaroloyiiy Eptuvi. (EYD
ApiB. NpwT.t 3022/21/8925/4-07, ¥chiba 16 ond 29

“Eheyxor
Ap. MioT. £81-4

(incremental backup)’ TnG cugkeui «P2-SERVER» kal apopd 1o Xpovikd didompa «21-09-2024 03:00
€00 10-2-2025 03:00». To &v Adyw avtiypago acpakeiag nepiéxe: dedopéva and To neioThpio [P2-server),
nou BpiokovTav anoBnkeupéva yia kdbe pépa oTic 03:00 and To avwTEpw Xpovikd diboTna Eexwpiora.
Zn] cruyéxe.-ru paypaTonoinénke ano Tnv unnpeaia pag NPoonEAaan Tou cuvorou Twv dedopévav Eexwpi-
OTa ava NPEPA KOl NPOEKUWAV TQ KATWH:
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1. Tnv 2i‘-0-9-2024 émq 03::00 OTO NETpIo «P2-SERVER» unfipxe anoBnkeupévog (pAakeAoe pe T o-
vopacia «AYITYXHMA» otnv Siedpopr «OZE-2/2023/», 0 0noiog NepIEiXE TOUC KOTGITEPW ANEKovI-
{Opevoug aTov Mivaka 14, pakEhouc,

MINAKAL 14
G B ETADHOL ADWN AN LLE ) Folder 53/04/7011 15:0713%
B2 Giredm 18008 Foldes 01/08/2023 14:28: 34
W 2023072 s80vp Foige 10/1%/2023 14:02: 38
[ 5 20230226220330-202)02 1025956 NCTIA Fwbirta wunmi ame Foiger 03/27; 001 1421332
W 3. Mecegs 62000 Folder OW9/202) 14:28:56
B 4. ALANO®ASA] MioR Foider VAN 2023 14.59.29
I 5. MAAAIOEASZANST seoow Foldes Q3/06/2023 15:09:27
N 8. 20230220 NAPIIA $2008 Felder 03/oN2027 18:07: 14
| T 7. KEX PAGANMT | seo0e Felder OA/16/202D 14:36:21
W& MOIMEIN EYATFEATIMGT wo0e Faidur QI/0N/2023 18:59:07
hteg géatieg 2008 Falcer LIRS REE B H

Ané Toug ev AOyw @akEAOUG NGPATNPOUVTAI OF (PAKEAOI PE ovopaciec «20230228230330-
20230228235959 NOTIA ZHPAITA NAATAMQNA» ka1 «7. KEK PAWANHE», 01 onoieg -ovouaciec- nepié-
XovTal gTnV ovopadia Twv uné ekéraon Tpikv (3) apxeiwv Bivreo Tng napaypdapou Z1.

2. Tnv 21-11-2024 omig 03:00 oTo neoTApio «P2-SERVER» unfpxe anoBnkeupévog AKeAoG e TNV o-
vopacio «AYZTYXHMA» arnv Siadpopr) «OZE-2/2023/», © 0noiog NEIEXE TOUG KATWTENW aneikoviZo-
Hevoug aTov Mivaka 16, @akérouc.

MINAKAI 16

M 1. ITAGMOT ABRNAN 88.00 6 Foider 04.03.2023 15:07:33
) 2. OfIOH 88008 Falder 03.03.2023 14:28:24
20230228230320-20230228235059 NOTIA IMPATTA NALTAMTNA 63000 B Folder 27.05.2023 16:13:22

3. TIOGPEA 62.00 B Folder 03.02.2023 14:35:56

A, MATROKNALT 74.00 B Folder 03.03.2022 14:59:29

5. NAAAIODASTAADY 20.00 8 Folder 06.03.2023 15:09:27

i 6. 20230228 MOITA BB 00 B Foider 20.11.2024 10:33:97
7. 20230228 EYATTEAIIMOZ o008 Folder 20.11.2024 10:34:17

B hing pavezhor EITAITEATA j14008 Folder 20.11.2024 11:46:52

|

Ané Tov avwTépw fivaka evronileral povo o @AkeAog pe ovopasia  «20230228230330-
20230228235959 NOTIA ZHPAITA MAATAMQNA», 0 cnoiog nepiéxe: Ta idia apyeia pe autd Tne npon-

YOULEVNG Napaypapou, £ve) 0 PAKEAOG He ovopadia «7.KEK PAWANHE» éxel dlaypagsi.
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3. Tnv 08-02-2025 oTi¢ 03:00 oTn ouoxshﬁ «P2-SERVER» unnpxe anoeqxéu',npévoq PAKENOG pE TV

ovopaoia «AYZTYXHMA» oty Siadpopr) «OZE-2/ 2023/», 0 0Noiog NEPIEXE! TOUC KATWYEPK ANEIKOVI-
{opevoug oTov Nivaka 17, pakéhous.

MINAKAX 17

20230226230330-2023022%5235959 NOTIA INPAITA NALTAMOHA 630.00 B Folder 27.05.2022 16:13: 22

Ano Tov avwTépw Mivaxa napaTnPoUE 0TI EVTONIZETAI © PAKEAOG BE Ovopacia «20230228230330-
20230228235959 NOTIA ZHPAITA NMAATAMQNA®», 0 onoiog repiéxe! Ta idia apyeia pe autd Tne 24.2.1
napaypagou, £ve 0 GAkeAog pe ovopacia «7.KEK PAWANHE» evronileTal £k véou oTn pakerodopr,
@Eper nuepopnvia Tpononoinong «08-02-2025 12:06:01» kai nepiéyel Ta apxeia nou aneikovifovTal
oTov avwTépw nivaka 15 Tng napaypagou 24.2.1.

(P2-server] : OZE-2/ 2023/AYETYXHMAI7. KEK PAWANHE /BINTED\20330225230010- YTy e —;
20230228235900\Camera3_2546 KEK PAWANH_2546 KEK PA-
WANH_20230228230000_20230228230035_24166531.10

[P2-server] : OZE-2/ 2023/AYZTYXHMA/7. KEK PAWANHE/BINTEC\20230228230010- Apxeio Bivreo
20230228235900\Camera3_2546 KEK PAWANH_2546 KEK PA-
WANH_20230228230000_20230228230035_24166531.mp4

A@opd ZeAideg otnv 'EkBeon: 15,16,17,18,19

Meplypagi:

T0 aVTiypa@o 21-09-2024 — 10-02-2025:

21-09-2024 — Otrou utdpyel o @dakeAog 7.KEK PAWANHZ evtog Tou pakéAou
«AYZTYXHMA» pe T1a emmigaxa Bivreo, kal €mTTAéOoV apxeia Bivieo kal IKOvVAG
ato TV Kapepa 3 Tou KEK Pawdvng (avTikeiyevo TnNG €peuva gival ol Kauepeg 4

kal 5 amé 1o KEK Pawdvng)

21-11-2024 — Otrou ofrivetal o @dakeAdog 7.KEK PAWANHZ evtog Tou @akéAou

«AYZTYXHMA» Je Ta emripaya Bivreo ye Ta emigaya Bivreo

09-02-2025 - Omrou emavepavifetar o @akehog 7.KEK PAWANHZ &viog Tou

@akélou «AYZTYXHMA» Je Ta emrigaya Bivreo pe Ta etmipaxa pivreo

Texviki Zuvémeia:

H €peuva €TTIKEVTPWVETAI O€ 3 ETTINEYUEVEG NUEPOUNVIEG EAEYXOU XWPIG avagopd yia
TOV AQYO TTOU YiVETAI AUTH N ETTIAOYN EVW TO AVTIYPAPO AOPAAEIQG ETTIONG ETTIAEYETAI

aT1ré TO OUVOAO TWV AVTIYPAPWYV ac@aAEiag TTou o@eilel va diaTtnpei n eTaipeia.
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H épeuva O@elke va epwtrioel TNV eTaipeia OXETIKA Pe TNV OupBaACIOKh TNG
uttoxpéwon Tpnong avtiypdewv aoc@aAeiag kai va Jntioel 1o TTaAQIOTEPO
avTiypago ac@aAeiag TAnoiéotepa otnv 28-02-2023.

MapbéAa autd evrotrifetal kal 01O AvTiypapo ac@aAeiag n diaypa@n etigaxou UAIKOU
Kal yadAiIoTa otnv TEAIKN ToTTo0e0ia TOU GTTOU XPNOIKOTIONONKE YIa TNV TAUTOTIOINON
Me Ta Bivreo oto USB.

H emBeBaiwon Tng dlaypapAs Kpioigou avakpiTikod UAIKOU Tnv Kadiotd
adiauenoBATNTA TTPAYUATIKY KAl OPIOTIKA KAl TRV KaBioTd agiémroivn mpdgn méoo
HaAAov 6tav oTnv Béon Twv diaypappévwy apxeiwv Bpédnkav apydtepa GAAa apxeia
ME iB10 6vopa, KaBIoTWVTAG AKupn OTroladrTTOTE OUYKPIOT).

EmmpdoBeta dev egetdlovial TO TTEPIEXOPEVO TWV APXEIWV BIVIEO KAl EIKOVAG ATTO
TNV Kauepa 3 Tou  KEK  Pawdvng, vyia  evOeXOPEVO  va  TTEPIEXEI
EMTTPOOOETEG/DIAPOPETIKEG/AVTIKPOUWMEVEG TTANPOPOPIEG.
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EOpnua 2.7.2.: TMapdTutreg €0WTEPIKES KAl EEWTEPIKEC DIKTUAKES
TTPOORACEIC KAl EVEPYEIEG, OE KPIOIOUC XPOVOUG OTO avTiypagpo
ao@aAgiag Tou server ammobrikeuong Tou BIVIEOANTITIKOU UAIKOU

3. An6 Tnv €EETaON TOU KOIVOXPNOTOU PaxEAOU, E TNV ovopadia «VIDEO», nou avapéperal oTov Nivaka

13 Tng napaypapou Z4.1, evronioTnkav peTatl aAwy:

1. 'Bvog (1) pakehog pe ovouaoio «7, KEK PAWANHE», o onoiog pépel nuepopnvia Snpioupyiac (File
Created) 3-3-2023 11:45:32 ka1 nuepopnvia Tpononoinon (File Modified) 8-2-2025 3:5:11. To nepie-
Xbuevo Tou ev Adyw @akéAOU TOUTICETAI PE AUTS TOU NEPIEXOLEVOU TWV QAKEAGY WE ovopacdia «7.
KEK PAWANHE», nou evronioTnkav oTo apxeio avriypdpou aogaheiag kai @aivetal va unipxav
anoBnkeupévol gTov «P2-server» (BA. nap. Z4.2).

2. "Evag (1) pdkerog pe Tnv ovopacia «#recycle», 0 onoiog ANOTEALE PAKEAO OUGTAATOC OTOV Moo
HETAQEPOVTAI NPOCWPIVG, Ta OTOIXEIQ NoU BIAYPAPOVTAI NG TOV KOIVOXPNOTO PAKEAD PE TNV OVOPa-

oio «VIDEO», ZTov ev Adyw (akelo evronioTnkav U0 (2) gupnieopéva opxei;ré ovouaoieg «7,
A
¥

4 AN o
AnoyopedeTol 0 wepiki avanapoywyr TS nopoboog ExBeang xwpig T ypanth 6B Tg AiiBuvong EyidnuoToloymiy Epsuviv. (ﬁD
ApiB. Npwr.: 3022/21/8925/4-07", ¥£Ailo 19 and 29

TEAoyxon
Ap. Migr. 881-4

KEK PAWANHE.zip» kal «7. KEK PAWANHE.72», kaBGx, ki évag (1) @akeAog e Tnv ovopacia
«7. KEK PAWANHE» Tov onoiwv o1 npepopnvieg dnuioupyiag kai Tpononoinang napoudialovrar gTov
KaTwTEPn Nivaka 18.

NINAKAE 18
A/A Ovouaoia Huepoxpovodoyia Bnpioupyiag Huepoxpovoleyia rpenanaineng
(utc) (urc)
7. KEK PAWANHZ.zip | 09/02/2025 00:11:01 09/02/2025 00:11:01
7. KEK PAWANHE.7z | 09/02/2025 00:13:19 09/02/2025 00:14:59
7. KEK PAWANHE 08/02/2025 03:05:11 08/02/2025 03:05:11

AVBAUTIKOTER KOl QVOPOPIKA HE TO NEPIEXOUEVO TWV OVWTERW PakEAWY ENIONpaivOVTal Ta KaTWE!:
O Odkehog «7. KEK PAWANHE» nepiéxer éva (1) npoowpivd apyeio e ovopaoia «~$PA-
WANH.docx» o onoio napanépnel g apyEio Keluévou pe ovopacia «PAWANH.dOCX» Kai GNOTEAS]
NPOCWPIVO apXED TNG EPappoyIiG KelpeEvoypapou «Word» Tne eraipeiag Microsoft. AnpioupynBnke and
TO UOTNKA KATA TNV NPOONEAQCH TOU AVTEP® APXEIOU KEIPEVOU KOl (PEpEI npepopnvia dnuioupyiag
«08-02-2025 03:05:11» kai nuepopnvia Tpononoinong «08-02-2025 03:05:11»,

To oupnieopévo apyeio pe ovouaoia «7. KEK PAWANKE.Zip» gival Keva Sedopévay, evi) To apxeio
HE ovopacia «7. KEK PAWANHE.72» nepiéxel £va (1) pakeho pe ovopaadia «7. KEK PAWANHE» kai
niepopnvia Tpononoinong «08-02-2025 03:05:11» kai nepiexdPEVD ROV TAUTILETA! HE QUTO TOU NEpIE-
XOHEVOU TOU (pakérou pE ovopadia «7, KEK PAWANHE» Tnc napavodoou 74.3.1.
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4. And Tnv pyacTnpiaki avaAucn Tou apxEiou KATayPaERC oupBaVTWY CUOTNPATOG HETAPOPAC ApYEiwWV
(FileTransfer Log), To onoio eival puBjiopévo va anoBnketer nAnpopoples avapopikd pe T Siaypapn
OPXEKV/PaKEAuV, EvTonioTnkav peTaEL GAAwv kai napouaialovTal aTov katwTépw Mivaka 19 o1 EYYPAPEC
nou aPopolv TG NEEpopNvieg «8-2-2025» kar «9-2-2025», dnou napaTnpsitol 411 Ta apyeia Nou avapé-
povTal o€ autov Siaypagnkav and xpaTn pe ovopacia «INTERSTAR2\tsamis», EninpooBeTa €EAxON Kai
napouoIaZeTal oTov kaTwTEP Mivaka 20 70 OUVOAD TWV CUVBECEWY NOU GPOPOUV TIC avwTEp® NHEPOKN-
vigg, evd To glivoAo Twv eyypagdv eERxOn kai napouaKileTal oTo MNapéprnpo P4-SERVER.

MINAKAL 19

Log

Time {UTC)

IP address

User

Event

File

SMB

8/2/2025 3:05

152.168.1.134

INTERSTAR2\tsamis

Delete

/VIDEQ/7. KEK

PAWANHE/~SPAWANH. docx

SMB

9/2/2025 0:11

10.81.234.130

INTERSTAR2\tsamis

Delete

/VIDEQ/7. KEK PAWANHI .zip

SMB

9/2/2025 0:17

192.168.1.155

INTERSTAR2\tsamis

Delete

/VIDEQ/7. KEK PAWANHE. 72

Connection

B/2/2025 4:16

INTERSTAR2\tsamis

User [INTERSTARZ\tsamis] from
[192.168.1.130(192.168.1.130)] via [CIFS(SMB3)]
accessed shared folder {Cluster-Data).

| P~ S——

Connection

8/2/2025 3:03

INTERSTAR2\tsamis

User [INTERSTARZ\tsamis] from [LAPTOP-
TSAMIS(152.168.1.134)) via [CIFS(SMB3)] accessed
shared folder [NetBackup].

Connection

8/2/2025 3:03

INTERSTARZ2\lsamis

User [INTERSTAR2\tsamis] from [LAPTOP-
TSAMIS(192.168.1.134)) via [CIFS(SMB3)] accessed
shared folder [VIDEQ].

Connection

8/2/2025 3:03

INTERSTAR2\tsamis

User [INTERSTARZ\tsamis) from [LAPTOP-
TSAMIS(192.168.1.134)] via [CIFS(SMB3)] accessed
shared folder [Cluster-Data]).

Connection

8/2/2025 3:03

INTERSTARZ\tsamis

User [INTERSTAR2\tsamis] from [LAPTOP-
TSAMIS(152.168.1.134)] via [CIFS(SMB3)] accessed
shared folder [record].

Connection

8/2/2025 3.03 .

INTERSTAR2\tsamis

User [INTERSTARZ2\tsamis] from [LAPTOP-
TSAMIS(192.168.1.134)] via [CIFS(SMB3)) accessed
shared folder [ActiveBackupforBusiness].

Cennection

8/2/2025 2:56

INTERSTARZ\tsamis

User [INTERSTAR2\tsamis] from [(192.168.2.62)]
via [CIFS(SMB2)] accessed shared folder [record).

Connection

8/2/2025 2:51

INTERSTARZ\tsamis

User [INTERSTAR2\tsamis] from [LAPTOP-
TSAMIS(192.168.1.134)] via [CIFS(SMB3)] accessed
shared folder [ActiveBackupforBusiness].

Connection

8/2/2025 2:51

INTERSTAR2\tsamis

User [INTERSTAR2\tsamis) from [LAPTOP-
TSAMIS(192.168.1.134)] via [CIFS{SMB?)] accessed
shared folder [record].

Connection

8/2/2025 2:51

INTERSTAR2\tsamis

User [INTERSTAR2\tsamis] from [LAPTOP-
TSAMIS(192,168.1.134)] via [CIFS(SMB3)] accessed
shared folder [VIDEO].

Connection

B/2/2025 2:51

INTERSTARZ\tsamis

User [INTERSTAR2\tsamis] from [LAPTOP-
TSAMIS(192.166.1.134)] via [CIFS(SMB3)] accessed
shared folder [Cluster-Datal.

Connection

8/2/2025 2:96

INTERSTAR2\tsamis

User [INTERSTARZ\tsamis] from [LAPTOP-
TSAMIS(192.168.1.134)] via [CIFS{SMB3)] accessed
shared folder [ActiveBackupforBusiness].

Connection

8/2/2025 2:46

INTERSTAR2\tsamis

Connection

8/2/2025 2:46

INTERSTAR2\tsamis

User [INTERSTAR2\tsamis] from [LAPTOP-
TSAMIS({192.168.1.134)] via [CIFS{SMB3)] accessed
shared folder [record].

User [INTERSTAR2\tsamis) from [LAPTOP-
TSAMIS(192.168.1.134)1 via [CIFS(SMB3)) accessed
shared folder [VIDEQ).

Connection

8/2/2025 2:46

INTERSTAR2\tsamis

User [INTERSTARZ\tsamis] from [LAPTCP-
TSAMIS(192.168.1,13¢)] via [CIFS(SMB3)] accessed
shared folder [Cluster-Datal.

Connection

8/2/2025 2:31

INTERSTAR?\tsamis

User [INTERSTAR2\tsamis] from [LAPTQP-

TSAMIS(192.168.1.134)] via [CIFS(SMB3)) accessed

| sharad folder [Cluster-Data]. |
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Cennection 8/2/2025 | INTERSTAR2\tsamis User [INTERSTARZ\tsamis] from [LAPTOP-
22:34 TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed
shared folder [ActiveBackupforBusiness)],
Connection 8/2/2025 | INTERSTAR2\tsamls User [INTERSTAR2\tsamis) from [LAPTOP-
22:34 TSAMIS(10.81.234.130)) via [CIFS(SMB3)] accessed
shared folder [record].
Connection B/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
22:34 TSAMIS(10.81.234.130)] via [CIFS{SMB3)] accessed
| shared folder [VIDEQ).
Connection 8/2/2025 | INTERSTAR2\tsamis User [INTERSTARZ\tsamis) from [LAPTOP-
22:34 TSAMIS(10.81.234.130)] wia [CIFS(SMB3)] accessed
shared folder [Cluster-Data).
Connection 9/2/2025 0:21 | INTERSTAR2\tsamis User [INTERSTAR2\tsamvs] from [10.81.234.130]
signed n to [DSM] successfully via [password].
Connection 9/2/2025 0:16 | INTERSTARZ\tsamis User [INTERSTAR2\tsamis] from

[192.168.1.155(192.168.1.155)] via [CIFS(SMB3)]
accessed shared folder [VIDEO).
Connection | 9/2/2025 0:13 | INTERSTAR?\tsamis User [INTERSTARZ\tsamis] from
[192.168.1.155(192.168.1,155)] via [CIFS(SMB3)]
accessed shared foider [VIDEQ).

Cennection 9/2/2025 0:10 | INTERSTARZ\tsamis User [INTERSTAR2\tsamis)] from [LAPTOP-
TSAMIS(10.81,234.130)] via [CIFS{SMB3)] accessed
shared folder [NetBackup].

Connecticn 9/2/2025 0:09 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis) from [LAPTOP-

TSAMIS(10.81.234.130)) via [CIFS{SMB3)] accessed
shared folder {NetBackup].

Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTARZ\tsamis] from [/
13:59 TSAMIS(10.81.234.130)] via [C[FS(;:%)] accessed
- charad fralrdar lrarnrdl
Connection 9/2/2025 | INTERSTARZ\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
13:59 TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed
shared folder [VIDEO]. o
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis) from [LAPTOP-
13:59 TSAMIS(16.81.234.130)} via [CIFS{SMB3)] accessed
! shared folder [Cluster-Data].
Connection §/2/2025 INTERSTARZ2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
13:59 TSAMIS(10.81.234.130)] via [CIFS{SMB3)] accessed
, shared folder [ActiveBackupforBusiness).
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
13:03 TSAMIS(10.81.234.2)) via [CIFS(SMB3)] accessed
shared folder [VIDEQ).
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
13:03 TSAMIS(10.81.234.2)] via [CIFS(SMB3)] accessed
shared folder [record].
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
13:03 TSAMIS(10.81.234.2)] via [CIFS(SMB3)) accessed
shared folder [ActiveBackupforBusiness).
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
13:02 TSAMIS(10.81.234.2)] via [CIFS(SMB3)] accessed
shared folder [Cluster-Data).
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTARZ\tsamis] from [LAPTOP-
17:09 TSAMIS{192.168.0.20)] via [CIFS{SMB3)] accessed
shared folder [record].
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
17:09 TSAMIS(192.168.0.20)) via [CIFS(SMB3)] accessed
shared folder [VIDEO].
Cennection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
17:09 TSAMIS(192.168.0.20)] via [CIFS(SMB3))] accessed
shared folder [Cluster-Data].
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
17:09 TSAMIS(192.168.0.20)] via [CIFS(SMB3)) accessed
B shared folder [ActiveBackunforBusinees].
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Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
23:32 TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed
shared folder [Cluster-Data).
Connection 9/2/2025 | INTERSTARZ\tsamis User [INTERSTARZ\tsamis] from [LAPTOP-
23:32 TSAMIS(10.81.234,130)] via [CIFS{SMB3)) accessed
shared folder [VIDEC].
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTCP-
23:32 TSAMIS(10.81.234.130)] wvia [CIFS(SMB3)] accessed
shared folder [record].
Connection 9/2/2025 | INTERSTAR2\tsamis } User [INTERSTARZ\tsamis) from [LAPTOP-
22:28 - TSAMIS(10.81.234.130)] via [CIFS(SMB3)) accessed
shared foider [ActiveBackupforBusiness].
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTARZ\tsarnis] from [LAPTOP-
22:28 TSAMIS(10.81.234.130)] via [CIFS{SMB3)}] accessed
shared folder [record].
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
22:28 TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed
shared folder [VIDEQ].
Connection 9/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-
22:28 TSAMIS(10.81.234.130)] via [CIFS(SMB3)) accessed
- shared folder [Cluster-Data).
Connection 10/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from
1:51 [192.168.1.130(192.168.1.130)] via [CIFS(SMB3)]
accessed shared folder [Cluster-Data).
Connection 10/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from
1:46 [192.168.1.86(192,168.1.86)] via [CIFS(SMB3)] ac-
cessed shared folder [Cluster-Datal.
Connection 10/2/2025 | INTERSTAR2\tsamis User [INTERSTAR2\tsamis) from [LAPTOP-
0:16 TSAMIS(10.81.234.130)] via [CIFS(5SMB3)] accessed
shared felder [ActiveBackupforBusiness].

A@opd ZeAideg otnv 'EkBeon: 19,20,21,22,23,24

Mepiypa@n: Kataypdg@ovTal CUVEXEIG, EVIATIKEG, E0WTEPIKES KAl EEWTEPIKEG TIPOTRACEIG
OTO ETAIPIKO QVTIYPOPO ACPAAEIQG KAl CUYKEKPIPEVA:

e 08-02-2025 — Zuvexeic e€wrepikég TTpoafdoeic Tou INTERSTAR2/tsamis o1o
ETAIPIKO QVTiYPAPO ACPAAEiag

e 09-02-2025 — Zuvexeic eowTEPIKESG KAl EWTEPIKEG TTPOTPRACEIG TOU
INTERSTARZ2/tsamis 010 £TaIPIKO QVTiypa@Oo ac@aAgiag katd TV SIAPKEIN TWV
otroiwv 0 @akeAog 7.KEK PAWANHZ oT1o avTiypa®o ac@aAgiog ocuuttiECeTal OIG
yla Toavr atmooToA] 0€ AyVwOoTO ATTOOEKTN KAl OTNV CUVEXEID dlaypa@eTal Jadi
ME Ta CUMPTTIECHEVA apXEia.

e 10-02-2025 — Ecwrtepikég kal e€wTePIkES TTPooRACEIG Tou INTERSTAR2/tsamis
OTO ETAIPIKO AVTiypaPOo ac@aAeiag. Katd TIg TTpooBACEIS aUTEG yivovTal
dlaypa@ég avtiypagwyv ac@aAeiag MNMPIN Tov 9-2024

Texvikiy Zuvémela: MNaparnpeital pia apxikr) avriypa@r) ammé Tov server oTo avtiypa@o
ao@aAeiag Kpiolgou UAIKOU Oe XpOVO KOVTA OTO OUOTUXNHA, KOl OTNV CUVEXEIQ OTO
didoTnua METE TNV Trpookduion Tou USB stick, kai yia 3 ouvexOueveg HEPES Kal VOXTEG,
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epyaoieg TTou dev dikaloAoyouvTal €10IKG 6Tav auTég oUUBAIVOUV TTPWTES TTPWIVES WPES
oTa avtiypa@a ac@aAeiag Tng ETaipeiag.

H pévn €€riynon mmou ptropei va 800¢i givail 611 n eTaipeia yvwpile 6t oTig 10-02-2025 6a
yivétav Katdoxeon Twv servers/diokwv kal Tou avtiypdpou ac@aleiag kal A0eAe Taon
Ouoia va Bpebolv Ta emigyaxa Bivreo oTig B€oeig Toug, idla pE AQuUTA TToU Eixav
ToTroPeTnOei oto USB stick, pe Ttautéxpovn Oiaypa®r TAAISTEPWY AVTIYPAPWYV
aoPaAeiag.

Mwg ayvoeital pia Térola eykAnuarik evépyela ammé pia dietbuvon TTou digpeuvd
eyKANUaTikéG evépyeleg;, Mwg oAokAjpwoav Tnv €peuva TalTiong apxeiwv orav ol
evépyeleg TG eTaipeiag security kpauyadouv 61 TrpooTradoloav va Taipid§ouv Ta apxeia
TIPIV TNV £pEUVA KAl VA ETTNPEACOUV Ta CUNTTEPACATA TG £KOEONG;
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EOpnua 2.7.3.: Mapdrtutreg rpooBdocic atd Tov server P1 otov P2
server avtiypa@ou ac@aAsiag Kal JadiKEC dlaypa@ES KPioIou UAIKOU
backup péxpr 2024-09-09

2025’02/1019716817% Delet: Fil 3.15 /Orbit_Backups/Daily History/History/H201707.bak.
12:18:40 |!92-168.1.233 elete ile Mp|/©Orbit_Backups/Daily History/History/ bak.enz

ISMB INTERSTAR2'\administrator|

/Orbit Backups SERVER A/#recycle/Daily History/History 2023-02-28 18:00;11 (Differential).7z

‘SMB 2?%’2%},0 192.168.1.233 [INTERSTAR2\adminisirator [Deletd H File ‘ 222;‘47;

‘SMB 2?%,512%101924168.1.233 [N OERE | File | 22%7%/Orbit Backups SERVER ADaily History History B023202E38 18:00:11 (Differential). 7z

/
‘SMB 202502101 192.168.1.233 INTERSTAR?\administrator

/Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-09 18:00;11 (Differential).7z

mm| e [

Mepiypa@n: 211 10-02-2025 TrapatnpouvTal avvVupeg HadIKEG laypagEég Ewg
09-09-2024 (petagl Twv otroiwv Kai n 28-02-2023) 6Aou Tou IGTOPIKOU TWV avTIypAQwVv
ao@aAciag Tou server, pe TTpdoacn Tou administrator atré Tov server P1.

Me Tnv TTapouoa evépyeia ouoiacTIKA diaypdgeTal GA0 To I0TOPIKS apxEio eyypapwy,
16iwg ekeivo TTOU agopd TNV Kpioiun nuepounvia Tng 28n¢ deppouapiou 2023.

Etriong, mpokaAei atropia o yeyovég 611 o1ig 10 PeBpouapiou 2025, o administrator
amro@aciel kai TrpayuaroTroleital Siaypagr] dedouévwy Kai yiati pOAavel éxpl kai Tnv 9n
2etreuBpiou 2024.
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3.2YMINEPAXMATIKH EKGEXH

3.1. Euprjpata tou mapovtoc TEXVLKOU UTIoOPVAHATog ywa tnv
¢kBeon oxetka pe ta kataypadguwka ( 3022/21/8925/5-y")

To Tapov TUAPA TNG TEXVIKAG YVWHOOOTNONG agopd Tnv afloAdynong tng atro

27-03-2025 Kal utr’ apIBy. TTPWT. 3022/21/8925/5-y’ EPYAOTNPIAKAG

TTpaypaToyvwuoouvng Tng AieuBuvong EykAnuartoAloyikwyv Epsuvwy (AEE) Tng EAAZ.,

n omoia a@opd TNV TEXVIKN €EETOON KATAYPOQPIKWY KAl ATTOBNKEUTIKWY HECWV

OXETICOUEVWY HE TO O10NPOJPOUIKO duoTUXNUa TNG 28-02-2023.

Katétmiv avaAuTIKAG MEAETNG TNG wg Avw €kBeong, KaTaypd@ovTal KPICIUES TEXVIKEG
TTAPATNPNOEIS Ol OTTroie¢ duvavTal Vva ETTNPEACOUV KOBOPIOTIKA TNV aTTOdEIKTIKA
aglomoTia Tou Ynelakou UAIKoU. O1 BacIKOTEPES TTAPATNPAOEIS ouvowilovTal WG EENG:

1. KaBuotépnon Aikaotikri¢ EvroAri¢ kai Eééraong YAikou

YTTApXEl ONUAVTIKA XPOoVIKA KabuoTtépnon (oxedov dUo £Tn) METAEU TNG NUEPOMNVIOGS TOU
duoTtuxnuartog (28-02-2023) kai TNG €eVIOAAG OIEVEPYEIOG TTPAYUATOYVWHOOUVNG
(10-02-2025), yeyovOog TIoU ¢€yeipel €UAoyeg €TMQUAGEEIC yia TR diatpnon Tng
QKEPAIOTNTAG TWV YNQIAKWYV TTEIOTNPIWV.

2. Mn Eééraon OAwv twyv lNeiotnpiwv

E€etdotnke povo éva kataypa@ikd (N. ZApayya MAatapwva — SN: 526438145), xwpic
va egetaotei 10 Kataypa@ikd ammd 10 KEK Pawdvn (SN: 526438191), evw é€xel
TIPOOKOMIOTEI OXETIKO WNPIAKO UAIKO yia TO OEUTEPO.

3. Aduvauia XpovoAoyikric EtraAriBsuong

Aev emBefaiwbnke n 0OTTApEN OUYXPOVIOPEVNG WPAG KATA TNV OTIYMA TNG APXIKAG
katraypa@ng. O1 xpovoloyieg ToOU @Epouv Ta dapxeio JTTOPEi va eivalr TexvNTa
PUBUIOUEVEG, YEYOVOG TTOU aTTOdUVAMWVEl TN duvaTOTATA TTIOTOTTOINONG TOU XPOVOU
OupdBavTwy.

4. Amrouoia lNpwroyevous YAikou

2€ Kavévav atmd Toug dUo OKANPOoUG OIOKOUG (EVTOG Kal EKTOG TOU KATAYPOQPIKOU) Oev
EVTOTTIOTNKE KATAYPO®N yIa TNV nuEpopnvia 28-02-2023. EmtTAov, uTTdpXouV 1I0XUPEG
evOEiteIc:

e Apxikotroinong Tou TTpwToyevoug diokou Tov 11-23.

o Emaveyypa@nig ue véa dedopéva, JETAYEVETTEPNG XPOVOAOYiaG.

o [aparmoinong Twv ovopdTwyv TWV apXEiwv Kal Tou eu@avifduevou Xpoévou

EYYPOPNG.
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5. lpopaveic evépyeies amoKpuywns mpwroyevous UAIKOU

O diokog TTou BpEBNnKe EKTOG TOU KATAYPAPIKOU, TTIBavOTATA €ival 0 dIOKOG TTOU
BpiokdTav oTo Kataypa@ikd oTig 28-02-2023, ugioTaTal apxIKoTroinon oTo ocuoTnua
apxeiwv Tou oTIg 23-11-2023. O1 evépyeleg apPXIKOTTOINONG KAl QVTIKATAOTAONG TOU
apXIKoU dioKOU TOU KATaypPa®IKOU, KAl N ETTITTPOCHOETN APXIKOTTOINON TOU ATTOTEAOUV
EVEPYEIEG ATTOKPUYWNG TOU TTPWTOYEVOUG UAIKOU, KOBwWG peltuvouv A/Kal gagavifouv
OTTOI00ATTOTE TTIBAVATNTA EUPECNG TOU TTPWTOYEVOUG UAIKOU.

6. Emraveyypa®ég véou UAIKOU TTAVwW O€ yypapes TTAAISTEPWY Karaypapwyv

H texvikil avaAuon Tou okAnpou diokou P2-HD atrokdAuye OTI TTEPIEIXE EYYPAPES PivTED
ME nuepopnvia évapéng non amo tnv 24-07-2022. Qotdéoo, otig 23-11-2023 o diokog
apyxikotroindnke (format), yeyovog TTou €ixe wg OCUVETTEIQ TNV TTIAPN OTTWAEIQ TNG
TTPOORACINOTNTAG TwV OedOUEVWY, CUPQWVO KAl PE TO EYXEIPIOIO Xpriong Tou
Kataypa@ikou, otrou dleukpivideTal 0TI n dladIkaoia auTr) aTraiTei pnTr mPReRaiwon armo
Tov XpnAoTtn. H apyxikotroinon, o€ ouvOuaoud HPE TNV €TTAvVEYYPAP VEWV OEOOUEVWV
pMeETOEU 21-11-2024 kai 03-12-2024, odriynoe o€ OPIOTIKN ETTIKAAUYN TTPONYOUUEVOU
UAIKOU, KATAOTPEPOVTAG ouoiwodn THAMOTA moavwyv KATaypaQwy,
OUMTTEPIAAPPBaVOUEVWY eVOEXOPEVWG Kal ekeivwv TNG 28-02-2023. To yeyovog auto
empBePaiwveral atrd v €vdeign "Overwritten" og KaTaypa@EéG TTOU EVTIOTTIOTNKAV PETA
TNV avaktnon.

H Ttexvikry afloAéynon utrodeikviel OTI oI evEPYeEIEG AUTEG Oev eival Tuxaieg, aAAG
OnAwvouv ouveidnTA Kai Un avacTpéWihn aAAoiwon Tou TrepIEXoMéVou Tou diokou. H
eméupaon o€ UAIKG evrdg TTAaloiou TToIVIKAG SlEpelvnOoNG eyEipel copapd epwTAATa KAl
EVOEXETAI VA OUVIOTA TTOIVIKA KOAGOIUN EVEPYEIQ.

7. Atmoudia Zuutrepaocudrwy kai Aiepeuvnongs Evepyeiwv Amokpuwng

Mapda TV atroudia Tou TTPWTOYEVOUG UAIKOU Kal TNV TTAPOUCIa TEXVIKWY EVOEIGEWV
evOEXONEVNG aTTOKPUYWNG N} TTAPATTOINONG, N €KBEON:

e Acv KaTaAAyEl 0€ PNTO CUNTTEPOCHA.

e Agv JIATUTTWVEI EPWTAMNATA YIA TNV AITIA 1] TOV UTTAITIO TWV TTAPATIAVW EVEPYEIWV.

Texviko Zuutrépaoua lpayuaroyvwuoouvng
H a&loAdynon g utro e¢€Taon €kBeong odnyei 0TO CUPTTEPACTHA OTI:
To TpookopIoBév Yneiakd UAIKG dev duvaral va agloAoynBel wg TEXVIKWGS agIOTNoTo
ATTOOEIKTIKO HEOO, EPOCOV:
e Agv TEKUNPIWVETAI N AOPAANG Kal adIGAEITTTN QUAAEH Tou.
e YTApXOUV OOQEig eVOEICEIC ATTWAEIAG ri/kal aAAOiwONG TOU TTPWTOYEVOUG UAIKOU.
e H kaBuoTtépnon oOTnNV €VIOAN TIPAYUATOYVWHUOOUVNG ETTITPETTEI YETAPBOAEG OTO
TTEPIEXOMEVO.
o Agv €CaOQANICETAI N TEXVIKI AKEPAIOTNTA TWV XPOVOOPPAYIOEWV.
AauBavouévwy UTTOWN TWV TTAPATIAVW, TO TTEPIEXOUEVO TNG TTPAYUATOYVWHOOUVNG eV
ouvadEl PE TIG ATTAITAOEIG EVOG TTAPOUG, AVTIKEIYEVIKOU KOl TEKUNPIWPEVOU TTOPIoUATOG,
EVW N aTTOBEIKTIKN Tou agia gival IBIaITEPWS PEIWHEVN.
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3.2. Euprjpata tou mapaovtoc TEXVLKOU UTIopvVIHatoc yLa tnv
¢kBeon pe tnv tautomnoinon twyv Bivteo Interstar

To TapoVv TPAPA TNG TEXVIKAS YVWwH0odOTNONG agopd TNV agloAdynong Tng ato
27-03-2025 ka1 utr’ apiBy. Tpwrt. 3022/21/8925/4-0T1 epyacTnPIOKAG
TTpayuatoyvwpoouvng mng AietBuvong EykAnuatoloyikwy Epeuvwv (AEE) Tng EA.AZ,
N oTToia aPOPA TNV TEXVIKN EEETACT KATAYPAPIKWY KAl ATTOBNKEUTIKWY PHECWV
OXETICOUEVWV PE TO 010NPOdPOUIKO duoTUuxnua TnNG 28-02-2023.

KaTotmiv avaAuTIKAG HEAETNG TNG WG AVw £KBEONG, KATAYPAPOVTAI KPIOIUES TEXVIKEG
TTAPATNPROEIG Ol OTTOIEG dUVAVTAI VA ETTNPEACOUV KABOPIOTIKA TNV ATTOOEIKTIKI)
aglomoTia Tou Ynelakou UAIKOU. O1 BaCIKOTEPES TTAPATNPAOTEIS CUVOWICoVTal WG EENG:

1. KaBuotépnon orn Aikaorikrj lNapéupaon

Kal o€ autr Tnv €KBeon evTOTTICETAI ONUAVTIKY XPOVIKI KaBuoTépnaon (oxedov dUo £Tn)
METOEU TNG NUEPOMNVIAG Tou duoTuxnuaTog (28-02-2023) kai TNG EVTOANG BIEVEPYEING
TTpaypaToyvwuoouvng (10-02-2025). H evtomaobeioa autr kaBuoTépnon axeddv 800
ETWV PEXPI TNV €l0ayyeAIKA eVTOAR €€£TaONG TOU TTNyaiou BIvIEOANTITIKOU UAIKOU,
dnuIoupyEi IOXUPES ETTIQUAAEEIC WG TTPOG TNV AKEPAIGTATA KAl AUBEVTIKOTNTA TOU UAIKOU,
I0iwG 0€ aTToUTia TEKUNPIWMEVNGS aAucidag diaTriEnong Kal @UAAENG.

2. Averrapkric Tekunpiwon lNeiornpiwv

H aTtroucia karaypa@IKwy Kal ICTOPIKOU HETAPOPTWONG, KaBWG Kal N ATTOCTIACHATIKI

Tekunpiwon Tou e§otrAiogol (P2-KATAIP, P1-SSD, P16-UsbStick) utrookdattouv tnv

TEXVIKA €yKUPOTNTA TWV €UpNUATWYV. H dladikaoia e¢opoiwong PACEl UTTOBETIKWV

oevapiwy, Xwpig emReRaiwaon TaUTIONG PE T TTPAYHOTIKA KOTAaypa@IKG CUCTANOTA,

OnuIoupyei oNUAvTIKA KEVA. 10 CUYKEKPIPEVA KAl KATOTTIV TNG EEETAONG TWV ETTIHEPOUG

eupnuatwy 3.3.1 kai 3.3.2, dIaTTIOTWVETAI OTI UPIoCTAVTAI COPBAPES EAAEIYEIC TOOO WG

TTPOG TNV TEKPNPIWON TWV TTEIOTNPIWY, OGO KAl WG TTPOG TNV TTapouCiach KPioIuwv

OTOIXEIWV PHETAPOPTWOEWV PBIVIEOANTTITIKOU UAIKOU, JE ATTOTEAEC A TNV TEXVIKI aduvayia

€€aAYWYNGS AC@AAWV CUUTTEPOCUATWV.

Qg 1pog 10 eUpnua 3.3.1, avapopIikd e TNV atroucia oToIXeiwv TTPog e§éTaon oTa

TTEIOTHPIA

e To TreioTApIO «P2-KATATP», av Kal @EPETAl VO XPNOIUOTTOINBNKE yIia TV
€YKANUATOAOYIKN €KKiVNON Kal ETTEEEPYATia e avTiypapo AoyiouIkoU, BV atTavTaral
oTn AioTa TTeIoTNPIWVY TNG OXETIKAG avapopdg.

e To yeyovog autd avaipei Tn duvardrnra empBeRaAiwong Tng TauTOTNTAG KAl TNG
QUOEVTIKOTNTAG TOU KATAYPAQPIKOU TTOU XPNOILOTTOINONKE.

o Kard ouvéTtTela, dev gival TEXVIKA €QIKTO va TEKUNPIWOEI N ouvdeon Tng diadikaoiog
€€oOMOIWONG LETAPOPTWONG HE CUYKEKPIUEVO TTEICTHPIO.
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H amoucia OgpeAiwdwy TeKuNpiwv —TO00 AVOQPOPIKA MHE TNV KATAypO®ry Tou
XPNOIJOTIOINGEVTOG  TTEIOTNPIOU 00O KOl PE TV TTOPABeon Tou  I0TOPIKOU
METOQOPTWOEWV— OTEPEN TN duvatdTNTa ACPAAOUG EYKANUATOAOYIKNG agloAdynong Tng
d1adIkaoiag PETAPOPTWONG PBIVIEOANTITIKOU UAIKOU Kal TNG TTPOEAEUCAG Tou. H TEXVIKN
avao@AAEIa TTOU TTPOKUTITEI aTTd TIG £V AOyw eAAeipelc eyeipel EUAOYeS ap@IBOAIEG wg
TPOG TNV «alomoTia Kal aKeEPAIOTATA TWV ATTOTEAEOUATWY TNG  AVAPEPONEVNG
dlEpEUVNONG.

3. XpoVvoAoyIKEGC AOUVETTEIEG

Katotriv TG TeXVIKAG avAAuong Kal agloAdynong Tou TTEICTNPIOU PE TNV ovouaaoia
«P16-UsbStick», rpoékuyav evaei€eIg Kal TEXVIKA EUPRMATA TTOU TTPOKAAOUV EUAOYEG
AU@IBOAIEG WG TTPOG TOV TPOTTO, TO XPOVO KAl TIG CUVONKES dNUIOUPYIAg Kal TTPOCKOMIONG
TOU BIVTEOANTITIKOU UAIKOU TTOU EUTTEPIEXETAI OE QUTO.

1. XpovoAoyIKA avakoAouBia: H nuepounvia dnuioupyiag Twv apxeiwyv Bivieo evidg
Tou USB stick €xel kataypagei wg 20-11-2024, dnAadn Trepitou SuOUIoN PAVES
TIPIV TNV NUEPOMNVia TTPOoKOMIoNG Tou TreloTnpiou oTig apxég (05-02-2025). H
ONMAVTIKI auTr) KOBUOTEPNON EYEIPEI TO EPWTNHA YIATI T apXEia dev
TTPOCKOMIaTNKAV TTANCIECTEPA OTOV XPOVO dnUIoupyiag TOUG, epOCOoV TTPOKEITAI
yIa KPiOIMO UANIKO OXETIKO PE TNV UTTd digpeuvnon uttdbeon.

2. AouvnBioTeg nuepounvieg TeAeuTaiag Tpotromroinong: H nuepoxpovoAoyia
TEAEUTAIOG TPOTTOTTOINONG TWV BivTeo epgavileTal va gival ndn amd 02 kai 09
Maprtiou 2023, 5nAadr Aiyeg HOVO NUEPES HETA TO SUOTUXNHA. AUTO UTTOONAWVEI
OTI TO UAIKO PETAQOPTWONKE OXEOOV AUECWGS PETA TO CUNPBAV, YEYOVOG TTOU
EPXETAI O€ avTiBeon Pe TNV KaBuoTeEpNPEVN TTPOOKOMIOT TOU KAl TOV £yYPaPO
IOXUPIOUO TNG ETAIPEIAG TTPOG TOV K. AVOKPITA OTI dlaypdgnaoav dI0TI dev
avadnTonkav o€ CUYKEKPIPMEVO XPOVIKO diaoTnua 15 nuepwyv atrd 10 cupBav.
EmmpboBeTa, dedopévou OTI N NUEPOMPNVIa TPOTTOTTOINONG TWV ApXEiwv duvartal
va opIOTEI a1Td TOV NAEKTPOVIKO UTTOAOYIOTH TOU XPHOTN, UTTAPXEI N TEXVIKA
duvaToTNTa OKOTTIUNG XEIPAYWYNONG TWV UETAdESOUEVWY, YeEYOVOG TTOU
QTTOOUVANWVEI TNV TEKPNPIWON TNG yVNOIOTNTAG KAl TNG XPOVIKNG aAAnAouxiag
TWV YEYOVOTWV.

3. Avemmapknig ameikévion WwneiakoU udartoypa@ruarog: To avakTnBév yneliako
udaroypdapnua péow Hikvision VSPlayer cival e€aipetikd xapnAng avaiuong, Je
aTTOTEAECUA va unv €ival eUdIAKPITEG BACIKEG TTANPOPOPIEG TAUTOTTOINONG, OTTWG
n nuepounvia karaypa@rig, o oeipiakdés apiOués  n MAC address Tou
Kataypa@ikou ouoThuarog. H tmoidétnta Tou udaToypa®ruaTog OEV ETTAPKEI WOTE
va xpnoiyotroindei wg agIéToTog deiKTNG AKEPAIOTNTAG 1} TIPOEAEUONS TOU UAIKOU,
EKTOG av TTAnpouvTal auoTnpég TTPOUTTOBEOEIG (UN aAAoiwon NUEPONNVIWY,
XPron auBevTikou eCOTTAIOOU Kal AOYIOHIKOU).

4. MAnuueA éAeyxoc Twv udaroypapnudtwy amd Tnv EA.AY, epdéocov n
eVOEDEIYUEVN KAl TTPOTEIVOMEVN ATTO TNV KOTAOKeudoTpla etaipgia Hikvision
pMEBodoAoyia dev akoAouBnBnke atro Tnv EALAX.

AvTIBéTwg, TTpayupatotroindnke amod tnv EALAX. pia dIadIKAOTIKI) KAl aTTAWG
OTITIK) AVTIOTOIXION TOU €PPAVIOPEVOU UDATOYPOPAUATOS PE TO APAVES WNPIAKO
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udaToypAPNUA, dNUOCIEUOVTAG OTNV £PEUVA, KATOTTIV TTANUUEAOUG EAEYXOU TwvV
BivTeo, atreikdvion XaunAng TmoidTNTAG ToU Yn@IoKou udaTtoypapriuaTog.

Ta eupAuata amd Tnv avdAuon Tou Trepiexopévou Tou USB stick eyeipouv coBapég
EMQPUAGEEIS WG TTPOG TNV AKEPAIOTNTA, TNV TIPOEAEUON KAl TOV XPOVO TTPOOKOUIONG TOU
BivreoAnTITIKOU UAIKOU. YTTdp)ouv BAoIueg evOEiEEIC TTou KaTadelkvUouy TNV TOaveTnTa
TpotroTroinong Twv HeTadedopévwy kal KaBuoTépnong oTnv TTapddoon Tou UAIKOU OTIG
apuodieg APXEG, yeyovoG TTOU PTTOPET va eTTNPEEACEI TNV ASIOTTIOTIO TOU WG OTTOJEIKTIKOU
oTOoIXEIOU.

4. Averrapkric AvdAuon Xpnoiuotrolouuevou /A\oyiouikou

H avaAuon Tou Aoyiopikou diaxeipiong BIVIEOANTITIKOU UAIKOU KalI TwWV GUVAQWY
OTOIXEIWV TTOU vTOTTIOTNKAV OTO TTEIOTHPIO «P1-SSD» Tou H/Y «P1-TOWERY, KaBwg
KAl N OUOYXETION TOUG UE T TTOPICHATA TNG £KBEONG, avadelkvUEl COBAPEG TEXVIKES KAl
MEBODOAOYIKEG AOUVETTEIEG, TTOU TTATTOUV ONUAVTIKA TNV agIOTTIOTIA TwV £EAYOUEVWV
OUUTTEPACUATWV.

1. Avetrikaipn kai Acuvdetn ‘Ekdoon Aoyiopikou (Eupnua 3.5.1.):

H xprion piag maAaidg €kdoong Aoyiopikou diaxeipiong (iVMS-4200 v2.8.2.2 tou 2019)
o€ ouyxpovo Aeitoupyikd cuoTtnua (Windows 11 Pro), oe cuvduaouo pe Tnv atrouaia
BACIKWY KAPEPWY KAl AOUVETTEIG OVOUATIEG KATAYPAPIKWY, OTTOTEAEI EVOEIEN
QATTOCUOXETIONG METAEU TOU AOYIOMIKOU KOI TWV ETTINAXWY METOPOPTWOEWV. To yeyovog
QUTO, 0€ OUVOUQOUO JE TNV TEXVIKA CUVETTEIO TTOU avadEIKVUEl TN JETAdOON TwV
OVOMOTOAOYIWV OTIG OVOPACIiEG TwV BIVTED KATA TN JETAPOPTWOT, EVIOXUEI TNV ATTOWn OTI
TO CUYKEKPIYEVO AOYIOUIKO DEV NTAV TO EPYAAEIO PE TO OTTOIO TTPAYHATOTTOINONKAV OI £V
AOYW PETOPOPTWOEIG. ZUVETTWG, N XPHOoN TOU yIa TNV £EOM0IWON KAl TNV £Eaywyn
OUNTTEPACHATWY €ival ECQAAPEVN KAl EVOEXETAI VA €XEI OONYAOEI O TTAPATTAAVNTIKEG
dIayVWOEIG.

2. ‘EN\eyn IxvnAaoiyétnrag Twv Mpwroyevwv Metagoptwoewy (Edpnua 3.5.2.):

H TTAApNG a1Toudia OXETIKWY EYYPAPWV YIA TIG HETAPOPTWOEIG TWV TPIWV APXEIWV PivTEo
€VTOG TOU 1I0TOPIKOU KaTaypa®rg Tou iVMS-4200, o€ xpoviKA TTEpiodo TTou KAAUTITEI TA
€1n 2020 £wg 2025, akupwVveEl TO CUPTTEPACTHA TTEPI ATTANG «TTAAQIOTNTAG» TWV
evepyelwv. H TexVIKA AoyIKr eTTIBAAAEI TNV £6aywyr] TOU EUAOYOU CUNPTTEPACUATOG OTI Ol
ev Aoyw peTapopTwaoelig Oev Trpayuarotroindnkav péow Tou e¢eTalduevou Aoyiouikou,
YyEYovOG TTOU avTIKPOUEI BACIKA OnUEia TOU TTOPICUATOG.

3. Mn E&éraon EvaAl\akTikwv Alaféoipwyv Epyaleiwv (Edpnua 3.5.3.):

H Utrapgn eykateotnuévou evaAllakTikou Aoyiopikou (“iVMS-4200 Site”) xwpig Tnv
avTtioToixn avaAuon tng £€kdoaong, TNG PUBKIONG KATAYPAPIKWV/KAPEPWY, AAAA KUPiwg
TOU I0TOPIKOU EVEPYEIWV TOU, OUVIOTA oofapr| TrTapdAsiyn. 1diwg dedopévng NG
TOAVOTNTAG TO OUYKEKPIMEVO AOYIOMIKO Va £XEI XPNOIMOTIOINGEI VIO HETAPOPTWOEIG UE
MN QVIXVEUOIYO TPOTTO, TTAPAKAUTITOVTAG TOV KATAYPAPEA EVEPYEIWY TOU BACIKOU
AoyIouIKoU. H TexVIKr ouvéTTela avadeikvUel Tov Kivouvo yia adla@aveic EVEPYEIEG
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HETAPOPTWONG, e coBapd AVTIKTUTIO OTNV aKEPAIOTNTA TG dIadIKaaiag aTTOKTNONG TOU
UAIKOU.

4. Evromopég Nedtepou AoyiopikoU o€ Eikoviké Aioko kai MeBodoAoyikry AvakoAouBia
(EUpnua 3.5.4.):

H Tmapoucia ouyxpovou Aoyiopikou  (iVMS-4200 v3.10.1.7) pe  10I0KTATN
«FRAZESCOU», 0¢ €IKOVIKO OiOKO yla TTEPIOPICPEVO XPOVIKO diaotnua (louAiog —
AuyouoTog 2023), eyeipel EUAOYA EPWTHPATA AVAPOPIKA UE TOV OKOTTO TNG XPHONG Tou
Kar TN OuvartoTnTa  KATAOKEUNG/TTOPATIOINONG  OTOIXEiWV  (PUBMIOEIS  KAPEPWY,
METAUOPPWOEIG). H PN aTTOKpUTITOYPAPNON TOU ICTOPIKOU EVEPYEIWV TOU CUYKEKPIUEVOU
AoyiopikoU, aAAd kai n xprion Ocdopévwy atmrd dU0 SIaPOPETIKA AOYIOHIKA yia TnV
eCaywy eviaiwv ouptepacudTwy, ouvioTolv TrapaBiaon OgueAlwdwyv Kavévwyv
eyKAnUaToAoyIkrig HEBodoAoyiag Kal uTTovodEUouV TNV agloToTia TwV eupnUATWy.

2UVETTWG N 0UvOUAOTIKA PEAETN TWV EUPNUATWY KATABEIKVUEI OTI:

e Agv TEKUNPIWVETAI EYKANUATOAOYIKG N Xprion Tou Bacikou Aoyiouikou (iVMS-4200
v2.8.2.2) yia TIG ETTINAXEG HETAPOPTWOEIG.

e H Umapén TTOAAATTAWY EKOOTEWV AOYIOMIKOU, U EEETACUEVWY TTAAPWG, AQPrVEI
QAVOIXTA EVOEXOUEVA VIO EVOANOKTIKEG HEBODOUG ETTECEPYATIAG 1} KAI TTAPATTOINONG.

e H ouvBeon aToixeiwv atrd dIaPoPETIKA AOYIOUIKG XWPIG CUVEKTIKT) EYKANUATOAOYIKN
avadAuon odnyei o€ TTapatrAavnTiké ) akOun Kal aubaipeta cuptrepdouaTa.

5. “Yrrorrro 10TopIKG TTPOOBACEWY OTOV server arroBrikeuong Tou BIVIEOANTITIKOU UAIKOU

ATIO TNV TEXVIKA avAAuon Tou server atmodrnkeuong Tou BIVIEOANTTITIKOU UAIKOU, Kal 18iwg
aTro TNV £6£TA0N TWV OPXEIWV KaTaypa®g cupBaviwy (logs), TTpoékuyav evOEICEIS YIa
eTTavaAauBavoueves dIAdIKTUOKEG TTPOCRACEIS OUYKEKPIMEVWY XPNOTWYV, KABWG Kal
EVEPYEIEG DIAYPAPNG KAl TPOTTOTTOINONG KPIOINWY POAKEAWY KAl OPXEIWV TTOU CUVOEOVTAlI
AuECa PE TNV UTTOBEON TOU dUOTUXNUATOG TNG 28-02-2023.
o Evrotmriotnkav mrpoopdoeig améd tov xpriotn INTERSTAR2/frazeskou o€ kpioiueg
NUEPOMNViEG:
o Z1ig 20-11-2024, 61ToU KaTaypa@nkav EVEPYEIEG dIAYPAPAS TWV ETTIHAXWV
Bivreo atré 10 KEK Pawdvng.
o 21 08-02-2025, Aiyeg nUEPES PETA TNV €TTIONUN TTPOCKOMION TWV BiVTEO,
XWPIG TTAAI KATAYPAPr) TWV EVEPYEIWV.
o EmTA€ov, evromrioTnKav TTPOORACEIS ATTO dIAXEIPIOTIKO Aoyapiacuo
INTERSTAR2/administrator:
o Zmg 02-03-2023, kataypdgnkav diaypa@Eg apyeiwv Tou oxeTiovTal Je TNV
NAPIZA — KEK Payadvng.
o 2mg 03-03-2023, ¢yivav aAAayEG OVOHATWY QAaKEAWY TTou oxeTifovTal PE TO
AYZTYXHMA.

O1 mopammdvw eVEPYEIEG TTPOCTTEAQONG, OIAYPAPrG KOl TPOTTOTTIOINONG OUVIOTOUV
TIAPATUTTIEG KOl EPEUVNTEEG YIA dIATTIOTWON TTOIVIKWYV TTAPABACEWYV, KOBWG:
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1. Aev ouvodevovtal amd aimoAdynon i emegnynuatikd oxOAia, yeyovog Trou
QVTIKEITAI O€ 0POI TTPAKTIKI dIAXEIPIONG OCUCTNUATWY AOPAAEiag.

2. H xprion avwvupgwyv 1 YEVIKWV OSIAXEIPIOTIKWY Aoyapiaouwy (administrator)
avrikerral oTig SIEOVEIG BEATIOTES TTPAKTIKEG ATPAAEIAG IT, kabBwg kabioTd aduvaTto
TOV TTPOCBIOPIOUSO QUOIKOU TTPOCWTTOU UTTEUBUVOU YIa TIG EVEPYEIEG KAl WG €K
ToUTOU TIPETTEI VA €PEUVNOOUYV Yia BIGTTpagn TTOIVIKWY adIKNUATwV .

3. O1 evépyeieg diaypa@ng ETITPETTOUV TEXVIKA TNV QAVTIKATAOTAON TWV APXIKWV
apxeiwv he véa, TTou Qépouv Tnyv idia pop@r AAAG SIAPOPETIKI) XPOVIKA Criuavon
onuioupyiag, Onuioupywvtag TTpoUTToBécelc  aAloiwong 1 TrapaTroinong
atrodeIKTIKOU UAIKOU, EVEPYEIEG TTOU £TTiONG TTPETTEl va OIEPEUVNOOUV OXETIKA HE
TNV OKOTNPATATA AVTIKATACTAONG TWV APXEiwV.

4. O xpoviouOG Twv evepyeiwy ( TTPETTEI VO KATOVOUAOTOUV Ol EVEPYEIEG ) — GuECA
META TO OUCTUXNMO KAl €K VEOU PETA TNV TTPOCKOMION TwV BivTeo — Yevva BACIPES
UTTOYIEG XEIPAYWYNONG KPICIMOU avakpITIKoU UNIKOU.

O1 evépyeleg TTOU €VTIOTTIOTNKAV OTO TTAQiCIO TnG TTapaypd@ou 3.6 ouvioTolv cofapn
atrékAIon atrd TIG TIPOPRAETTOUEVES TTONITIKEG ao@aAcgiag, svw n diaypadr 1j TpotroTroinon
BivreoAnTITIKOU UAIKOU TTOU OXETI(ETAI HE TTOIVIKA EPEUVWHEVO YEYOVOG, ATTOTEAE €v
duvapel TOIVIKWGS a&idAoyec TTpdéelg , ol otroieg xprilouv digpelvnong amméd TiIC apuddieg
QAVAKPITIKEG KAl EI0AYYENKEG APXEG.

H T1exvikip duvardotnTa avTIKATAOTOONG TWV OIAYEYPOAUUEVWY APXEIWV ME VvEQ, HN
QVIXVEUOIYA WG TTPOG TNV auBevTIKOTNTA, €VIOXUEI TNV avAYKN EVOEAEXOUG EAEyXOU TNG
aAuaidag euAagng (chain of custody) Tou BIVTEOANTITIKOU UAIKOU.

6. Y1rorrTo 10TopIKG TTPOOPBAOEwWY oTO avTiypa®o aocpaAciag rou server arrobrikeuonsg
TOU BIVTEOANTITIKOU UAIKOU

H evdehexnig avaAluon Tou avTiypd@ou ao@aAeiag Tou server atroBrikeuong Tou
BivteoAnTrTikoU UNIKOU avédeie TTA00¢ TeXVIKG kal Troivikd Kpioiywv gupnudtwy, ta
OTTOIO TEKUNPIWVOUV PE COPAVEIQ TTAPATUTTEG EVEPYEIEG TTOU CUVOELOVTAl AUECA PE TNV
aAloiwon, TNV ammOKpUWn Kal EVOEXOUEVWG TN XEIPAYWYNOTN TOU ETTIHAXOU UAIKOU,
eVEPYEIES Ol oTToleg eTTiong Trpétrel va diepeuvnBolv atrd I apubdieg apxEG.

210 EUpnua 4.7.1. evromifovral KaTayeypauuéveG OIAYPAPESG KAl ETTAVEICAYWYES
QOKEAWV KAl apXEiwv ME Ta ETTiHAXA Pivieo, O€ OIOPOPETIKEG XPOVIKEG OTIYUES. Ol
METOBOAEG QUTEG, OTTWG  ATTOTUTTWVOVTAI OTO  QVTIYPOPO QOQOAEiag Tou server,
KATOOEIKVUOUV EOKEPMEVEG EVEPYEIEC AAAOIWONG TNG KOTACTOONG TwV OEDOMUEVWY, €V
MEOW avaKpPITIKAG Oladikaoiag, TToU aTToTEAOUV v duvauel ooBapd Troivikd adikrjuara.
To yeyovog OTI Ta VEQ OPXEIa TTOU ETTAVEICAYOVTAI GEPOUV TA DI OVOUATA PE TA APXIKA
dlaypaupéva, KaBioTd avEQIKT T yvACIa Kal  a&IOTTOoTn  TAUTOTToinon  TOUG,
uTTOvVOpEUovVTaG KABe Oladikacia eAéyxou auBevTikdOTNTAG. MNMapdAAnAa, dgv ugioTaral
KOMIa TEKUNPIWHEVN AQITIOAOYNON yia TNV €AoY POVO TPIWV NPEPOUNVIWY ATTO £va
MEYAAO €UpPOG, OTTWG Kal yia TNV TTapdAsiyn eAéyxou Tou TTaAaidTepou OlaBETIPou
avTiypd®ou, TTANCIECTEPA OTN XPOVIKH OTIYHI) TOU CUUBAVTOG.
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210 EOpnua 4.7.2. rapatnpeital o€ipd EMAVAAAUBAVOUEVWV ECWTEPIKWYV Kal EEWTEPIKWV
mpooBdoewy, yéow Tou AoyaplacpoU INTERSTARZ/tsamis, OTO €TAIPIKO QAVTiyPAPO
00@aAEiaG O€ KPIOIUEG XPOVIKEG OTIYMEG, Kal €I0IKA OKPIBWG TIPIV TNV AVAUEVOUEVN
KATAOXEON TWwV OUoTNUATWYV. [dIaiTepn onuacia €xel n evépyelo OUMTTIEONG Kal
Slaypa@ng Tou QAaKEAOU HE TO ETHAXO UAIKG, KATI TTOU UTTOONAWVEI TTPOETOILATIO
ATTOOTOANG O€ AyvWwOTOo aTTOOEKTN 1 KATOOTPO®H TeKUnPiwv. O evEPYEIEG AUTEG,
EKTEAOUWEVEG OE XPOVIKA OnuEia TTOU OEV OUVOEOVTAI PE ETTIXEIPNTIOK ] TEXVIKI AvAykn,
ouvioToUV Ca@wg ATTOTTEIPa CUYKAAUYNG 1} aAAoiwong atrodeIKTIKOU UAIKOU, EVEPYEIEG
TTou atroteAolv ev duvapel cofapd Troivikd adikuara.

Eivar amropiag aio mwg TéTOlIEG KATAYEYPAUMEVEG EYKANUATIKEG EVEPYEIEG, PE TEXVIKA
eupAuata uywnAng amodelkTiKAG agiag, Ogv avayvwpioTnkav oute agfiohoyrnbnkav
ETTAPKWG OTO TTAQICIO TNG €TTionuNng epeuvnTikKAG dladikaciag. EmimAéov, n aduvayia
€CAYWYNG TEKUNPIWHPEVWY KAl A0PAAWY CUPTTEPACHATWY YIA TN YVNOIOTNTA TWV APXEIWV
o1o USB, €pdoov 10 idIo UNIKO €ixe TIPONYOUMEVWG TpoTTotroindel ato backup, TTAATTE
BepeNlwdwg TNV aglommoTia TG O0Ang diIadikaciag TAUTOTIOINONG Kal gyeipel cofBapd
EPWTAHATA VIO TRV AUEPOANYIA TNG £PEUVAG.

H e¢étaon Tou avTiypa@ou ac@aAgiag atroKaAUTITEl e OO VEIQ TIAPAVOUES ETTEURATEIS
KAl OIKTUOKEG TTPOOPACEIG e OKOTTO TOV ETTNPEACHO KPioIou atrodeIKTIKOU UAIKOU. Ol
EVEPYEIEG AUTEG €ival TEXVIKA DIATTIOTWUEVEG, XPOVIKA OCUOXETIOUEVEG ME KPIOIMEG PATEIG
NG €PEUVAG, KAl OUVIOTOUV COBAPES TTOIVIKA EAEYKTEEG TIPAEEIS TTOU Biyouv Tov TTupriva
NG dIKavIKAG aARBeIag.

7. lNapapiaon mpwrok6AAwv aogaleiag amé tnv Interstar

Kai ota d0o epeuvnTik@ Tropiopara Tng AEE karaypdeerail, xwpic troivikry agioAéynon,
Mia oeipd coBapwv Trapapidoswv amd Tnv etaipeia Interstar. O1 mapapidoeis auTég
agopouv TNV €AAEIYn CUPPOPPWONG HYE BACIKA TTPOTUTTA AC@AAEiag, Ta OTToia eival
ATTAPAITNTO VA TNPOUVTAI ATTO KABE ETAIPEIA TTOU TTPOCPEPEI OAOKANPWUEVEG UTTNPETIES
ao@aAgiag uynAwv TTPodIayPaAPWV.

AUTEG o1 TTapaAeiyelg Kal TTapaBIACEIS EYEIPOUV EPWTAPATA yia TNV TAPNON BeueAILdWY
apXwV ao@AaAElog TTANPo@opIwY, dlaxeipiong KIvOUVWY Kal €ubuvng, OTTWG AUTEG
opifovTal atrd d1ebvr TTPATUTIA, HE TTIO AVTITTPOOWTTEUTIKS To 1ISO 27001.

2TIG TTAPOKATW EVOTNTES TTAPOUCIAZovTal O BEPEAIWDEIG KAVOVEG KAI ATTAITACEIG TTOU
oQeiAel va Tnpei KABE eTaipeia n oTToia TTAPEXEI OAOKANPWHEVEG UTTNPEDIEG AOPAAEING
UYnAWVY TTpodIaypa@wy. ZUP@WVa UE TIG DIATTIOTWOEIG TTOU TTEPIAAPBAvovTal Kal oTa
duo Tropiouara Tng AicuBuvong EowTtepikwv EAEyxwyv (AEE), o1 ouykekpiyEveg
UTTOXPEWOEIG £XOUV TTapafiacTei atrd Tnv Taipeia Interstar.

O P6Aog g Etaipeiag Security: MapakoAoudnon, Oxi Mapéupaon

H 1TapakoAouBnon Twv Xwpwv PECW KAEIOTWV KUKAWMPATWY gival n Kupia Asiroupyia
TETOIWV ETAIPEIWV. H TTapéuBaon OTO KATAYEYPANPEVO UANIKO —IBIiWG PE EVEPYEIEG OTTWG
dlaypar], €TeCEPyaOia, YETOVOUAOTIa, | AKOPA KAl ETTAVEKKIVAON TWV CUOKEUWV XWPIG
KATAYEYPAUMEVO TTPWTOKOANO— €ival ATTOAUTWG ATTAYOPEUMEVN.
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2uoxémnion pe 1ISO 27001: Zupewva pe 10 I1ISO 27001 (Trapdptnua A.12.4.1 — Event
logging), n Kataypa®r) CUPBAVTWY TTPETTEI VA TTPOOTATEUETAI ATTO W €OUCIOOOTNUEVEG
aAlayég. O TrapepBaoccig Tng Interstar rapafiddouv autov Tov kKavova.

Karayeypauuéveg Aiadikaoieg kai Avddeon Eubuvwv

H utrapén ypattAg TTONITIKNAG AEIToupyiag Kal euBuvng atroTeAEi akpoywviaio AiBo yia Tn
dlapavela. H euBuvn pETTel va atmodideTal 0€ OUYKEKPIYEVA TTPOCWTTA KAl Ol EVEPYEIEG
TOUG VA €ival avIXVEUOIUEG.

2uoxémnion pe ISO 27001: To mrpoTuTro atraitei amédoon accountability (A.6.1.1 — Roles
and responsibilities). KaBe Asitoupyia 1TpéTrel va €xel UTTEUBUVO ATOUO Kal KATAypOPn
TWV EVEPYEIWV TOU.

TakTikr} Evnuépwon Aoyiopuikou kai atrouaia TTOAATTAWY eKOOOEWV

H xpnon pn evnUEPWHEVWY AOYIOPIKWY A@RVEl EUTTABEIEG TTOU PTTOPOUV va 0dnNyroouv
oe e€mBéoelc | dlappoEg dedopévwy. H pn ouppdpewon o€ autdv Tov Topéa
a1rodEIKVUEI XOUNAG €TTITTEDO dlaxeipiong KIvOUVOuU.

2uoxénion e ISO 27001: To mpotumo oto A.12.6.1 — Management of technical
vulnerabilities, avagépel 611 o1 opyaviouoi TTpétrel va e@appolouv patches kai updates
EVKAIpWG.

MpéoBaon pévo pe Emmwvupoug XproTeg

H xpAon Koivwv 1 avwvupwy Aoyoploopwy atroTeAei ooBapd kevo ao@akeiag. H
eTwvuun TTPooBacn d1aoPaAilel TOV EAEYXO TWV EVEPYEIWV Kal TTEPIOPICEI TNV EUBUVN.
2uoxémnion pe I1ISO 27001: To A.9.2.1 — User registration and de-registration atraitei n
dlaxeipion TpooPAacewv  va PacifeTal  0€  TAUTOTTOINCIMOUG  AOYOPIOOUOUG  ME
TTEPIOPIOPEVA DIKAIWMPATA.

Atray6peuon Aiaypa@rig YAIKOU ekT6G MNpwToKGAAOU

H auBaipetn diaypa®r] ATTOdEIKTIKWY OTOIXEIWVY, EIOIKA O€ TTEPIOOOUG TTOU AUTA PTTOPEI
va OoXeTiCovTal YE VOUIKEG OIadIKaaieg, EVOEXETAI VO BewpnOei aKOPA KAl TTAPEUTTODION
dIkaloouvng.

2uoxémion pe 1ISO 27001: To A.18.1.3 — Protection of records, amaitei o1 opyaviouoi va
TIPOCTATEUOUV KPIiOoIUa apxeEia atrd pn eEouciodoTnuévn KATaoTpoen i TPOTTOTTOoINON.

Aiayeipion Kpioewv Bdoel MpwtokdAAou, Oxi AuBaipeTeg ATTopaoeig

Kata T1n Olaxeipion Kpiocwv (T1.X. OIAKOTTEG PEUMATOG, KUBEPVOETTIOEOEIG, QPUOIKEG
KATAOTPOYEG, K.A.), TIPETTEI va akoAouBeital TTpokaBopiopévo ox€dIo avTidpaong — Oxl
TIPOOWTTIKEG ATTOPATEIG XWPIG TEKUNPIWON.

2uoxérion pe ISO 27001: To A.17.1.2 — Implementing information security continuity,
ava@EPEl OTI TTIPETTEI VA UTTAPYXOUV TEKUNPIWMEVES DIABIKATIES yIa TNV aTTPOOKOTITN
AEIToupyia Twv CUCTANATWY.
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8. ZXOA1a TTi TWV OUUTTEPAOUATWY TNG EKBEOCEWS

Katdtmiv TG avaAuTIKAG agloAOynongG Twv TEXVIKWY OeDOPEVWY, TWV apXEiwv Bivieo Tou
USB stick, kal Twv OXETIKWV TTOPATTOUTIWY EVTOG TNG £€eTAlOPEVNG £KBEONG,
TIPOKUTITOUV CNUAVTIKA CUUTTEPACHATA.

Ta emipaxa apxeia Tou USB stick dev TAnpolv TIG TTpoUTTo0£0¢IS yia va Bewpndolv
akpIfry avriypaga apxeiwv Bivieo amd TO KATAYPAPIKO TOU  OUCTAMUATOG
TTapakoAoUBnong, kabwg OAa Ta ETMHEPOUG TEXVIKA OToIXEia TToU Ba OepeAiwvav Tn
yvnoliétnTa Toug gival avaAnr rj aveTTrapkwe TEKMNPIWHEVA, EQOCOV:

1. Mn emBeBaiwpévn TTpoéAeuon atré TIG AVTIOTOIXEG KAUEPES avaPopdc:

o Agv TTAPEXETAI KAMIA TEXVIKI) TAUTOTTOINON TWV Kapepwv (11.X. MAC
addresses).

o H ovopatohoyia Twv apxeiwv Bivreo diapépel pICIKA aTrd TIG KATAXWPNOEIG OTO
Aoyiopiko IVMS.

o Xpnoiyotroiénke aubaipeta VEOGTEPO Aoyiouikd IVMS (ueTayevéaTePO TOU
ETTINAYOU XPOVIKOU BIOOTAHUATOG), TO OTTOI0 CUVOEETAI E YN KOTAYEYPANMEVES
EVEPYEIEG TNG ETAIPEIAG KATA TO didoTnua 22-07-2023 £wg 30-08-2023.

o To maAaiéTEPO OTIYMIGTUTTO TTPWTOYEVOUG KATAYPAPAG TTOU apopd TV
28-08-2023, atrodeIkvUel TTwG N AvTIOTOIXN KAUEPA TOTTOBETHONKE EK TWV
uoTEPWYV, KaBIoTwvTag aduvarn Tnv Utrapén Bivreo ammod Tnv idia KAPepa OTIG
28-02-2023.

2. Mn emBepaiwpévn TTPOEAEUOT) ATTO TO ETTIAXO KATAYPAPIKO:

o Agv TTPoEKUYE Kapia EVOEIEN OTI TO apXEia TTPOEPXOVTAI OTTO TTPWTOYEVH
METOQOPTWON TOU KATAYPAPIKOU, TTApd TNV UTTAPEN KATAYEYPAUMEVWV
IOTOPIKWYV £Eaywywv dedopévwy atrd 1o 2020.

3. Mn emBeBaiwpévn xprion Tou AoyiopikoU IVMS yia Tn dnuioupyia Twv apxeiwv:

o H ovopatohoyia Twv apxeiwv dev cup@wvei e Tn doury/Ta dedouéva Tou
Aoyiopikou IVMS.

o H xprion Tou vedtepou AOyIOPIKOU, XWPIG ETTAPKN TEXVIKA AITIOAOYNOoN, BETEl
uTTé ap@IoBATNON TNV AUuBEVTIKOTATA TNG METATPOTTAG TWV OPXEIWV.

4. Mn adidoeioTn ouvdeon TwV apxeiwv Ye TRV nuEpounvia 28-02-2023:

o Omwg avaAletal oto EUpnua 1.2.4 Tng Tapoloag, eival TEXVIKA EQIKTO va
dnuIoupynBouV apxeia BiviEo O€ HETAYEVECTEPN XPOVIKI OTIYMI Kal VO QEPOUV
TEXVNTA TTAAQIOTEPN NUEPOMNVIA, TOOO GTO GVOUA TOU APXEIOU OGO Kal OTO
EVOWMNATWHEVO XPOVIKO OTTOTUTTWHA (UdaTOYPAPNUQ).

To oUvolo Twv TTapaTTdvw oToIxEiwv Katadelikviel OTI Ta apxeia ato USB stick dev
HTTOpOUV va BewpnBolv agIoTmoTa, AUOEVTIKA ) TTPWTOYEVH] TEKUAPIA TOU ETTiHAXOU
oupBavrog TG 28-02-2023. H artroucia dIA0TAUPOUUEVWY TEXVIKWVY OTTOOEIEEWY, N
XPNON €VAAANOKTIKWY AOYIOPIKWV  XWPIG TEKUNPiwaon, Kal n TeEXVIKAR OuvaTtdtnta
oAAoiwong Twv xpovikwv Oedouévwy, evioyUlouv Tnv mlavétnTta Ta apxeia va
onuioupyrdnkav rj TPOTTOTIOINONKAV HETAYEVEOTEPA, KATA TPOTTO TTOU QAAAOIWVEI TV
TIPAYHATIKI akoAoubia yeyovotwy.
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3.3. ABAeyiec ek pépouc tng AEE

Api9. Mpwr.: 3022/21/8925/5-y’ (6-0£NidN )
Api8. Mpwr.: 3022/21/8925/4-0T'(30-0£AiN )

EUpnua 3.3.1.:
MAaTapwva

Apxikotroinon Tou EcwTtepikou Aiokou oto Kataypa@iko

Hpepoxpovoloyia EvapEng ka-
Taypapng:

Huepoxpovoloyia AfEng karta-
Ypagiig:

Huepoypovoloyia Apyikonoin-
GG CUGTITRTTOG

21-11-2024 22:41:10

03-12-2024 06:58:23

(23-11-2023 10:57:30 ./
e e T

Agpopd ZeAideg otnv ‘EkBeon: oeAida 4, atnv 3022/21/8925/5-y’ (6-0€NdN )

Mepiypagn: 2mg 23-11-2023 OSiamoTweOnke n diaypapry OAwWV TwWV TTPWTOYEVWV
KaTaypagwyv oTo Karaypapiké olotnua tou MNMAarapwva. To UTTOKEIMEVO TNG EVEPYEIAG
TTapapével AyvwoTo, 6TTWG Kal 0 OKOTTOG TNG EVEPYEIAG.

H digpeuvnon Tou cupBdavioc amd T AlsuBuvon Eowrtepikwv Epsuvwv (A.E.E.) degv

TTPAYUATOTIONONKE, OUTE CUUTTEPIAAQONKE OYETIKA ava@Opd OTa CUUTTEPACUATA TNG
apuodIacC ETITPOTTNC.

H ev Aoyw evépyeia, AappBavopévng um' OYiv TG onuaciag Twv diaypagéviwv
Sedopévwy Katd To Kpioigo oT@dio TNG CUANOYAG OTOIXEIWV OTO TTAQICIO TNG AVAKPITIKIG
Siadikaciag, ouvioTd TToIVIKWG KOAGoiun TTpdagn. QoTdoo, HEXPI OAUEPA, OEV €XEI KIVNOET
n TPoBAeTTOUEVN aTTd TOV VOO diadikacia doknong Troivikng diwgng.

EOpnua 3.3.2.: 'Evapén Karaypagric oto Karaypa@iké MNMAarapwva JeTa
TNV ApXIKOTTOINON
A@opa ZeAideg otnv 'EkBeon: oeAida 4, otnv 3022/21/8925/5-y’ (6-0€NdN )

Mepiypagn: Kata 1o Xpovikd didotnua amd 21-11-2024 éwg 03-12-2024 SiammioTwenke n
OIEVEPYEIQ VEWV EYYPOAPWY OTO KATAYPAQPIKO cucoTnua Tou [Aatapwva, o1 OTroieg
EMKAAUWAV TIC SI0YPAPUEVEG TTIPWTOYEVEIC KATAYPAPES TTOU €iXaV aTTwWAEoBei Adyw TNnG
TTponNynB€icag apxIKOTIoiNONG ToU €0WTEPIKOU Biokou. To UTTOKEIMEVO TNG WS Avw
EVEPYEIOG TTAPAUEVEI AYVWOTO, EVW) O OKOTTOG QUTAG OUVOELETAI UE TNV aduVaUia OAIKAC 1)
MEPIKAGC avAKTNONG TOU TIPWTOYEVOUG UANIKOU, akOua kol péow  eCEIBIKEUUEVWIV

EVKANUATOAOYIKWV PUEBOSWYV KAl EPYAAEIWV.

H uttéBeon dev digpeuvnBnke ammd 1n Aicubuvon Eocwrtepikwyv Epeuvwy (A.E.E.) kai dev
OUNTTEPIAAPONKE OTA TTOPIOUATA TWV APPOBIWY UTTNPECIWV.
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Mapd& TadTa, n evépyeia autr ouvioTd TToIVIKG KOAGOIUN TTPpAgn, kKaB6oov cuvdéeTal
Queoa pe TNV TTApeUTTOdIoN TNG ATTOdEIKTIKNG dladikaoiag. Méxpl orjuepa, Oev £xEl
KivnOei n TrpoBAeTTOEVN TTOIVIKY| Sladikaoia kai dev €xouv aoknBel diwEelg oe BApOg
uTTaITiwv.

EUpnua 3.3.3.: Kartaotpopry ATTOOeIKTIKOU YAIKOU JE ETTAVEYYPAPH TTOU
AVTIKOBIOTA TTPWTOYEVH EYYPOPN

08-Z8-2023 Axu Z20:47:48

Fixova 3
Ovouagia: Huepoypovolovia £ Kara- H:W
. YPOpHCT YPAPITG:
255_2(230828204749_202308282047 D 21-11-2024 22:41:10 _/) k03-12—2024 08:58:23 )
49.mp4
ﬁ-—-________—ﬂf _-‘-—__,_——-_

—
A@opd ZeAideg otnv ‘EkBeon: oeAida 5, otnv 3022/21/8925/5-y’ (6-0€NidN )

Mepiypa@n: A6 Tnv e€€Taon Tou TTPOCKOUICOEVTOG £pEUVNTIKOU UAIKOU TTPOKUTITEI OTI TO
TIPWTOYEVEG KaTaypa@ikd UAIKO, To otroio eixe An@Oei oTig 28-08-2023 péow NG
Kauepag 3, utréoTn avTikatdoTaon HECW UETAYEVEOTEPWYV ETTAVEYYPAPWYV TTOU EAaBav
Xwpa oTo Xpovik6 didotnua amd 21-11-2024 éwg 03-12-2024.

H ev Adyw TTpAgN, NTOI N JEPIKN 1} OAIKA KATAOTPOQI TIPWTOYEVOUG ATTODEIKTIKOU UAIKOU,
ouvioTd _Toiviké adiknua, TO OToio  uTtayeTal oOTIG OlaTagelg TTepi  aAAoiwong,
KATAOTPOPAG 1 ATTOKPUYNG ATTODEIKTIKWY MEOWV (GpBpo 222 MMoivikou Kwdika Trepi
"Karaotpoprig ATTodeIKTIKOU YAIKOU" Kal ouva@ry apbpa Trepi TTapePTmodiong Tng

aTTOVOUNAG TNG diIkaioouvng).
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H 1Tpdgn arrokTd 1diaiTépwg EIRAPUVTIKG Xapaktripa AGyw Tou OTI TO dIayEYPAUHUEVO
UAIKG agopoloe Kpioiun Xpovikr Trepiodo Tou oxeTifeTal e UTTé digpelivnon coBapr
UTT60€0N TOou EyKANMATIKOU duoTuxfuaTog TnG 28-02-2023, yeyovog Tou KabioTd To
ATTOTEAEOHA TNG EVEPYEIAG IKAVO VA ETTNPEACE! TV AVAKPITIKY KAl ATTOOEIKTIKA
diadikaoia.

H avTtikatdoTtaon Tou TTOAQIGTEPOU UAIKOU, OTTWGS ATTOTUTTWVETAI OTO QVWTEPW
OTIYMIOTUTTO, TEKUNPIWVEI TNV ETTEAEUON AVETTAVOPOWTNG PAABNG OTNV OTTOOEIKTIKA
dUvaun Tou apxIKoU KaTaypa@ikoU UAIKOU Kal OTOIXEIOBETEl TO adiknua TNG KATAOTPOPNS
ATTOSEIKTIKWY OTOIXEIWV, KABWG Kal EVOEXOHEVWG TNG TTAPAKWAUCNS TNG ATTOVOUAS TNG
SikaiooUvng.

Elpnua 3.3.4.: Ektetauévn kataoTpo®n ATTodEIKTIKOU YAIKOU HE
ETTAVEYYPAPN TTOU AVTIKOBIOTA TTPWTOYEVH EYYPOPH

255_20220724160848_20220724160848.mp4

Agopd: MAPAPTHMA 3, Tnc 3022/21/8925/5-y’ (6-€NiBN )

Mepiypa@n: Ao Tov dievepynBévta éAeyxo TG AielBuvong EykAnuaTtoAoyikwy Epsuviv
(A.E.E.) etmi TOU UTTO €€€TaON KATAYPAPIKOU CUCTANOTOG Kal TOU OKAnpouU diokou auTtou,
dIaTmoTWONKE N UTTaPEN EYYPOPWYV TTPOYEVECTEPWY TNG NUEPOMNVIAG TOU ETTiIMAXOU
oupBavtog Tng 28-02-2023, Atol amd Tnv 24-07-2022. EmmpoobiéTwg, €T Twv
TTPOAVAPEPBEICWV eyypa@wy TTapatnenénkav emreupaccig kai eveéoeig ("Overwritten"),
YEYOVOG TTOU TTPOKUTITEI KAI ATTO TNV ETTICUVATITOUEVI QWTOYPAPIKN ATTEIKOVION.

ATTO Ta TTAPATTAVW CUVAYETAI OTI 0 OKANPOG BIoKOG TTEPIEiXE BERAIA eyypapéS TOOO TTPIV
000 Kal PETA TNV NUEPOMNViIa Tou CUPPBAVTOC Kal, EUAOYWGS, Ba avauevoTav va TTEPIEXEI
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EYYPOAPEG KAl yIa TNV Kpiolun nuepopnvia g 28-02-2023. O1 ev AOyw eyypPAPEGS, OTTWG
TTPOKUTITEl, dleypdpnoav i KataoTpdenkav amd evOECEIC VEOU UAIKOU O€ QUTEG TIG
TTAAQIOTEPES EYYPAPEG.

QoTt600, n A.E.E. dev TpoéBn oTn diadikacia Trepaitépw eAEyxou N diEpelivnong TNG &V
Aoyw evOeTIKAG eméupfaons f TG aimiag amwAelag Twv Oedouévwy. Avri autou,
OlaTUTTWONKE aTTAG OuPTTEPACHATIKA OTI "dev aveupédnkav eyypagég" yia Tnv
nuepounvia 28-02-2023, xwpic avapopd oTa KpioIua euprjpara.

Emonuaivetar 611 1o 0pB6 Kal TTANPECTEPO CUMTTEPOACHA OPEINE va egival Ot "dev
QVEUPEBNKAV €YyypaPEG OTO KaTaypa@ikd yia Tnv nuepounvia 28-02-2023 Adyw Tng
dIaTTIOTWOEIoAg ApPXIKOTTOINONG TOU OKANPOU OiOKOU Kal €vapéng VEWV Eyypa@wy PETA
TNV apxIKoTToinon. ", OTTWG TTPOKUTITEI ATTO TO £V Adyw NMAPAPTHMA.

EOpnua 3.3.5.: Avtikardotaon Aiokou Kataypa@ikou

Huepoxpovoloyia évapEng ka- | Huspoxpovoloyia AEng kata- | Huepoxpovoloyia Ap)glxonoin-
TAypamnc: ypapnc: ONG CUCTHHATOG ApXEiwV:
30-01-2025 12:14:08 11-02-2025 19:32:31 03-12-2024 09:22:38
(Mivarxac 1

A@opa ZeAideg otnv 'EkBeon: oeAida 4, otnv 3022/21/8925/5-y’ (6-0€NdN )

Mepiypa@n: AiamiotwOnke 6T oTig 03-12-2024 ¢yive avTikaTtdoTaon Tou dioKoU GTO
KaTaypa@ikd oUoTnua, auéowg PeTd TNy TeAeuTaia kataypagr. O apxikég diokog
BPEBNKe KTOG TNG OUOKEUNG, YEYOVOG TTOU EYEipEl ocoBapd epwTHHATA OXETIKA UE TNV
akepaiéTnNTA Kai Tn diaxeipion Tou Katayeypaupévou UAIKoU. H evépyeia auTth atmodideTal
o€ dyvwoTo TTpdowTro.

O TTpoavng OKOTTOG TNG EVEPYEIAG ATAV N CUAAOYN Kal TTEPAITEPW ETTECEPYATIA TWV
EYYPAQPWV TTOU Eixav KaTaypaei, KOBWG Kal n ammékpuyn Tou TTpwToyevoug UAIkou. H
uttéBeon dev digpeuvnOnKe atrd TN AleuBuvon EykAnuartoAoyikwyv Epeuvwy (A.E.E.) kai
eV CUMTTEPIARPONKE OTA ETTIONUA CUUTTEPACUATA TG OXETIKAG EPEUVAG.

Mapd 10 yeyovog OTI N evEPYEIA AUTH) CUVIOTA TTOIVIKO adiknua, MEXPI KAl OrjuEPa Oev
€XOUV 0OKNOEI OXETIKES DIWEEIG.
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Elpnua 3.3.6.: Kauia £épcuva Tapd tnv EAAeipn kataypagikou PAWYANHZ

MapdT oTov Xwpeo Tou MNMAaTapwva dIaTTioTwenke N UTTapén Kal AeIToupyia KaTaypa@ikou
OUCTHPATOG, BEV YIVETAI KOUia avagopd oTnv aveUpeCT) AVTiIOTOIXOU KATAYPAPIKOU OTOV
Xwpo NG Pawdvng, To otroio, BewpnTikd, éxel amrobnkeloel d0o atrd Ta Tpia etipaya
BivTeo.

Méxpi ofjuepa, dev €xel EKKIVIOEl Kapia diadikaoia Epeuvag I TTPOKATAPKTIKNG EEETAONG
atmré Tn Aicbuvon EykAnuatoAoyikwv Epeuvwy (A.E.E.) OXETIKA Ye TNV atToucia Tou
Karaypa@ikoU otn Pawavn.
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EOpnua 3.3.7.: Mapd 1i¢ emavelAnuuéveg diaypagEC KPIoIHwVY apXeiwv
O¢gv yiveTal £peuva

SMB Z?§3l/g32/22 192.168.1.189 INTERSTAR\administrator | Delete | File 140]3; fﬁﬁf_"ﬁ/?ETSm&‘2’§ngﬁizﬁ‘;’;;fg;ﬁﬁﬁgm““"““8*58 KEK Payovng Texviko

SMB 2(@31/ 2?2/22 192.168.1.189 INTERSTAR2 administrator| Delete |  File | “°nT> gﬂi&iﬁfgg?@é%ﬁ%ggg%ﬁgééﬁ%ﬁ;’*m“"“g”“—s8—58 KEK Payawng Tegvica

SMB 2??1/332/22 192.168.1.189 INTERSTAR2\administrator| Delete |  File | ' Bl‘fé /Ac()u ﬁ’i:fj’zzgz/?Eg;ggggé%gg;gz’;‘gggégﬁ%ﬁ‘;:ANHz/K““SPM—S8—5 8 KEK Payovme Teyvica

s PP .11 INTERSTA o] Foldr | |/ OE-2202320250302021653 230303020000 pvn BoyfFENTH 02032023 > ORE 220 ESOR02021 653
AP 1 || NTERS A o Dot | Pl | 723 O 2202 ETVXAMARIR 023 ARPIEA- KER PAVANHI/Coes 8 .5 Ao 68 5 Apoes
VB 2(33‘{(3)35/32 192,168, 1189 INTERSTAR D\adeministraton) Delete | File 238].(3B0 f};gz-%zzozzgé/fgg%ggﬁggg;ﬁggﬁé KEK PAWANHY/Camera3 68 T.% Aapiooag 4 68 T3 Auplooag
SMB 2??%{235/32 192.168.1.189INTERSTAR2\administrator| Delete | File 86&; ffjggz’%@ggﬁ;’é;%g;ggggg;ﬁ%f%ﬁK PAPANHE/Camera2_68 2% Aapiooag 4_68 £.E Aapiocag
PR .11 NTERSTAG it Dot | Pl | 190 2202 T CMAT023 AAPIEA- KER PAYANISCame 8 3 Ao 683 A
PP 1 .11\ NTERS A o Dt | Pl | ©423/OEE 2202 STETGMATR 023 AAPIEA- KER PAVANHS/Comrnl 8 .3 Ao 68 3 Apos
VB 2?;34(3):3122 192,168, 1189 INTERSTAR 2\administraton) Delete | File 203;; i(f};&ggzzozzgsz/fg})‘%ggﬁgggﬁgﬁgﬁgé KEK PAWANHY/Cameral_68 I.% Aapiocag 4_68 T.X Auplooag
SMB Z?ii{gzgz 192.168.1.189|INTERSTAR?\administrator| Delete | File 196[\'2; ;‘?)2:52%2202?2/ fg§m§g§§g§§f7’;ﬁg§:‘;FK PAPANHE/Camerad_68 %.% Aapiocag 4_68 X% Aupiocag
VB 2(:;3‘{(3)122 192.168.1.189 INTERS TARDadministratod] RIS | File | 2" Kzé fj%2»%22022832/gﬂj{;él;}bgg;ggggg;ﬁgégé KEK PAYANHE/Camera4_68 %X Adpiooag 4_68 T.X Aupiocas
SMB 2?%3‘:(7)31/22 192.168.1.189 INTERSTAR2\administrator [Rename|  Folder NA|/OXE-2/2023/Néog @dkehog -> /OXE-2/2023/AYSTYXHMA

e Oclpd €UPNUATWY aTTodEIKVUOVTAl Ol ETTAVAAAUPBAVOUEVEG €EVEPYEIEG dlaypaPwv
apxeiwv ammé Toug servers NG etaipeieg Interstar, akéua kai Aiya 24wpa pET@ TO

duoTixnUa, £vEPYEIEC TTOU CUVIOTOUV C0AQWS amoTtrelpa ouykdAuwng 1 aAloiwong
aTTOOEIKTIKOU UAIKOU, Kal TTOU atToTEAOUV £V OuVAlEl coBapd TTOIVIKG adIKAUOTA.

MdaAioTa, uttdpxel Kal n TTpo@avrig TepiTTwaon diaypa@rig apxeiwv arrd diIakodIoT TG
eraipeiag, Aiya eikooiTeTpdwpa HETA TRV Tpaywdia, OTTWG TTPOKUTITEI ATTO TV AVWTEPW
eIkéva.

2UveTtw)g eival atmmopiag Glo WG TETOIEG KATAYEYPAUHEVES EYKANMATIKEG EVEPYEIEG, HE
TEXVIKA eupriuara uwnAng atrodeIKTIKNAG agiag, dev avayvwpioTnkav oute agioAoyrOnkav
ETTAPKWG OTO TTAdioIo TNG eTionung epeuvnTiKAG dladikaciag amrd tn AEE.

Edpnua 3.3.8.: “YmomTtn ZUumTwon

AlamoTwveTal 6T arraiteital n TARPNG Kal oe BaBog diepelivnon TnNG aITiag TNG XPOVIKAG
OUPTITWONG METAEU TNG TEAEUTAIAC KATAYEYPAUMEVNG QTTONOKPUOHEVNG TTPOCRACNG TOU
xpnotn INTERSTAR2\administrator, n omoia éAape xwpa otig 10-02-2025 kai wpa
04:37 T.p., Kai TG Olevépyeiag, Tnv idia nuépa, emTéTiou eAéyxou amé Tn Aielbuvon
Eocwrtepikwv YmoBéoewv (AEE), mapoucia sicayyeAikoU AeitoupyoU, aTa ypa@eia Tng
Interstar. H pn digpelvnon kai dIEUKPIVION TNG AQVWTEPW XPOVIKIG OUUTITWONG OUVIOTA
oUoIWOEG CATNMA, TO OTTOI0 XPACEl TTEPAITEPW AGIOAOYNONG Kal EVOEAEXOUG £EETOONG OTO
TTAQiolo TNG UTTO Kpion uTTdBEoNG.
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3.4. Epwtniuata paptupltkwyv kataBeéoswyv 10-02-2025

21 10 deBpouapiou 2025,1Té€vie nUEPEG PETA TNV TTapddoon Twv TPV BiVIEo TNG
EUTTOPIKNAG apagooTolxiag otov E@ETn Avakpith atrd Tnv Interstar ,o01 apxég kGAeoav o€
KardBeon Toug OUO UTTAAANAOUG TNG eTalpeiag security TTou €ival UTTEUBUVN yia Tn
QUAa¢n Tou O1BNPOdPOUIKOU BIKTUOU, ATTOTUTTWVOVTAG KATA dAAWOT TOUG TIG KIVAOEIG
TOUG, OXETIKA PE TO ETTIMAXO BIVIEOANTITIKO UAIKO.

O1 kaTaB£o€Ig auTEG gyeipouv TTOAAATTAG EPWTHHOTA KOl O€ OXEON PE TNV TTANpopopia
TToU €xel ¢axOei atod Tig ekBéoeig TG AEE.

KardBeon Todun MarBaiou:

«Eiuar mmpoiotduevog tou teExvIKoU Turnjuaros tng eraipegiag INTEPZTAP EKIOYPITY
ETIE. Tnv [llapaokeuri 7.02.2025 pou {nrribnke amo Ttov AicuBuvtrj Lou  Ko.
MAINHZAAH va wdéw va Bpw kdrroia Bivieo Tou agopouv 1o duoTuxnua ora TEUTn
,Ta oroia udAAov kard 1n uerapopd toug o€ USB stick ,cixav diaypagei. OuaiaoTika
UETAQEPBNKav atro 10 server 1Tou KATaoxeOnke armo tnv Ymnpsoia oag ,mAnv ouws
oiaypd@nkav aro autov XwpPIs va yvwpilw TToIog TO EKQVE .

Emeidry oro server xouv mmpooBaon uovo oir administrators ,rjtol eyw Kai o AievBuvtrig
,Tnv 8.02.2025 1repi wpa 03.00 11.u nuépa 2aBParo ,UoAIS ETTEOTPEWA ATIO EEWTEPIKES
Epyaoieg oTnv eTalpEia Kai 1a Bprika oTov Kado avakukAwong. drnoa emavapopd kai
Ta apxeia soraAnoav ortnv apxikr Toug B€on yia AOyo auto eu@aviferal oTIS I0I0TNTES
TwV apxeiwv n nuepounvia 8.02.2025 wg nuepounvia dnuioupyiagy.

Epyadlouai otnv v Adyw eraipeia ammo tov NoéuBpio tou éroug 2012. Me ta Bivreo Tou
010NPOdPOUIKOU  QUOTUXIATOS TTOU TTApadobnkav oTIS aplUOOIES QPXES OEV EXw
aoxoAnBsi kaBoAou .

Ta avwrépw apxeia rou diaypdenkav frav BIVIieo Kal QwToypagies Kai Bpiokovrav uéoa
o€ pdkeAo ou Eypape KEK Pawadvng, tov orroio Ogv yvwpilw TToI0¢ ToV £QTIace .Agv
yvwpilw yia 1oio AGyo ftav 1600 ETTEIYOV va TTPOLW OTNV ETTAVAPOPA TwWV APXEIWV Ta
énuepwuara Tou ZaBBdrour
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Elpnua 3.4.1.: Apdoeig wg administrator otoug servers

o P .1 e s D | e | OB 0 NSO PR KK PATANE o 6155 s 855 o
SMB 2(1)23‘{(3)35/82 192.168.1.189 INTERSTAR2\admini Delete File 238£g 2(3;])52?éé(;zﬁ;/f;{gg;j’;é;ghgggg;;gggf7ﬁ;Xol’;fﬁjé KEK PAYANHY/Camera3_68 . Aopiocag 4_68 .X Aapiog
o T s 1 TERSTAR s D e | 538 OB S0 VSTATNA SO AP KR PATAN e, 55 s 8 S5 o
SMB 2(@34(3)31(9)2 192.168.1.189 INTERSTAR?\administrator| Delete File 18612181 g(i?(})iz-§gégégf;igﬁm;gf;gggf;z%fﬁé KEK PAYANHY/Camera2_68 X.X Aopiocag 4_68 L.X Aapiog
SMB 2(@34(3)31(9)2 192.168.1.189 INTERSTAR 2\admini | Delete File SﬁBS g(i?(})iz-§:)22022832/f;@gﬁm;gg;gggf;;?gfﬁl;fEK PAYANHY/Cameral_68 X.X Aapiocag 4_68 Z.X Aupiody
SMB 2(@34(3)3:22 192.168.1.189 INTERSTAR2\admini | Delete File 203 Igé i;??(})sz-§gégéz?;@gﬁ%§g§§g§§f7§?gfg; KEK PAYANHY/Cameral_68 X.X Aopiocag 4_68 £.X Aapiog
SMB 2?%3:(3)34/22 192.168.1.189 INTERSTAR2\admini | Delete File 196]\.;[1; 53;1)32-5822022832/?;igﬁ%/;gj;gggf7?%§zéfEK PAYANHY/Camera4_68 2.2 Aapiocug 4_68 £.X Aopiod)
SMB 2??3‘:(;3:(6)2 192.168.1.189 INTERSTAR 2 P Feremsse m 251 KZIS; Z;??(])Ezgéé%égf;i’gﬁ%@gg;gggf7ﬁ£§$é KEK PAYANHY/Camera4_68 X.X Aopiocag 4_68 £.X Aapiog

Mepiypa@n: E@doov katd drAwor] Tou eival administrator, TTwg e€nyouvTal ol TTOAAATTAEG
Slaypagéc apxeiwv OXETIKWV Ue To duoTixnua Aiya 24wpa PeTd To oupav amé 1o
xpriotn administrator? ‘Eyiva amé Tov idio?

EOpnua 3.4.2.: Apdoeic wg administrator ota kataypa@ika

Mepiypa@n: Eedoov katd drAwor] Tou eival administrator kal TTPOIOTAPEVOS TOU TEXVIKOU
TUAMATOG TNG ETAIPEIAG, TIWG EENYOUVTAl OI APXIKOTTOINOEIS KATAYPAPIKWY OTOV
MAATAMQNA kai n «e§a@dvion» péXp! oTIYHAGS Tou KataypagikoU atrd 1o KEK
PAWANHZ?

EOpnua 3.4.3.: EmmAéov puépeg olvOeang aTo server, EKTOG TNG
08-02-2025

Karaypaen MNMpéopaong 09-02-2025

Info |Connection 2%50/225/?9 INTERSTAR?\tsamis |User [INTERSTAR?\tsamis] from [LAPTOP-TSAMIS(192.168.0.20)] via [CIFS(SMB3)] accessed shared folder [record].
Info |Connection 2?§5é22;?9 INTERSTAR2\tsamis User [INTERSTAR?2\tsamis] from [LAPTOP-TSAMIS(192.168.0.20)] via [CIFS(SMB3)] accessed shared folder [VIDEO].
Info |Connection| 2(125(;825/(1)9 INTERSTAR2\tsamis [User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(192.168.0.20)] via [CIFS(SMB3)] accessed shared folder [Cluster-Data].
Info |Connection| 2?354225/?9 INTERSTAR?\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(192.168.0.20)] via [CIFS(SMB3)] accessed shared folder [ActiveBackupforBusiness].
. . 2025/02/09 L L . - . .
'Warning|Connection 16:06:25 INTERSTAR2\administrator [User [INTERSTAR2\administrator] from [192.168.1.103] failed to log in via [SSH] due to authorization failure.
. . 2025/02/09 . . . P o .
Warning|Connection 16:06:17 INTERSTAR2\administrator [User [[INTERSTAR2\administrator] from [192.168.1.103] failed to log in via [SSH] due to authorization failure.
. . 2025/02/09 . B . - . .
'Warning|Connection| 16:05:22 INTERSTAR2\orbit User [INTERSTAR2\orbit] from [192.168.1.103] failed to log in via [SSH] due to authorization failure.
. . 2025/02/09 . . . - - .
'Warning|Connection| 16:05:04 INTERSTAR2\orbit User [INTERSTAR2\orbit] from [192.168.1.103] failed to log in via [SSH] due to authorization failure.
. 2025/02/09 . . .
Info |Connection 13:59:59 INTERSTAR2\tsamis [User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed shared folder [record].
. 2025/02/09 . .
Info |Connection 13:50:50 INTERSTAR2\Foe User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed shared folder [VIDEO].
Info |Connection 2?555/225/39 INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed shared folder [Cluster-Data].
Info |Connection| 2?255/825/29 INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(10.81.234.130)] via [CIFS(SMB3)] accessed shared folder [ActiveBackupforBusiness].
Info |Connection| 2(1)§5(;(3J23/89 INTERSTAR?\tsamis [User [INTERSTAR?\tsamis] from [LAPTOP-TSAMIS(10.81.234.2)] via [CIFS(SMB3)] accessed shared folder [VIDEO].
Info |Connection 2(I)§50/223/89 INTERSTAR2\tsamis User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(10.81.234.2)] via [CIFS(SMB3)] accessed shared folder [record].
Info |Connection 2([)§5é(3)23/89 INTERSTAR2\tsamis User [INTERSTAR?2\tsamis] from [LAPTOP-TSAMIS(10.81.234.2)] via [CIFS(SMB3)] accessed shared folder [ActiveBackupforBusiness].
Info |Connection| 2?25(;225/29 INTERSTAR2\tsamis [User [INTERSTAR2\tsamis] from [LAPTOP-TSAMIS(10.81.234.2)] via [CIFS(SMB3)] accessed shared folder [Cluster-Data].
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Karaypaer NMpéopaong 10-02-2025

Info |Connection 22552/323/20 INTERSTAR?\tsamis [User [INTERSTAR2\tsamis] from [192.168.1.99] signed in to [DSM] successfully via [password].
. 2025/02/10 . . . . .
Info |Connection 23:19:50 INTERSTAR?\tsamis [User [INTERSTAR2\tsamis] from [192.168.1.99] signed in to [DSM] successfully via [password].
. 2025/02/10 . . .
Info |Connection 23:19:32 INTERSTAR?\tsamis [User [INTERSTAR?2\tsamis] from [(192.168.2.62)] via [CIFS(SMB2)] accessed shared folder [record].
. 2025/02/10 . . .
Info |Connection 231618 INTERSTAR?\tsamis [User [INTERSTAR?2\tsamis] from [192.168.1.99(192.168.1.99)] via [CIFS(SMB3)] accessed shared folder [record].
. 2025/02/10 . . .
Info |Connection 231616 INTERSTAR?\tsamis [User [INTERSTAR2\tsamis] from [192.168.1.99(192.168.1.99)] via [CIFS(SMB3)] accessed shared folder [Cluster-Data].
. 2025/02/10 . . . . .
Info |Connection 23:11:42 INTERSTAR2\tsamis [User [INTERSTAR2\tsamis] from [192.168.1.99] signed in to [DSM] successfully via [password].
. 2025/02/10 . . .
Info |Connection 23:04:29 INTERSTAR2\sqlbackup |[User [INTERSTAR2\sqlbackup] from [192.168.1.120(192.168.1.120)] via [CIFS(SMB3)] accessed shared folder [ActiveBackupforBusiness].
. 2025/02/10 . . .
Info |Connection 23:00:54 INTERSTAR2\sqlbackup |[User [INTERSTAR2\sqlbackup] from [192.168.1.120(192.168.1.120)] via [CIFS(SMB3)] accessed shared folder [ActiveBackupforBusiness].
. 2025/02/10 . . .
Info |Connection 23:02:31 INTERSTAR2\tsamis [User [INTERSTAR2\tsamis] from [192.168.1.99(192.168.1.99)] via [CIFS(SMB3)] accessed shared folder [record].
. 2025/02/10 . . .
Info |Connection 23:01:42 INTERSTAR2\sqlbackup |[User [INTERSTAR2\sqlbackup] from [192.168.1.120(192.168.1.120)] via [CIFS(SMB3)] accessed shared folder [ActiveBackupforBusiness].
. 2025/02/10 . . .
Info |Connection 23:00:40 INTERSTAR2\sqlbackup |[User [INTERSTAR2\sqlbackup] from [192.168.1.120(192.168.1.120)] via [CIFS(SMB3)] accessed shared folder [ActiveBackupforBusiness].

Mepiypa@n: Mwg e€nyeital
aTToBnKeEUONG, TTéPAV QUTAC TToUu O idlog dRAwoe OTI TTpayuaToToince 10 ZABRBaro
8-02-2025 trepi wpa 03:00 17.4., KOl KATA TIG dUO €TTOPEVEG NUEPEG — TOOO TNV Kupiakn
9-02-2025 600 kai Tn Aeutépa 10-02-2025 — pe Tnv TeAeuTaia va Aappavel xwpa d00
WPEG TTPIV aTTd TNV KATABECT) TOU;

Elpnua 3.4.4.:
backup péxpt 9o Tou 2024

n QTTONOKPUOMEVN OUVOECH) Tou OTov  OIOKOMIOTA

E¢riynon diaypa@uwyv OTo server, Kal JAAIoTa apXEiwv

sMB| 29250210 1192 168.1.233 INTERSTAR \ad Detete | File | S'7430rbit Backups SERVER A/érecycle/Daily History History 2024-09-09 18:00:11 (Differential). 7z
2025/02/10 . 616.68 - , on-

SMB: 14-07:54 192.168.1.233||INTERSTAR2' Delete File MB /Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-08 18:00;12 (Differential).7z
2025/02/10 o . 615.95 . . .

SMB 14.07.47 192.168.1.233|INTERSTAR2 Delete File MB ‘Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-07 18;00;12 (Differential).7z
2025/02/10 - K 615.23 . , . . .

SMB 14.07-41 192.168.1.233| INTERSTAR2 Delete File MB ‘Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-06 18:00:12 (Differential).7z
2025/02/10 _ 614.61 . - . < 12.00-

SMB:! 140735 192.168.1.233||INTERSTAR2' Delete File MB /Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-05 18:00;12 (Differential).7z
2025/02/10 - . 614.01 . . .

SMB 14.0729 192.168.1.233|INTERSTAR2 Delete File MB ‘Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-04 18;00:13 (Differential).7z
2025/02/10 _— | 613.29 . , . . .

SMB 140722 192.168.1.233| INTERSTAR2 Delete File MB ‘Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-03 18;00;13 (Differential).7z
2025/02/10 - 612.67 N - . on-

SMB:! 14-07-16 192.168.1.233||INTERSTAR2 Delete File MB /Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-02 18:00;13 (Differential).7z
2025/02/10 o 611.93 . . i . .

SMB:! 14-07-10 192.168.1.233||INTERSTAR2 Delete File MB Orbit Backups SERVER A/#recycle/Daily History/History 2024-09-01 18:00:13 (Differential).7z
2025/02/10 — AW - 611.19), .. ) ) )

SMB 14-07-04 192.168.1.233| INTERSTAR2 Delete File MB Orbit Backups SERVER A/#recycle/Daily History/History 2024-08-31 18;00:13 (Differential).7z
2025/02/10 - 610.46 N p . .

SMB:! 14-06:57 192.168.1.233||INTERSTAR2 Delete File MB /Orbit Backups SERVER A/#recycle/Daily History/History 2024-08-30 18:00;13 (Differential).7z

-Uo- J

2025/02/10 o 609.77 . i an.

SMB:! 14-06:51 192.168.1.233||INTERSTAR2' Delete File MB Orbit Backups SERVER A/#recycle/Daily History/History 2024-08-29 18:00:13 (Differential).7z
2025/02/10 - - . 609.12 . X . .

SMB & 192.168.1.233|INTERSTAR2 Delete File Orbit Backups SERVER A/#recycle/Daily History/History 2024-08-28 18:00:13 (Differential).7z

14-04-45 A
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SMB| 2(1).2‘50321 ;0 192.168.1.233|INTERSTAR2\administrator|| Delete File 381\2;‘ /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2024-09-01 19;00;12 (Full).7z
MB 2(1)550221;0 192.168.1.233||INTERSTAR? \administrator| Delete |  File 33’; /Orbit Backups SERVER A/érecycle/Monthly Backup-MYSQL 2024-08-01 19:00:12 (Full) 7z
SMB| 2(1356321;0 192.168.1.233(|INTERSTAR2\administrator|| Delete File 3‘;’23 /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2024-07-01 19:00;12 (Full).7z
SMB 2?_2‘50321 ;O 192.168.1.233|INTERSTAR2\administrator | Delete File 351\'/16](3) /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2024-06-01 19:00;12 (Full).7z
MB 2‘35022110 192.168.1.233|INTERSTAR? \administrator| Delete |  File 431\'49]% /Orbit Backups SERVER A/érecycle/Monthly Backup-MYSQL 2024-05-01 19:00:11 (Full).7z
SMB| 2(1).215622110 192.168.1.233||INTERSTAR2\administrator|| Delete File 4(;'49:; /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2024-04-01 19:00:12 (Full).7z
SMB| 2?§50321(1)0 192.168.1.233||INTERSTAR2\administrator|| Delete File 38'1\;:; /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2024-03-01 19:00:11 (Full).7z
MB 2‘1’550221 (1)0 192.168.1233||INTERSTAR? \administrator| Delete |  File 3% /Orbit Backups SERVER A/érecycle/Monthly Backup-MYSQL 2024-02-01 19:00:11 (Full).7z
SMB| Z(l)iS(y)gZO;O 192.168.1.233|INTERSTAR2\administrator|| Delete File 351\;:; /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2024-01-01 19:00:11 (Full).7z
sMB| 29259210 19) 168.1.233 INTERSTAR? admin Delete | File 3388 Orbit Backups SERVER A#recycle Monthly/Backup [TNTSOIPIFER12-01 19:00:11 (Full).72
MB 2‘350220;0 192.168.1.233||INTERSTAR? \administrator| Delete |  File %gg /Orbit Backups SERVER A/érecycle/Monthly Backup-MYSQL 2023-11-01 19:00:11 (Full). 7z
SMB| Z(l)iS(y)gZOéO 192.168.1.233|INTERSTAR2\administrator|| Delete File 38M2§ /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2023-10-01 19:00;11 (Full).7z
SMB 2?_2‘50320;0 192.168.1.233INTERSTAR2\administrator | Delete File 16-;',18]% /Orbit Backups SERVER A/#recycle/Monthly/Backup-MYSQL 2023-02-01 19:00;12 (Full).7z
SMB 2‘351324;0 192.168.1.233|INTERSTAR\administrator|| Delete | File 40%3 /Orbit_Backups/Daily History/History/H201806 bak enz
SMB 2‘])%51 8_24’;0 192.168.1.233 [INTERSTAR? \administrator|| Delete | File |6.29 MB)|/Orbit_Backups/Daily History/History/H201805.bak enz
sm| 22220210 1197 168.1.233 INTERSTAR2 administrator | Delete | File 6.29 MB||Osbit_Backups Daily HistoryHistory H201804 bak enz
SMBH 20 o21? |192.168.1.233 INTERSTAR? administrator | Delete | File  [6.29 MB|/Orbit_Backups Daily HistoryHistory/H201803 bak enz
SMBH 2‘])551 3_24‘:0 192.168.1.233(INTERSTAR? \administrator | Delete | File  ||6.20 MB)/Orbit_Backups/Daily History/History/H201802 bak.enz
SMBH 2‘351 (8’_24’10 192.168.1.233 INTERSTAR?\administrator|| Delete |  File  [[6.20 MB||/Orbit_Backups/Daily History/History/H201801 bak enz
SMBH 20 o1 |192.168.1.233 INTERSTAR? administrator | Delete | File (3,15 MB|/Osbit_Backups/Daily HistoryHistory/H201712 bak enz
SMBH 2 92110 1192.168.1.233] INTERSTARD administrator | Delete | File |3.15 MB]/Osbit_Backups Daily HistoryHistory/H201711 bak enz
SMBH 2‘35132410 192.168.1.233|[NTERSTAR \administrator|| Delete | File  ||3.15 MB)|/Orbit_Backups/Daily History/History/H201710 bak enz
2025/02/10 N , — L .
SMBH 12-18-41 192.168.1.233| INTERSTAR2'administrator|| Delete File 3.15 MB||/Orbit_Backups/Daily History/History/H201709.bak enz
sm| 2920219 1192.168.1.233 | INTERSTARD administrator | Delete | File 3.15 MB|Osbit_Backups/Daily HistoryHistory H201708 bak enz
i l( - - . . . .
sm| 29229210 1192 168.1.233 | INTERSTAR2 administrator | Delete | File 3.15 MB|Orbit_Backups/Daily History/History H201707.bak enz
2025/02/10 N . 396 P . .
SMB 12-1840 192.168.1.233|[INTERSTAR2\administrator|| Delete File Bytes /Orbit_Backups/Daily History/History/BackupHistory.sqlenz

Mepiypa@n: Mwg eival duvardv kard dRAwo Tou va pnv £xel aoXoAnOei ye ta Bivieo Tou
010NPOdPOUIKOU BUCTUXHMOTOG TTOU TTApadOBnKav OTIG apuOdIEG APXES, EVW
SiaxeipiCeral (oPrivel) Ta avriypaga tng BAoNG Tou server Je OUVEXEIG dlaypaég OTIG
10-02-2025 akéua kai Baon améd 1o 20177?

Ki emmimrAéov AT €yive paldiké backup delete TraAaiétepwyv eTwv Aiyo TrpIv TNV
Kkardoyxeon?

Narti oprivel amméd 1o etaipikéd Orbit backup 611 TTaAaidtepo ammd Zemtéuppio Tou 20247?

SeAida 77 | 90



TEXNIKH EKOEZH 2XETIKA ME TIZ EKOEZEIZ NMPATMATOMNQMOXZYNHX THZ A.E.EE.TIATA
BINTEO INTERSTAR

EOpnua 3.4.5.: Acv emBefaiwveTal N AmmoKATaoTaACH TWV ORNOUEVWV
apxeiwv

2 35(;221/(1)8 192.168.1.134 INTERSTAR2\tsamis  |[Delete File B;’[Ge i /VIDEO/7. KEK PAYANHY/~$PAYANH.docx

SM

oe)

SMB 83_51/2?1/9 192.168.1.155| INTERSTAR2\tsamis  [Delete]  File Zgé /VIDEO/7. KEK PAWANHY. 7z

/VIDEO/7. KEK PAYANHZY.zip

2025/02/09 1 ¢} 534 130)  INTERSTAR2\samis |Delete| File |0 Bytes

SMB 00:11:24

Mepiypa@n: Aev UTTGPXEI OTO APXEIO KATAYPAPAS CUNPBAVTWY £yypadn yia
aTTOKATAOTACN TWV ORNOUEVWY apXeiwv oTig 08-02-2025. AvTIBETWG uTTap)El dlaypadr)

TNV idia nuépa 08-02-2025 kai eTTITTAéOV dIAYPAPES APXEIWV OXETIKWV HE TO BIVTEO OTN
PAWANH oTig 09-02-2025.
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KardBeon Avdpidvag Ppaviléokou:

Eneta . e§etalopevia. agou opkiotnke ocupgeva pe o apbpo 219 nap. 1 K.ILA.
efetaotnke ®g akolovbmg: EPQTHEH: Powuwbnke oxeuxka. AINOKPIZH:
colan. Ton ENXEEN -koy e TRaw. Tas SSoA LEARS
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Tinota dAio Gev £xe va npooBéon Kal unoypagpon.
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EOpnua 3.4.6.: Eykupdtnta xpriong TTpocwTTIKoU UTTOAOYICTH VIO
aTToBrKEUON KPIOIMOU UAIKOU

Mepiypa@ni: H evépyeia peTagopds kal atmobAkeuong Kpiolou BIVIEOOKOTTIKOU UAIKOU O€
TOTTIKO, TTPOCWTTIKG UTToAoyIoTH UTTAAAAOU, OTOV OTToi0 dev U@ioTaTal TTPOCRACH aTTd
AAa eCouaiodoTnuéva TTPOCWTIA 1] EAEYKTIKEG APXEG, €yEipel coBapd EpWTANATA WG
TTPOG TNV €yKupdTNTA TNG O1adIKACIaG KAl TN CUPMOPOWOTN TNG ME TIG KABIEPWMHEVES
TTONITIKEG AOQAAEiag Kal dlaxeipiong atrodEIKTIKOU UAIKOU.

H 1rpakTikr) autj atmokTd 18iaitepn BapuTtnta Adyw TnNG QUONG Kal TNG Onuaciag Tou
QTTOONKEUPEVOU TTEPIEXOMEVOU, TO OTTOI0 OXETICeTal PE ev €EeAiCel | uttO digpelvnon
TToIVIK utT6Beon. H povomrpdowTtn mTpocBacn o€ KPioIuo UAIKO Xwpi¢ KatdAAnAa
TTPWTOKOAAQ dIOCPANIONG AKEPAIOTNTAG KAl SIAPAVEIOG CUVIOTA €v duvauel TTapafiaon
Baoikwv apxwv aAucidag diatipnong atmmodeIKTIKWY oToixeiwv («chain of custodyy) kai
B€Tel o€ au@ioBATNON TNV AgIOTTIOTIA TOU ATTOBNKEUPEVOU UAIKOU O0TO GUVOAS TOU.

EOpnua 3.4.7.: Madikéc diaypagéc apxeiwy

PSS " —
2024/11/20 . |1015.34/OZE-2/2023/AYSTYXHMA/7. KEK PAWANHX/BINTEO/20230228230011-20230228235900/Camerad. 2546 KE!
IMBH 11:56:27 ngz_ 168.1. 189” INTERSTAR2\frazeskou | Delete | File ‘ MB PAWANH 2546 KEK PAWANH_20230228230821_20230228234202_34661767.mp4
2024/11120 .. |1015.37/OXE-2/2023/AYSTYXHMA/7. KEK PAWANHY/BINTEO/20230228230010-20230228235900/Cameras 2546 KE|
|MB 11:56:27 sz. 168.1.189 ‘ INTERSTAR2\frazeskou | Delete | File H MB ‘PA‘I‘ANH72546 KEK PAWANH._20230228231246_20230228234628 28577453.mp4

Mepiypa@n: Twg dikaloAoyouvTal o1 dlIaypaPEéG TWV AVWTEPW APXEIWY, KPICIHWYV YIa TO
duaTuxnua Kal eTMTTAEOV O JAJIKEG DIAYPAPEG OXETIKWY APXEiWV Kal akEAAwyY, OAa Ta
ouppavta o1ig 20-11-2024, yéoa oTo €106 2024 katd Tnv papTtupia TNG?

SMB: 2(1)‘1'745%12’%0 192.168.1.189| INTERSTAR2\frazeskou | Delete Folder NA |/OZE-2/2023/AYSTYXHMA/7. KEK PAYANHX/BINTEO

SMB: 2(1)‘1-745%12%0 192.168.1.189| INTERSTAR2\frazeskou | Delete Folder NA |/OZE-2/2023/AYSTYXHMA/7. KEK PAYANHX/BINTEO/20230228230011-20230228235900

SMB: 2(1)‘1-745%12%0 192.168.1.189| INTERSTAR2\frazeskou | Delete File Zolgg /OXE-2/2023/AYSTYXHMA/7. KEK PAYANHE/BINTE0/20230228230011-20230228235900/Thumbs.db

v 0220 g3 65.1159) INTERSTARDfeskon | Delte | il |0 22023 SVSTYXEMAT KEK PAVANTTS BINTEO 2023022823001 20230228235900 Comersd 2546 KEK PAYANH 2546 KEK
v 02120 193 65.1.159) INTERSTARDfzeskon | Delte | il | 928 02202V SYSTVXEHMAT KEK PAVANTTS BINTEO 2023022823001 20230228235900 Comersd 2546 KEK PAYANH 2546 KEK
v 0220 g3 65.1.159) INTERSTARDfzeskon | Delte | il | 2 O 2023 VSTYXEHMAT KEK PAVANTIS BINTEO) 2023022823001 2023028235900 Camerad 2546 KEK PAYANH 2546 KEK
m 20291209 165.1.155) INTERSTARrssskou | Do | File | 1’ OZE-2 2025 AVETYXEMAVT KEK PAYANHE BINTEO 2023022823001 1-20230228255900 Camead 2546 KEK PAANH 2546 KEK
% Delete | Folder NA|/OXE-2/2023/AYETYXHMA/7. KEK PAYANHE/BINTEO/20230228230010-20230228235900

svm 202411201195 168.1.189) INTERSTAR2\frazeskou | Delete | File 1139)/05E-2/2023/AYSTYRENA/T. KEK PAYANHE/BINTEO/20230228230010-20230228235900/ Thumbs db

B 2021200 165 | 159 INTERSTAR fazeskou | Delete | File | 101527 ;)c;&&’]z{o_z;@({]}:zlz'gﬁ%g_/;bglgzggzggglggfgﬁs0228230010»20230223235900,/Camera572545 KEK PA¥ANH_2546 KEK
B 221200 165 | 159 INTERSTARD faseskou | Delete | File | 137202 ;(;i{i[;i}?{()f;g?;{él;g?%;bg%zgéztysiglngﬁggﬁ0228230010-20230228Z35900/Camera572546 KEK PA¥ANH_2546 KEK
B 2021200 165 | 159 INTERSTARD fazeskon | Delete | File | 25440 ;c;i‘EAﬁ)f;g??é%lgm;bglgzrégmyggﬂgfggf0228230010,20230223235900,/Camem572545 KEK PA¥ANH_2546 KEK
B 221200 165 | 159 INTERSTARD faseskou | Delete | File | 13533 ;(ii{i[;i%)f;g?;{él;g}gmg6];3%1;};2‘31‘3315%3111\52?2(322230228230010—20230228235900/Camera572546 KEK PA¥ANH_2546 KEK
B 221200 165 | 159 INTERSTARD faseskon | Delete | File | 1512 ;(i%;i[;ﬂ%)f;é?ﬁgglgmjZblziz%lgzl;f;‘sl’o%i%gIgégfﬁg:j}on&%0010—20230228235900/Camera372546 KEK PA¥ANH_2546 KEK
B 221200 165 | 159 INTERSTARD faseskon | Delete | File | 1373 ;cgi%%{oggﬁgglgggggbg;}g;;gggIﬁhé;rfgggzsozzszz001072023ozzszasooo,ramemfzs% KEK PA¥ANH_2546 KEK
s |202411/201195 168.1.189| INTERSTAR2 fiazeskou | Delete | Folder NA|/OSE-2/2023/AYSTYXHMA/7. KEK PA¥ANHS/BINTEO/20230228230008-20230228235900

B 202120 0 165 | 159 INTERSTARD fazeskou | Delete | File | 1958 ;)cgE&éugg@gﬁgﬁggbggg;;ﬁgggggggjwzzszz000872023oz28235900,/Camem572546 KEK PA¥ANH_2546 KEK
sMBI292Y11/20]195 165.1.189| INTERSTAR2\frazeskou | Delete | Fite | 13833/ ZTvX]
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3.5. Epwtrfjpata paptupkwy kataBéoswyv 08-04-2025
Kar@Beon Avdidvag Ppavriéokou:

EDETEIO AAPIZAEL
E®ETHE ANAKPITHE
Ap. Aixoypagiag: ©2023/49a (EM4-23/3)

EKOEEH ENOPKHE EYMMAHPQMATIKHI EEETAIHEI MAPTYPA

Im Adpioa ofuepa Tnv 8n Ampihiou 2025, nuépa Tpit kai wpa 49:30°,
Tapoucidatnke arov E@émn Avakpith Tou Egereiou Adpigag, ZwTripio Mmakdipgn kar Tnv
Mpauparéa, Evayyehia Mavrgwvn, n AvSpiava ®paéakou Tou Iruhiavoul kai Tng Mapiag
Trou yevvrBnke oTig 24-09-1979 otov Melpaid, kKaTolkog AXapviv, 05og Mukdvou ap.6 , TnA.
6932156002, urdAAnhoc g INTEPITAP ZEKIOYPITI EME , kdtoxog tou AAT.. AM
145768/04-02-2015/T.A Axapviv, A.®.M.:102206492 /A.Q.Y. Ayiwv Avapyipwv, EMnvida
KQl ypdppara yvwpilel.

Kartétiv, apol opkioTnke eTikahoUpevn T TIEA Kal T guveidnor g 6n Ba katabeoe

gupThnpwuarikd TV ahfbeia, avagepbnke otnv amo 10-02-2025 Evopkn karaeor) ng
eviymiov Tou AJA Anuntpiou Toeptoidn kai A/B MNkoUpa lwavvn g AA.O.ENYTodiel8uvon
AiwEng O. EykAnpdtwv, oupgwva pe Ta GpBpa 219 kar 220 tou KIA, kai ge OYETIKEG
epwTroEIg katéBeae Ta eERg:
AMANTHEH: Eipai umdAAnhog tng INTEPITAP ZEKIOYPITI EME amo 1o 2010.Eipa
amogotoc  TexvikoU-EmrayyeApanikol Aukeiou pe TTuxia a) oTov TPOYPAUHATIONG
NAEKTPOVIKLV UTTOAOYIOTGY Kol B) nAexTpovikwv SikTUwv. Avagépopal otnv amo 10-02-2025
EVOPKY| KaTdBeor pou evirmiov Twv A/A Anunrpiou ToepToidn kai A/B MkolUpa lwavvn Tng
AAOE/YToSietBuvan AiwEng Oik. EykAnudTwy To TEPIEXGUEVO TS OTToiag £mRefaitvw
kan BEAw va Sieukpivicw 6T Ta Bivieo amé TN Paydvn kai Tov MAatapdva dev ameikevifav
oTdon TN epTopikrig apatooToixiag ala BiEAcuon autig. BEAw eTiong va Bieukpiviow o
ota péoa NoepPpiou 2024 566nke evrohr amé TV Alciknon va EpEUVHCOULE Ta apPXEia Hag
pnv TUXGV UTTAPXEI KATI TIOU Va apopd TNV EUTTOPIKY apafooToixia WOTE va UTTOPECOUNE VO
Bondricoupe Tc Apxéc. Eyive éAeyxog kai BpéBnkav Ta Tpia emipaya Bivreo. Emema Ta
pETépepa ot usb stick kal To Tapédwoa oty Aloiknan. Tig TpLTES HEPES Tou Pefpouapiou
2025, 568nke ex vEou evtoAr amd v Aloiknon va avawdEoupe Ta apxeia pnv TUXOV Kai
UTTApXEl KGTI ak6un Tou utopel va PonBrice. Aev Ppebnke kam VvEOTEPO OAAG EKE
avmiAfeBnka 6 eixe Slaypagei o évag pdkehoag pe Ta Bivieo amé Ta KEK Paydvng, o otoiog
TBavév Blaypdenke amd kamolov AGBOS XEIPIOPO DIKG pou Kard Tnv HETAPOPd TTOU gixa
kavel oTo usb stick. TOTE evnuépwoa v Aloiknon om eixe cupBei auTd kal EVNUEPWBONKE 0
administrator k. MatBaioc Todung, Tou eivar o Mpoiotapevog Tou Texvikol TupAuarog g
ETaIpEiag WOTE VO ETTAVOQEPEI TO CUYKEKPIUEVA OPXEID amd Tov KGdo avakukhwong Tou
server, otov ofroio eyt Oev £xw TpooPaon. Emadn fdrav ge vuxtepiv Bdapdia, arav
eméoTpewe otV eTaipeia ong 08-02-2025 mepi wpa 03:00 , pe xprion Twv KWw3IKWY TTou
BlabéTel udvo o iBlog ETavEQEPE To apxeio aTnv apxikr Tou Bean.
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EPQTHEH: Zng apyég Mapriou 2023, oia fitav n evrohn Tng Aloiknang Tpog 0dg;
AMANTHEH: Hrav mpogopikfi n evroAf g Aloiknons va avtAricoupe 600 TERPICTOTEPA
Bivreo amd tnv emBankn apafoatoixia yia va YTTOPECE! va YIVEI TQUTOTTOINGN TWY ETIRATV.
Me Baon autr tTnv evrohr Sekiviigape va epeuvolpe amd Tnv ABfiva kai Yéxpl Tov TOTTO Tou
Suortuxrparog kal Travw otnv Siadikacia autr) «xkatéBnkave kal autd Ta Bivreo améd Pawdvn
kal MAarapwva Ta oTroia TTapEUEIvVaY OTOV Server.

EPQTHZIH: H emduevn eviohn tng Aioiknong, Tov NoéuBpio Tou 2024, Troia ATav;
ANANTHEZH: H evroAn fitav va yagoupe 10 guvoho Twv apxeiwv primwe Bpebei kam amd v
euTropIkn apagooToikia Tou Ba pTTopoude va PonBroel v épeuva Twv apywy. OTOTE Kal
BpeBnkav Ta Tpia apyeia kon 5668nkav arnv Aloiknan Tpokeipévou va eheyxBei av Ta ev Adyw
Bivreo agopoloav v ouykekpipévn epropikr apafooToixia.

EPQTHZH: H evroAr Tou ®eBpouapiou améd v Aloiknon ritav n idia;

ANMANTHEZH: H evrohf fitav va yivel ETTaVEAEYXOS OAwY Twv apxeiwy pn Tuxov kai BpeBel kAT
ETTITTAEOV.

EPQTHEZH: T diadikagia akoAouBeital otnv eTaipeia , étav ol appddieg aoTUVONIKES apxég
¢nTouv BivtecAnTrTikd uAiKoU yia v Siepelvnon gupBavrwy Tou apopoulv Tov OZE;
AMANTHEIH: Aivetal n evroAn eyypdgue amd v apuédia apyr . n omoia koivoTroiEiTal kal
orov OZE. H apuédia aatuvopikr} apyrj pag opilel To xpovikd 6pio kai TNV TEPIOXR , OTOTE
avTAw 10 UMKG amd OGAeg TIC KAPEPES Tou OTABPOU kol PETA eAéyXW TO UMKO TTou EXw
avTAAOEl O€ Troia | TTolEG KAWEPES UTTAPXE! KaTayeypappévo To gupPdv. Eeidr aurr eivar n
apuodiéTnTa pou , To UNIKG TTou avTAuw atroBnkeleTal otov OkAnpd pou Sioko Ko aTd ekei
KAvw amrokoTTr Kal £mKOAANCT OToV server Kal atrd kel avTiypa@r] arov @AakeAo Tou dropbox
Kai atro kel avmypdew 1o link kai pe ouvodeutikr emaTohr To diaBiBdlw otnv apuddia apyn
. kovotroloUpeve otov OZE;

EPQTHEIH: ‘Exete kdm GAAD va TpooBECETE;

AMANTHZH: Aev £xw kdn dAAho va Tpoobiow.
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EOpnua 3.5.1.: Tari yivetal aAAayf] HapTupiag OXETIKA JE OTATEIG TNG
EUTTOPIKIG apatooToIXiag;

Mepiypa@ni: AnAwvetal S16pBwaN TNG ApXIKAS HapTupiag, 6T Ta Bivreo dev ateikdvidav

OTAOEIS AAAG BIEAEUCEIC TNG EUTTOPIKAG AUAgooToIXiag. ATTAITEITAI COPWG ETTIBERAIWON

aTrd TNV £TAIPEIO KABWGS UTTAPXE! Kal TTioNUO £yypa@o Interstar TTou avagépel oTdoelc.

Avoyevvnoews 50, Metopdppwon 144 51, (100 xidp. EB. 0600 ==
ABnviov - Aaudas), Tnd. Kévipo: 21.11.900 900, FAX: 210 6711 056 I N i ER HAR

www.interstar.gr, E-mail: info (@) interstar.gr SECURITY SERVICES & TECHNOLOGY

evvéa (9) yneuakois oxAnpolc 3ioKoUg, OTOUG ONoIOUG EiXE kaTaypa®ei n apign
- BigAguoT) — &6 1l avaywpnon Tng epnopikig apagooToiyiag 63503 and Toug
L.E NMiareag, Aitoxwpou, Aentokapuag, N. Népwv kar Pawavng tnv 28-02-2023.

‘En 8¢ neparrépw, BEToupe undyiv oag 6T Ta ev Adyw arrmBévra apxeia,
fitro1 Ta apxeia ora onoia eixe katraypagei agiEn — SiEAeuon — oTaon kai
avayampnon TG epnopiki apafooroixiag 63503 and Toug I.E MAaTemg
Arox@mpou, Aentokapuag N. Mépwv kai Pawavng mnv 28-02-2023, eiva
Siaypappéva, kabmc o1 v Adyw Yn@Iakoi oxAnpoi_Jiokol_oToug onoiou_seig
npaypartonomnBei n eyypagn, €ivar enaveyypawiyol xkai Ta naAaiOTEPA apyEia Ot
nUepoxpovoloyia Eyypa®rg OSiaypagovral  auTopaTa, NPOKEINEVOU  va
npayparonoinBei n veOTEPN Eyypagn.

Ev xaraxAeidi, oag anooTéAlovTal pE TV napolioqa, oI OXETIKOI evvéa (9)

oTov apiBpud, yn@iakoi okAnpoi 3iokol 0TOUG ONOIOUG EiXE kaTaypaei n agign —
SiEAguon — OTAON KA1 AVAX@PNOT TNG EPNOPIKAG apaEooToixiac 63503 and Toug
LX Niarewg, Arroxwpou, Aentokapuag N. Mopwv kai Pawavng Tnv 28-02-2023,
npog extéAeon NG un' apif. npwT. 157 and 19-09-2023 éyypapng napayyeliag
Tou k. E@érn avakpit), npokeipévou va emixeipnBei n  avakmon Twv
Siaypappévev apxeiwv and tnv AicbBuvon EykAnpartoAoyikwv Epeuvav, ot
ouvExeia TnG avaykaiag npog TolTo, napayyeAiag Tou Epereiou Adpioac.

MNa my eTaipeia,
TP SEKIOYPITI E.N.I
TUWERETH MAPOXRI YIIHP, AZG
e ZZE;LL.-.._-.-,‘ AQY: N
{ ) 6A1J063-64, FAX: 210

NOpIHOC EXPOOWHOG
Toavroapaxng NikéAaog
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EOpnua 3.5.2.: AiaBétel KwdikoU¢ administrator?

Avagépel 611 pEow TNG d10ikNoNG EVNUEPWONKE 0 KOG. TOAUNG va TTavVAQEPEl TA apXEia
atrd Tov Kado avakUkAwong oTig 08-02-2025 e1eidn ATav o€ vuxTepivr) Bapdia Kail n idia
Oev €ixe KwdIkoUG. NMwg Opwg diaypd@el apxeia amrd 1o server (OTTWG PAIVETAI OE
TTPONYOUHEVO EUPpNHA)?

EOpnua 3.5.3.: Tpo@opikég eVTOAES AVTANONG dedOUEVWV

H ev AOyw paptupia avadeikvuel €va coBapd CATNUA OXETIKA PE TIG dIadIKATIEG TTOU
akoAouBei n dloiknon NG €raipeiag interstar wg Pog TNV avaBeon Kai dIEKTTEPAIWON
KPIOIMWYV €PEUVWV Kal avalnTACEWV WYNQPIAKWY OEOOPEVWIV. ZUYKEKPIPEVA, OUPQWVA UE
TNV KATABEON, OI EVIOAEG yia TNV €KTEAEON TETOIWV €UAICONTWYV Kal UYNANG onuaciag
evepyelwv divovtal Tpo@oplikd atmd Tn OIoiknon, Yeyovog TIou Eeyeipel ooPapES
EMQUAALEIC WG TTPOG Tn dla@Avela, TnV IXVNAACINOTNTA Kal T Aoyodocoia Tng
d1adIkaaiag.

H 1TpakTikr] autr €ival acupBartn pe Ta TTPORAETTONEVA TTPOTUTTA ACQAAEING KOl
opBNg dlaxeipionNg YN@PIAKWY TTEICTNPIWYV, CUUQWVA UE TA OTToia aTTaITEITAI N €KdooN
YPOTITAG €VTIOARG — 0a@OUG, ETTWVUPNG KAl XPOVOAoOynuévnG — n oTroia va
TEKUNPIWVEI TTANPWG TO TTEPIEXOUEVO, TN OKOTTIMOTNTA KAl TO €UPOG TNG CnTOUMEVNG
EVEPYEIQG.

MdaAioTa, n idia n pdptupag empBeRaiwvel o1 autdg gival EQAPPOOPEVOS TPOTTOG EVTOANRG
a1rd TIG APHODIEG AOTUVOUIKEG, Ol OTTOIEC EVEPYOUV OTO TTAQICIO ETTICNUWY BIadIKACIWV
ME oagn TRPNoN TNG aAucidag eubuvng. H avtiBeon peTagu TnNG TTPOKTIKAG TTOU QEPETAI
va eQapuodel n dloiknon TNG €Talpeiag Kal TG Beopikd TTpoBAeTTONEVNG pEBODOAOYIOG
TTOU akoAouBeital atrd TIG DIWKTIKEG APXEC KATADEIKVUEI TIPOBANMATIKA /| PN BECHIKA
OlaxEipIon EOWTEPIKWYV EPEUVWV EVTOG TNG ETAIPEING, ME EVOEXOMEVO KivOUVO
QU@IOBATAONG TNG EYKUPOTNTAG TWV EUPNUATWYV Kal TNG AKEPAIOTNTAS TWV OIAdIKATIWY.
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3.6. TeAwn] amotipnon

Me Bdon Tn OUvOAIKR TEXVIK avAAUCn, Ta EUPHUATA KATABEIKVUOUV ONUAVTIKEG
TTAPAAEIYEIG, XPOVOAOYIKEG QOUVETTEIEG, QVETTAPKI) TEKUNPEIWON, KaBW¢ Kal AavTipaon
HETAEU TwV AOYIOHIKWV TTEPIBAAAGVTWY TTOU XPNCIUOTTOINONKAV.

Ta Tapamdvw OuykAivouv OTO OUMTIépacHa OTl dev UTTOPEl va TEKUNPEIWOEI N
yvnoiétnTa, n akepaidétnTa Kal n aQubevTtikOTNTA TwV PBIVIEOANTITIKWY apXeiwv, dnA. Ta
apxeia autd@ oUpgewva He OAEC TIG TTApPATTAVW JdIATOTWOEIS OEV AvATIapAcTOUV Ta
yeyovota Tng 28/2/2023.

EmmAéov, n Un Ouox£étion Twv apxeiwv Pe moTotroinuévn aAuoida diaxeipiong Kai
amolrikeuong (chain of custody), kaBwg¢ kar n amoucia TEXVIKAG atmodeIEng
TIPWTOYEVOUG UETAPOPTWONG, KABIOTOUV TO £V AGYyw UAIKG Un aIGTToTo we atrodEeIKTIKO
OTOoIXEiO.

AlamoTtwenkav coBapéc apAeyiec ek pépoug TG AielBuvong EykKAnUATOAOYIKWV
Epeuvwy (A.E.E.) T600 oTn peBodoAoyia 600 kai oTnVv TEKUNpiwon TG épeuvag, yeyovog
TTOU UTTOVOMEUEI TN OUVOAIKNA aglotTioTia Twv TTopioudTwy TnG. MNMapdAAnAa, o1 KaTaBéoelg
TwV Japtipwv Todun kai Ppaviéokou TTePIEXOUV avTIQAOEIS Kal EAAEIYEIG TTOU eyeipouv
elAoya epWTAMATA WG TIPOG TNV AKEPAIOTNTA TNG dlaxeipiong Tou BIVIEOANTITIKOU UAIKOU
Kal TN SIAQAVEIA TWV OXETIKWY EVEPYEIWV.

Emiong diamoTtwveral n téAeon ev duvdapel coBapwv TTOIVIKWY adiknudTwy Ta otroia
AETITOMEPWG KAl AVAAUTIKWYV TTEPIYPA@OvVTal 0TO KEPAAAIO 4 TNG TTApoUonG EKOECEWCG.

30 AtrpiAiou 2025

O Zuvréatag

Federico Carrasco

EmotAuovag NMAnpo@opikig kal ETTixeipnuariag,

Atré@oitog Tou TuApatog Mnxavikwyv HAekTpovikwy YTToAoyioTwy Kal MANpo@QopIKAg,
MavemmoTtnuiou MaTtpwyv, pe e€e1dikeuon otnv Texvntr) Nonuoouvn, Ta MNoAupéoa, Tnv
KuBepvoao@aAeia kai To Metaverse.
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4.MPOTAXEIX ENNANE=ETAXEQN, NPOXBETEX
ANAAYXZEIX

H mapéleuan duo kal mMAéov eTwv amno to cupPav kaBuota eCalpetika 6UOKOAN TNV
npooPBaon og auBevtikn kat adlaBAntn pwtoyevn Yngrakr Anpogopia. H duakoAia
QuUTH ETLTELVETAL ATIO TO YEYOVOC OTL TO OXETLKO UALKO TeAoUae uTto Ttn duaxeipian tng
etaipeiac Interstar, n omola €ixe evepyd ePTAOKN otV Kataypadr) Twy YEYovoTwy Katd
TNV Kplown nuépa tou duatuxApatoc.

Mapd tavta, oto mMAaiowo tng poonaBelag MAApoug dlepelivnong TwWY TPAYHATLKWY
ouvBnkWwv TOU TEPLOTATLKOU, TIPOTELVOVIOL OUYKEKPLPEVO HETPA KAL TEXVLKEC
peBoboAoyieg, pe okomo tnv emavefétaon TOOO TOU €mipaxou Yndrakou uAtkou 6oo
KOl TWV TPOOWTIWY KAl popéwyv TIoU EVETTAAKNOAv otn dLayeiplon tou.

Kata mpwrtov, kpivetal anmoAUTwc avaykaia n dlevépyeLa véag, aveEapTnTng TEXVLKNAG
MPpaypatoyvwpoouvng ano efelbikeupévo texvikd aupBoulo, o omoioc Ba duaBetel
TANPN Kat avepmodiuotn mpacBacn g 0Aa Ta TELOTAPLA TIOU gxetidovtat PeE Tnv
Kataypadr tTwv BwvteoAnmikwy apxeiwv tng 28ng ®ePpouapiou 2023.

EriutAéov, poteivovtal ta Enc amoAutwe BepeAuwdn BrApata:

4.1. MNpooBaon kat Emavetétaon tng AELlomtotiac tou
WndLakou YALKoU kat AoyLopLKkoU

Anatteital MAAPNC KaL anpogkottn Tpoogfacn oto oguvoAo Tou TeXVLKOU eEOTIALOUOU
TIOU ATav €yKATECTNHEVOC KOl EVEPYOC TNV NUEPA TOU OUOTUXAMATOC. TUYKEKPLHEVQ,
mepLAapPavovtal oL KApEPEC, Ta Kataypaplkd guoThpata, Ta diktua, oL UTIOAOYLOTEC
KaL 0Aa ta péoa anoBhikeuanc.
EmutAéov, kpivetal avaykaia n TPOOKOULON ETILKALPOTIOLNHEVNC KAl EYYEYPARHEVNC
ToToAoyiag Tou guvoAou Twv TANPOMOPLOKWY gUOTNHATWY (UALKOU Kat AOYyLOPLKOU),
OTIWC autda ftav dtapoppwpéva otig 28-02-2023. H tomoAoyia autr) Ba mpémel va
mepLAapPaveL Aettopepr kataypadr:

e TWV OELpLOKWY aplBpwy kaBe cuakeunc,

e TOU TpOTIOU bLaguvbeanC Touc,

e TWV TIOPACTATLKWY ayopac (TLpoAayia),

e KOL TNC dLadblkaoiacg eykatactaonc.

H mpooBaon otoug servers Ba mpémel va guvodevetal amo TARpn avaiuan twv
apxelwv kataypadnc (logs), woTe va evioTiotouv TUXOV TIPOCPAgELC, TPOTIOTIOLTELC A
olLaypadéc bedbopévwv.

MapdaAnAa, (nteital n eEétaon Twv aviypagwyv agdaleiac (backups), pokeLpEvoU
va damotwBel n akepalotnta twv Ogdbopévwy kat va avadewxBouv evdeyopevec
avwpaAiec.
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I6Laitepn éudaon 6ibetalL otnv MPOOKOULON TOU OUVOAOU TwV apxeiwv kataypadnc
OAWV TWV CUCTNHATWV.

Znteital emigng n TARNPNC TEXVLKA avaAuan tou Aoylopikou iVMS-4200, oAwv twv
ekboogwyv kaL mapalaywyv Tou, wate va dlakpLBwBouv oL duvatotnteg emeEepyaaiacg
r TpoTomnoinanc twy dedopévwy. lbLaitepn épdaon Ba mpémnel va doBbei:

e 0OTNV Kataypadr] O6Awv TwV EVEPYELWV EVIOC TOU AOylOpLKoU, pEOw Ttwv log
apyeiwv tou,

e otnv €€étaan tou Hikvision VSPlayer, tou tpomou eEaywync Twv PndLakwyv
uvbatoypadnuatwyv (watermarks), katL Twv evoEXOUEVWY TPOTIOTIOLIOEWY TIOU
HTTopel va eTupEpeL ota apyeia Puwteo.

EmunpooBeta, (nteital avaAutikn eEétaon kaBe mnyaiou BuvteoAnmikoU UALkoU, wg
mpoc;

e Tn bLodlkaoia mapaywync tou,

e TO TIEPLEXOHEVO KAL TN XpOvoOoeLpa eyypagrc,

e kaBwcg kat tnv efétaon twv petadedopévwyv (metadata), mpokelpévou va
oLakplBwBel n yvnowdtnta kat n mpoéAeuar) Touc.

EruAéov bLaitepn Baputnta Ba mpemel va 60Bel otnv avaktnon BuwteoAnmniikou
UALKOU TIoU £xeL evhexopevwc duaypadel, tpomtonownBei, petaxkivnBel  aAAowwBei pe
OTIOLOVONTIOTE TPATIO.

Inpavika epwtnpata eyeipovral eni tng Xpnong Avenapkwv AAyopiBpwyv Hashing
(SHA-1 & MD5) yua Wn¢uakn Muotomnoinan.

lNa mowo Adyo emAéxBnke o aAyoplBupog SHA-1 yua tnv «rugtomnoinan» Twv apxeiwy,
otav eival eUPEWC YVWOTO OtL amd to 2017 €XeL xapaKTNPLOTEL wWC KpuTttoypagLka
eualwrtocg; O aAyoplBuoc SHA-1 €xeL atodewyBel emppeTrg o€ cuykpouaoelc (collisions),
YEYOVOC TIou anpaivel atL Huo dladopeTika apyxela prmopouv va tapayouv To ibuo hash.
Qc ek toUtou, dev Bewpeital katadAnAoc yla okomoucg YngLakrnc muotomnolinonc,
VOULKAC Tekunpiwancg f dtachaAlong tng akepaldotnTac Twy 0ebopévwv.

la mowo Adyo yivetal tautoyxpovn avagopa kat otov adyopltBpo MD5, tn atuypun mou
€xeL amooupBeil we pn aglomotocg non amo to 2012; 0 MD5 Bewpeital edw kat xpovia
Bewpnuka kal mpaktka avagdaAnc. To RFC 6151 (IETF, 2011) avadépeL pnta:

“MDS5 is no longer acceptable where collision resistance is required.”
(https://datatracker.ietf.org/doc/html/rfc6151)

Agdopévou ott kot ta d00 mpotuma hash (SHA-1 kaut MD5) €xouv mAéov
KatappeUCEL, TOCO OanG VOMRLKI 600 KOl amo TeEXVLKI anoyn, ywati dev mapexetat
pnta kamowa ©OnfAwon amomoinong &uBuvng (disclaimer) oxewka pe TNV
TIEPLOPLOUEVI EYKUPATTA TG XPONC TOUC;
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4.2. Aepeuvnon AvBpwtivou Mapayovta

E&€taon tng xpoviking kaBuotépnang otn dlepeiivion tou PndLakou uAtkou
Mpotelvetal n dLepelivnon TNC ONHAVTLKIC XPOVLKIC kaBuotépnanc — dlapkeLac
Tepimou U0 €TWV ameo TNV NHEPOUNvia Tou duatuyxnpatog — atnv Evapén Twy EPEUVWIV
enti Tou Yngrakou uAkou. ELowkr epgaan rpémnel va doBel otov poAo kal otLg
EVEPYELEC TOU appobdiou Edétn Avakpltr, o ontoloc eixe tnv euBuvn emomtteiac.
Anatteital n dtakpifwaon Twy Adywv yLa th pakpa kaBuatépnan atnv avaktnon kat
afloAdynaon tou ev Adyw uAwkoU, kaBwcg kaL avaAuon Twy EVOEXOUEVWY TUVETIELWV
auTrc tnc kaBuoTtépnong oTnv aAKEPALATNTA KAl TN yvnoetnTa Twy PndLakwy
bedbopevwv.

TeX VLK avakpLon EPTAEKOHEVWV TIPOCWTIWYV TNC ETalpeiag Interstar

Znteltal AETMTOPEPNC TEXVLKA KAL TIpaypatoyvwpoouvn eEétaon Twy puoLkwy
TPOCWTIWV TNC eTaLpeiac Interstar, ta onola npaypatonoinoav dtaypadéc apxeiwyv f
ekTENeTav KploLpeg OLlepyaoieg kata Xpovika onpeia KopPLxng onpaaoiac.

MapaAnAag, antatteital n dLepedivnan Tng TEXVLKIC KAl 0pyavwTtikhc dloiknancg tncg
gTaLpeiag, pe otoyo tnv e€akpifwon Twv KWATpWY Kat Twv anodagewy ou odrynaav
OTLC OUYKEKPLHIEVEC EVEPYELEC, KaBWC kaL N mBavotnta va uttApée mpoBean aAMolwanc
N mapepmodlonc tng anadoanc tng aAnBeLac.

Awepeuvnon NMNoAtikwyv Aggpaleiag kal Zuppopgpwaong tng Interstar

Mpoteivetal n eE€taon Twyv TTOALTLKWY Kat dradikaolwyv agdalerag mAnpodopLwv Tng
etalpeiac Interstar, mpokeLlpévou va dtantotwBel n cuppopdwar toug pe dLeBvn
mpotuta Kal BéAtioteg mpakTikeg (Tr.y. ISO/IEC 27001).

Analteital emiong aEloAdynon Tng EMAPKELAC TWV LNXAVLIOUWYV EAEYX0U, kataypadrg
KaL tapakoAouBnonc 6pactnpLothTwy evtocg tou guathipatoc (audit trails), wote va
eKTLUNBel eav uttripxe duvatodtTnTa aviyveuanc rf amoTPoTC KaAKOBOUAWY EVEPYELWV.

MNepaltepw, amatteital n dLepevivnon Tou cuvoAou Twy gupPagewy petagu tncg
etaipeiac Interstar kaw tng Hellas Train, kaBuwc kat tng uAomoinonAc Toug, yla to
XPOVLKO dLaotnua ano 6o £€tn tpLyv To duotuynUa €wc KaL ofpepa.

>ehida 89 | 90



TEXNIKH EKOEZH 2XETIKA ME TIZ EKOEZEIZ NMPATMATOMNQMOXZYNHX THZ A.E.EE.TIATA
BINTEO INTERSTAR

5.NMAPAPTHMATA
5.1. Mapaptnua A. EmmuotoA AvaBeanc

i BAZIAHI KOKOTEIAKHE © Wed, Apr2,10:52AM (1dayago) vy & & Replytoall
to Giwrgos, PATZIA, maria, me, Emanuel, MAPKOZ ~

OPOH ENANAAHWH
ErnoTrﬁpova [MAnpoopIkAg Kal ETTixeipnpariag,

ApioToUyxog ATrdgoiTog Tou TuApaTog Mnxavikwy HAekTpovikwy Y roloyioTwy kal MAnpogopikig, MavetmioTnuiou Matpwy,

ue e€eidikeuan atnv Texvnth Nonpoaouvn, Ta MNMoAupéoa, Tnv KuBepvoao@dAeia kal To Metaverse.

AyannTé Kuple

ExovTag Tnv kaTta Nopo 1816TnTa Tou TexvikoU cUPBoUAOU BIOpPICHEVOG anod Toug avTidikoug oTnv unoBson Tou dUCTUXAKNATOC Twv TeEUN®V Kal ensidn

To UNo JIEPEUVNAT AVTIKEIUEVO Eival EKTOC TOU YVWOTIKOU Wou eMinédou To oroio ECEIC Kal 0 GUVEPYATEG aag KaTexeTe , oag diaBiBalw Suo ekBEaelg

£pYaAcTNPIaKNG €EETAONG TIG onoieg e££dwaoe n Avan eykAnuatoloyikwv Epsuvmv Tng EALAZ.:

AvTiKeipevo TnG 1n¢ £kBeong sival Ta 3 apxeia Bivreo nou napadoBnkav and Tov Kangpvapo o poper USB stick kal Ta workstations, ol KevTpikoi
servers Kai ol dioKol ThG £TAIpeiag oToug onoioug n Interstar anoBnkevel Ta Bivreo and Ta kaTaypa@ika, apou Ta PETAPEPE! SIKTUAKA anod Toug
TonikoUg OkANpoUg Bi0KOUG TWV KATAypd@IK®Y, e OKOMNO TNG NpayuaTopooUvng va evronicel av Ta apxeia oto USB undapyouv anapaAAakTa kai
oToug okAnpoUg diokoug, aAAa Kal 0TI apopouv BiVTEo Nou ypa®Thnkav oTig 28/2/2023 and TIG avTiIOTOIXEG KAPEPEG Kal KATAypa®IKA.

AvTikeievo Tng 2ng ékBean¢ eival To kAaTaypa@iko Kai ol 2 Tonikoi okAnpoi digkol aToug onoioug To KaTaypagikd anobnkelel BivTeo Kal eyypapeg

OUCTNAKATOC, Kal avaloya We TIC puBUITEIG TOU CUCTAKATOG ENaveyypdgsl véa BivTeo navw and Ta naiaioTepa...

MapakaAw onwg eEeTACETE TIC ekBETEIC AUTEG KAl ano@avBsiTe yia TRV TEXVIKA apTIOTNTa Kal 0pBdTNTa TG0 TG avaluong ala kai Twv
OUMNEPACHATY AuTwY , aAAG Kal onolacdnnoTe aAANG dianioTwong f NApaTHPENONG en auTwv alAa kai Tou Aoinou uhikou nou oag diaBiBalw(
karaBeoeig unaAAnAwv K.A.m. interstar)onwg auteg dnuooieuTnkav atov EAAnviko Tuno.

Tig dlanioTwoelg KAN NApATNPROEIG 0ag NApakaAw nARPwG armoAoynuéveg Onwg diaTunwoeTe ot 10IKr £kBeon Tnv onoia Ba pou unoPaMete , pali pe
anodeIKTIKO UNIKO TNG EMNEIRIAC Kal EVACXOANGNG 0ag KE TO aVTIKEipeVO dlgpelivnong, WoTe N £KOECN AUTH OTNV CUVEXEID VA AMOTENECE! TUAKA TNG

SIkoypagiag.
EuvonrTo sival 6T1 av kai 6Tav pag 3o00ouv Ta unod diepslvnon Bivreo , 6a cag anooTalouv yia Tnv diepelivhon Toug PE To idio
AVTIKEIPEVO £pEUVAG PE AUTO MOV €iXe To Npoowniké ThG AEE.

KokoTtodkng Baagileiog

E1d1k6G npaypaToyvwpovag os
BEpaTa TTUPKAYIWV K.A.TT.

2 Attachments « Scanned by Gmail ©®
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